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ABSTRACT
Over the past years, much research has been done in the
context of group-oriented digital signatures for group com-
munication scenarios resulting in various kinds of signa-
ture schemes, including classical group signatures ([4], [3])
ring signatures ([20], [7]), threshold signatures ([21], [12]),
multi-signatures ([14]) and traceable signatures ([15]).Re-
gardless of this significant variety not all imaginable group
communication scenarios as shown in this paper have been
covered.

We describe some group communication scenarios that can-
not be practically handled by currently existing schemes,
and introduce a new security paradigm, calledpseudonym
signaturesthat can be applied in many relevant scenar-
ios. Pseudonym signatures are related to group, ring and
traceable signatures, but have some significant differences
on the trust relationship between group members and their
anonymity. In our scenarios all group members have equal
rights and there is no group controller or any third trusted
parties with extended rights. Group members are trusted
not to reveal group secrets to non-members, and every group
member should be able to verify computation steps con-
cerning these secrets. The main task of pseudonym sig-
natures is to allow in such scenarios anonymous commu-
nication between group members and non-members, and
non-anonymous communication between group members
at the same time. In other words, a signed message that is
produced and sent by a group member reveals the signer’s
identity only to other group members, whereas non-members
are able to verify the signature and communicate to the
signer, however, without being able to identify him. Since
non-members may receive signed messages from different
group members they should be able to distinguish signa-
tures of the same author. Therefore, every signature should
contain a recognition parameter of its signer so that non-

members can distinguish between the signer and reply to
them accordingly.

We describe protocols and algorithms of pseudonym sig-
natures and specify security requirements that must be ful-
filled. We also demonstrate, how pseudonym signatures
can be realized based on the existing cryptographic build-
ing blocks.

1. INTRODUCTION
Suppose in a group communication scenario group mem-
bers (insiders) have to sign messages on behalf of the whole
group and send them over a broadcast channel. Messages
that are sent over this channel are received by all group
members and also by non-members (outsiders) that are par-
ticipating in the communication. Both, insiders and out-
siders must be able to verify received signatures. Addi-
tionally, insiders must be able to reveal the identity of the
signer from his signature, whereas outsiders are allowed
only to compute the pseudonym (recognition parameter)
of the signer, but not his identity. This is essential, because
application may require that outsiders should be able to re-
ply on the signed message to its author. Outsiders must
also be convinced by the signature that the signer is a valid
group member.

In our group communication scenarios all group members
have equal rights (for example, ad-hoc communication).
In such groups there is no central authority with extended
rights, like group manager or third trusted party that con-
trols the group (i.e., computes group secrets on behalf of
the group). Therefore, all group members have to cooper-
ate and control the group together. This can be achieved by
the techniques ofcontributory computations(i.e., all group
secrets are computed from contributions of all group mem-
bers). In this paper we propose a new kind of signatures
for groups that we callpseudonym signatures. In these sig-
natures pseudonyms are used as recognition parameters for
the authors of signed messages. Figure 1 provides a visu-
alization of the communication scenario where pseudonym
signatures may be applied. Communication participants
are group members (denotedMi) and non-members (de-
notedNi). Participants who are group members cooperate
to form the group, whereas non-members are participants
that either are not allowed to become group members due
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Figure 1: Group communication with pseudonym sig-
natures

to some policy or simply do not wish to cooperate. All par-
ticipants are connected to a broadcast channel that allows
any participant to send a message that is then delivered to
all other participants connected to the channel. The idea of
pseudonym signatures is to:

• allow any group memberMi to sign messages on
behalf of the group and send them over the broad-
cast channel such that any other group memberMj

or non-memberNj can verify them.Mj should be
able to identifyMi from his signatures, whereasNj

must only be convinced thatMi is a group member,
without revealing his identity.

• provide to non-members pseudonyms of all group
members so that anyNj can figure out, which pseu-
donym belongs to the author of the signed message.
This allowsNj to distinguish between messages of
different group members and reply to the signer of
the message addressing him using this pseudonym.

Additionaly, in combination with secure symmetric and
asymmetric encryption schemes pseudonym signatures

• allow group members to communicate securely over
the broadcast channel using a secure symmetric en-
cryption scheme. Any group memberMi can send
encrypted messages that are received by all partici-
pants, but can be decrypted only by valid group mem-
bers.

• allow any non-memberNi to send encrypted mes-
sages to the whole group over the broadcast chan-
nel using a secure asymmetric encryption scheme.
Although all participants receive the encrypted mes-
sage, only group members are able to decrypt it.

• allow any group memberMi to set up an authen-
tic and secure virtual point-to-point channel on top
of the broadcast channel with any non-memberNj

using a secure asymmetric encryption scheme. Mes-
sages exchanged betweenMi andNj cannot be de-
crypted by any other participant. This secure chan-
nel preserves the anonymity ofMi since he signs
messages using the pseudonym signature scheme.

We remark, that our construction incorporates key man-
agement for symmetric and asymmetric encryption during
the group formation process. In the following we describe

some examples, where pseudonym signatures can be ap-
plied.

Distributed Group Control.Consider a scenario of the dis-
tributed control, for example, over a battlefield operation.
Given setF of field units and setC of control units, such
that field units are involved in the battlefield operation and
are currently controlled by some control unitci ∈ C. In
case thatci is barred from being able to send orders (e.g.,
is destroyed or has lost communication), another control
unit cj should be able to take over the commandership im-
mediately. For strategic reasons it might be desired that
field units do not know, which control unit has currently
a commandership, but field units must be able to verify
that received orders come from an authentic control unit
and also to report on the status of the operation to the cur-
rent control unit. Other control units must be prepared to
take over the commandership at any time, therefore, they
have to be able to log the orders ofci and reports from field
units. Pseudonym signatures can be used in this scenario as
shown in Figure 2. All control units fromC form a group.
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Figure 2: Pseudonym signatures in a battlefield

Current control unitci broadcasts its signed encrypted or-
ders so that every other control unit and every field unit
receive them and are able to verify that they come from an
authentic control unit. Since pseudonym signatures do not
reveal the identity of the signer, field units cannot deter-
mine whoci is, but other control units from the group are
able to do this. Since field units can distinguish between
signatures of the same signer, they are able to report on the
status of operation toci. Other control units receive these
reports too and can follow the development of the opera-
tion.

Consultative Group Decision.Consider a group of peo-
ple G who wish to make their common decision based on
anonymous consultations with third parties inT . Every
member ofG is allowed to initiate an anonymous consulta-
tion with anyti ∈ T such that only other group members
can identify the initiator and follow the consultation pro-
cess. Third partyti might be queried from different mem-
bers at the same time and must, therefore, be able to deter-
mine to whom it should respond on each query. Examples
for such group decision making scenarios are: anonymous
review and discussion of submitted papers by the program
committee, or selection of participants for a project ten-
der based on submitted proposals. Group members use
pseudonym signatures to sign their messages toti. For
example, if a reviewer wishes to discuss several topics of
the submitted paper with its author without revealing own
identity, he can use pseudonym signature scheme to sign
his messages to the author. The author is able to distin-
guish between queries of different reviewers using signer’s



pseudonym and respond accordingly.

Anonymous Intergroup Communication. Pseudonym sig-
nature schemes allow authentic anonymous communica-
tion between members of multiple groups. Members of
different groups can exchange signed messages without re-
vealing own identities to members of other groups. Only
members of the own group are able to identify them from
their signatures. For example, two teams want to carry out
a fair two-player game competition (Figure 3). Assume
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Figure 3: Pseudonym signatures in a two-player game
competition

that players of one team know strengths and weaknesses of
players of another team. Thus, if a player knows its op-
ponent then he might benefit from this knowledge during
the game. Therefore, to achieve fairness it is preferable
that players do not know their opponents. However, once
the game is started, both players have to be able to ver-
ify that all game moves come from the same opponent. In
Figure 3 virtual channels between each two opponents are
represented by arrows. After competition is finished, both
teams should be able to figure out the authentic result, and
can also reveal identities of both opponent players of each
pair.

We argue in Section 4 that existing signature schemes for
groups, like classical group signatures, traceable signatures,
and ring signatures cannot be applied to the described group
communication scenarios.

1.1 Conventions
In this section we introduce basic notations and definitions
used throughout this paper.

1.1.1 Roles
The communication participants who actively cooperate on
the group formation are calledgroup membersor insiders.
A group member who generates a pseudonym signature on
a message is called asigner. The communication partici-
pants who are not involved in the group formation process
are callednon-membersor outsiders. The communication
participant who verifies a pseudonym signature of a mes-
sage is calledverifier. Both, insiders and outsiders are able
to take verifier’s role.

1.1.2 Cryptographic primitives
An encryption scheme is denoted with the tuple(KGen(),
Enc(), Dec()) for key generation, encryption and decryp-
tion algorithms. In case of symmetric encryption the shared
secret key is denotedk. A digital signature scheme is
denoted with the tuple(KGen(), Sig(), V er()) for key
generation, signing and verification algorithms. The tuple

(yi, xi) denotes the public and the private key of partici-
panti, respectively. Sometimes we denote public keys with
pk and private keys withsk.

2. MODEL
2.1 Protocols and Algorithms
In this section we describe protocols and algorithms of a
pseudonym signature scheme.

Definition 1. A pseudonym signature schemePSS =
{Setup(), PSign(), PV erify(), PTrace()} is a digital
signature scheme that consists of:

• An interactive randomized protocolSetup() between
all members actively involved in the group formation
that on input a number of membersn ∈ N outputs
a set of members’identities ID, a set of members’
pseudonyms PS, and a set of members’secret sign-
ing keys SK. Valuesidi, psi, andski denote the iden-
tity, the pseudonym, and the secret signing key of a
member, respectively.ski is known only to member
with idi.

• A randomized algorithmPSign() that on input a se-
cret signing keysk ∈ SKand a messagem, outputs
a signatureσ onm.

• A deterministic algorithmPV erify() that on input
a candidate signatureσ, a messagem, and the set of
pseudonymsPSoutputs either a pseudonymps or⊥
if a failure occurs.

• A deterministic algorithmPTrace() that on input a
candidate signatureσ, a messagem, any secret sign-
ing keysk ∈ SK, the set of pseudonymsPS, and the
set of identitiesID outputs either an identityid or
the symbol⊥ if a failure occurs.

We call σ a pseudonym signature, since pseudonyms are
returned by the verification algorithm.

A pseudonym signature schemePSS from Definition 1
is correct if for all n ∈ N, all outputs(ID, PS, SK) of
Setup() with ski, skj ∈ SK, idi ∈ ID, psi ∈ PS, m ∈
{0, 1}∗, andσ of PSign(ski, m) the following holds:

PV erify(σ, m, PS) = psi and

PTrace(σ,m, skj , PS, ID) = idi

2.2 Security Requirements
2.2.1 Anonymity Attacks

In an anonymity attack against the pseudonym signature
scheme the adversary algorithmA (an outsider) tries to fig-
ure out the identityidi of the signer of a pseudonym sig-
natureσ. A is allowed to perform chosen message attacks,
i.e.,A obtains a set of pseudonym signaturesS on any mes-
sages of its choice and succeeds if it is able to compute
an identityidi that corresponds to at least one pseudonym
signature fromS . A pseudonym signature scheme is called
anonymousif for any polynomial time adversary algorithm
A the probability of computing the signer’s identity is neg-
ligible.



2.2.2 Traceability Attacks
In a traceability attack against the pseudonym signature
scheme the adversary algorithmA (an outsider, or an in-
sider, or a collusion of insiders) is allowed to compute a
set of corrupted membersIDA (i.e.,A knows secret signing
keys of all members inIDA.), and tries to produce a forged
signature that either cannot be traced to any group member
or can be traced to a group member that is not corrupted
by A. Algorithm A starts its attack by adaptively corrupt-
ing a setIDA of group members and learning the setSKA of
their secret signing keys.A feels free to choose the iden-
tities and the number of corrupted members (at least one
member should not be corrupted). At the end of the attack
A outputs(m,σ) and succeeds ifPTrace() returns either
⊥ or an identityidi such thatidi 6∈ IDA and idi ∈ ID.
During its attackA is allowed to obtain pseudonym signa-
tures from any group member withidi on any messagem′

of its choice (i.e., chosen message attack). A pseudonym
signature scheme is calledtraceableif for any polynomial
time adversary algorithmA the probability of computing
the successful forgery is negligible. It is obviously, that
this traceability attack incapsulates unforgeability, excul-
pability, collusion and framing attacks.

2.3 Discussion on Sizes
From Definition 1 we can straightforward the lower size
bounds of setsID, PS and SK. Since every member has
an own unique identity, a pseudonym and a secret signing
key it is unavoidable that the lower size bound of all these
sets isn. To the contrary, it is preferrable that the size
of pseudonym signatures does not grow linearly with the
number of group members, i.e., remainsconstant.

3. REALIZATION
3.1 Building Blocks
Contributory Group Key Agreement
In order to handle the control of the group secrets accord-
ing to the requirement of equal rights of group members we
suggest to usecontributory group key agreement(CGKA)
protocols, like [17], or [18]. This protocols allow every
group member to submit own contribution and compute the
group keykG as a function of all submitted contributions.
CGKA protocols fulfill the following requirements:

• Computational group key secrecyrequires that for a
passive adversary it must be computationally infea-
sible to discover any secret group key.

• Decisional group key secrecyrequires that for a pas-
sive adversary it must be computationally infeasible
to distinguish any bits of the secret group key from
random bits.

• Forward secrecyrequires that any passive adversary
being in possession of a subset of old group keys
must not be able to discover any subsequent group
key.

• Backward secrecyrequires that any passive adver-
sary being in possession of a subset of contiguous
group keys must not be able to discover any preced-
ing group key.

• Key independencerequires that any passive adver-
sary being in possession of any subset of group keys
must not be able to discover any other group key.

For more details and comparance of existing CGKA proto-
cols we refer to [2].

Member’s contributions in these CGKA protocols have the
following form. Every member chooses own secretxi and
computes his contributionyi = gxi whereg is a gener-
ator of an algebraic multiplicative prime order groupG

where the discrete logarithm assumption holds (e.g.,Z
∗
p

with prime p). The discrete logarithm assumption means
that given valuegx it is computationally infeasible to com-
putex for all x ∈ Z|G|. Pseudonym signatures benefit from
such construction, because contributionyi can be used at
the same time as a public key and secretxi as a private
key of memberMi. For simplicity, we use public key of
memberMi as his identity, i.e.,idi = yi.

Signatures of Knowledge
Signature of knowledgeschemes, introduced in [10], are
message dependent zero-knowledge proofs of knowledge
of a secrets that are made non-interactive using the Fiat-
Shamir heuristic [13]. These schemes consist of two algo-
rithms (SKSig(), SKV er()), whereSKSig() is a ran-
domized signing algorithm andSKV er() a deterministic
verifying algorithm. A signerS who is in possession of
some secrets can compute the signature of knowledge of
s on a messagem (denotedSK[s](m)) usingSKSig()
and send it to a verifierV. If algorithm SKV er() per-
formed byV acceptsSK[s](m) thenV is convinced thatS
knowss but learns nothing about this secret. However, ifS
does not knows or does not uses in SKSig() to compute
SK[s](m) thenSKV er() rejects the signature. A signa-
ture of knowledge scheme is called secure if the probability
of producing a forged signatureSK′[s](m) without know-
ing the secrets such thatSKV er() acceptsSK′[s](m) is
negligible, and if any correctly generatedSK[s](m) does
not reveal any information abouts to a verifierV.

3.2 Basic Construction
In this section we describe a basic construction of a pseudo-
nym signature scheme for a group of members{M1, . . .,
Mn}. We begin with the protocolSetup(). Every member
Mi generates own contribution (considered as his public
key)yi from the chosen private keyxi as described above.
The identity of memberMi in the context of the group
communication session isidi = yi. Members perform the
specified secure CGKA protocol and compute the secret
group keykG. Then, every memberMi generates a second
key pair(ỹi, x̃i), and uses public keỹyi as his pseudonym,
thuspsi = ỹi. The secret signing keyski of memberMi is
a tupel(kG, xi, x̃i). Next, group members exchange their
pseudonyms without revealing them to non-members that
are connected to the same broadcast channel. This can be
achieved using a secure symmetric encryption scheme with
the secret group keykG. Every member should also proof
the authenticity of his pseudonym by signing it using a dig-
ital signature scheme with his private keyxi. Thus, every
memberMi computes the signaturesi = Sig(xi, (psi)),
encrypts it toei = Enc(kG, (psi, s)) and sendsei over
the broadcast channel. Obviously, only group members
are able to decryptei’s and verify encrypted signatures



si, so that only group members learn a pair(idi, psi) that
belongs to the memberMi. One of the requirements on
pseudonym signatures is that non-members must know all
pseudonyms of group members, but not their identities. For
this purpose one group member, w.l.o.g.M1, computes
a random permutation of all pseudonymsPS and sends
it together withID signed with own private keyx1 (i.e.,
Sig(x1, (PS, ID))) over the broadcast channel. Every group
member is able to verify whetherID andPSsent byM1 are
complete, i.e., consists of pseudonymspsi and identities
idi of all group members. If a group memberMi notices
that ID or PSare not complete he resends them together
with Sig(xi, (PS, ID)) and a proofπ for incompleteness
of ID or PSthat have been sent byM1. This control tech-
nique fulfills the requirement on equal rights of all group
members, and guarrantees that non-members receive au-
thentic and completeID andPS. Thus, non-members learn
pseudonyms and identities of all group members, but are
not able to build corresponding pairs(idi, psi) for same
i’s. The order of pseudonyms inPSis randomized to elim-
inate any correlations withID.

During the communication sessionMi can sign messages
using algorithmPSign() that can incapsulate any secure
digital signature scheme(KGen(), Sig(), V er()). Mi

signs a messagem using his private keỹxi from ski, i.e.
Mi computes the pseudonym signatureσi = Sig(x̃i, m).
Per construction onlyMi knowsski, thus if the digital sig-
nature scheme is secure, it is not possible for any adversary
to produce a forged pseudonym signature that would be
traced toMi.

Upon receivingm and σi all group members and non-
members are able to verify the signature using algorithm
PV erify() that incapsulates the digital signature scheme’s
verifying algorithmV er(ỹi, σi, m), whereỹi = psi and
psi ∈ PS.

AlgorithmPTrace() can be performed only ifPV erify()
accepts the signature.PTrace() finds a pair(idi, psi)
from the set of pairs computed duringSetup() and out-
putsidi ∈ ID. Obviously, only insiders are able to perform
PTrace() since only they learn all pairs(idi, psi) during
Setup(). Since non-members know only pseudonymspsi

they are not able to identify the signer of the message.

Discussion: This basic construction requires: (a) every
memberMi to generate two private/public key pairs(yi, xi)
and(ỹi, x̃i), (b) additional communication and computa-
tion to exchange pseudonyms, including one signature gen-
eration forsi, one encryption forei, n−1 verifications for
all sj and n − 1 decryptions for allej per every group
member. In the following section we propose a non-trivial
improvement of this solution that requires only one pri-
vate/public key pair(yi, xi) per memberMi, and no addi-
tional communication between group members to exchange
their pseudonyms.

3.3 More Efficient Construction
The protocolSetup() of the more efficient construction is
related to that of the basic construction. Like in the basic
construction, every insiderMi generates own public key
yi from the chosen private keyxi asyi = gxi , and sub-
mits it as own contribution to the specified secure CGKA

protocol to compute the secret group keykG. In differ-
ence to the basic construction, group members compute
the public group keypkG = gkG whereg is a generator
of G as described above. The identity of a group member
Mi in the context of the communication session is set to
idi = yi. Another difference to basic construction is that
every group member computes pseudonyms of all other
group members without any additional interaction. Every
memberMi computes his pseudonympsi = f(kG, idi)
wheref is a specified one-way trapdoor function with the
secret group keykG as a trapdoor. The functionf ful-
fills the following requirements: only if the trapdoorkG

is known, thenf and inverse functionf−1 can be com-
puted, i.e.psi can be computed fromidi and vice versa;
otherwise, it is computationally infeasible to perform these
computations. We suggest to choosef either as: (a) secure
symmetric encryption scheme(KGen(), Enc(), Dec()),
i.e. psi = Enc(kG, idi) and idi = Dec(kG, psi), or
(b) f , f−1 as modular exponentiation functions such that

psi = id
kG

i andidi = ps
kG

−1

i whereg is a generator of
G, idi, psi ∈ G, andxi ∈ Z|G| (also note, thatidkG

i =

pk
xi

G , because ofidi = yi = gxi andpkG = gkG). Us-
ing f with the secret group keykG as a trapdoor allows
other group members to compute the whole pseudonym set
PSwithout additional interaction with other group mem-
bers. The secret signing keyski of memberMi is a tuple
(kG, xi). One group member, w.l.o.g.M1, computes a
random permutation of all pseudonymsPSand sends it to-
gether withID andpkG signed with own private keyx1

(i.e., Sig(x1, (PS, ID, pkG))) over the broadcast channel
(in difference to the basic constructionpkG is included
in the message). Upon receivingID, PS and pkG other
group members verify whether both sets are complete and
the public group keypkG is correct. As in the basic con-
struction, a group member that notices the incompleteness
of PSor ID or incorrectness ofpkG resends the message
with the corresponding proof. Thus, non-members receive
authentic and correct values forpkG, ID andPSat the end
of Setup() and are not able to build corresponding pairs
(idi, psi) for samei’s.

A group memberMi can produce his pseudonym signa-
tureσi on messagem using algorithmPSign() that incap-
sulates the signing algorithmSKSig() of the secure sig-
nature of knowledge scheme(SKSig(), SKV er()). Al-
gorithm PSign() usesSKSig() to compute the signa-
ture of knowledge ofski = (kG, xi) and its relation to a
pseudonympsi ∈ PSon a messagem as described in Sec-
tion 3.1 and denotedSK[ski](m) in the following. For ex-
ample, iff is a symmetric encryption scheme(KGen(),
Enc(), Dec()) then SK[ski](m) shows that the signer
knowsxi that was used to computepsi = Enc(kG, gxi)
without revealing the identityidi = gxi , and iff is a mod-
ular exponentiation function such thatpsi = id

kG

i then
SK[ski](m) shows that the signer knowsxi according to
psi = pk

xi

G .

PV erify() accepts the pseudonym signatureσ on a mes-
sagem if incapsulated verification algorithmSKV er()
accepts the signature of knowledgeSK[ski](m). In this
casePV erify() returns the pseudonympsi ∈ PSof the
signer, else it returns⊥. Thus, only ifPV erify() accepts
σ non-members learn the pseudonym of its signer.



AlgorithmPTrace() can be performed only ifPV erify()
accepts the pseudonym signature and returnspsiPS. Algo-
rithm PTrace() reveals the identity of the signer by com-
puting idi ∈ ID from psi through the computation of the
inverse functionf−1. Obviously, only insiders are able
to performPTrace() since only they learn the trapdoor
kG after performing the CGKA protocol duringSetup().
Non-members do not knowkG. Therefore, it is compu-
tationally infeasible for them to computef−1, and so to
identify the signer of the signature.

Security: Intuitively, the more efficient construction fulfills
requirements of anonymity and traceability from Section
2.2. In order to break anonymity, adversary algorithmA
has to compute the identityidi either from the pseudonym
psi ∈ PS or from a pseudonym signatureσi produced
by memberMi usingPSign(). Obviously, the compu-
tation of idi from psi without knowing the trapdoorkG

relies on the security of the one-way trapdoor functionf

and on the security of the CGKA protocol. SupposeA is
able to computeidi from psi. If CGKA protocol is se-
cure, i.e. fulfills requirements from Section 3.1, then it can
be shown that functionf does not fulfill security require-
ments of a one-way trapdoor function. However, iff is
a secure one-way trapdoor function, then it is possible to
show thatA can computekG, thus CGKA protocol does
not fulfill its security requirements. The above construc-
tion of the pseudonym signature scheme is secure if secure
CGKA protocol and secure one-way trapdoor functionf

are used.

In order to break tracebility,A1 has to produce a forged
pair (m, σ) such thatPV erify() accepts it and returns a
pseudonymps ∈ PS, andPTrace() returns either⊥ or
idi 6∈ IDA

2 as described in Section 2.2.2. The probabil-
ity that PV erify() acceptsσ and PTrace() returns⊥
is negligible, becausePV erify() returnesps ∈ PSand
all pseudonyms inPShave been already verified by group
members duringSetup(). The probability thatPV erify()
acceptsσ and PTrace() returnsidi 6∈ IDA depends on
the security of the incapsulated signature of knowledge
scheme(SKSig(), SKV er()). It is possible to show that
if A computes a successful pseudonym signature forgery
(m, σ) that can be traced to a group member withidi ∈
ID, then one can compute a successful forgery of the signa-
ture of knowledgeSK′[ski](m). Thus, if secure signature
of knowledge scheme is used, then the above construction
of the pseudonym signature scheme fulfills the traceability
requirement.

4. RELATED WORK
Although there exist various digital signatures for groups,
pseudonym signatures differ from them in trust relation-
ship and signer’s anonymity as shown in the following.

Group signaturesintroduced by Chaumet. al. [11] and
further studied and improved in [10], [9], [4], [16], [6], [5],
[8] and [3] allow members of a group to sign messages on
behalf of the group so that it is not possible for a verifier
to compute the signer’s identity. Nevertheless, there ex-

1A is an outsider, an insider or a collusion of group mem-
bers
2IDA is the set of group members’ identities corrupted by
A, i.e.,A knowsski of anyMi with idi ∈ IDA

ists a designatedgroup managerthat can open the group
signature in the case of dispute, i.e., reveal the identity
of its signer. In the context of pseudonym signatures we
are interested in two security requirements:unlinkability,
that is no party except for the group manager is able to re-
late two or more signatures as being produced by the same
signer, andanonymity, that is no party except for the group
manager is able to reveal the signer’s identity from the sig-
nature ([4]). There are several differences between group
signatures and pseudonym signatures. First, in group sig-
natures all group members trust the group manager that
computes all group secrets. This is obviously a contra-
diction to the requirement of equal rights of group mem-
bers in pseudonym signature schemes. Secondly, group
signatures are unlinkable. Thus, group members and non-
members that receive a signed message are not able to re-
late it to any previously received signed message and figure
out which messages have been signed by the same group
member. The only party that is able to do this is the group
manager. Obviously, this is an obstacle for the commu-
nication in scenarios described above. Third difference is
given by the anonymity requirement of group signatures
that allows no participant, except for the group manager,
to reveal the identity of the signer from the group signa-
ture. In pseudonym signatures, however, all group mem-
bers must be able to do this. To overcome this obstacle
the group manager must open every signature and send the
identity of its signer together with an adequate proof se-
curely to other group members. More specific, letσi be
a group signature of the group member with identityidi.
The group manager is the only party that is able to com-
puteidi from σi. Thus, group manager computesidi for
every gerenerated signatureσi, encrypts the identity and
the signature asEnc(kG, (idi, σi)), wherekG is the secret
group key chosen by the group manager during setup and
distributed to all group members during their group regis-
tration procedure, and sends this value over the broadcast
channel. This would ensure that only group members can
decrypt corresponding pairs(idi, σi). However, this solu-
tion is less practicable due to the increasing communica-
tion complexity and interaction during the signature gen-
eration (i.e., computations and additional message of the
group manager can be considered as such interaction), and
due to the fact that the group manager becomes a single-
point of failure and attack.

Therefore, group signature schemes cannot be applied to
the communication scenarios that are specified for pseudo-
nym signature schemes. Even if the group manager would
open every group signature and send the identity of its
signer together with an adequate proof securely to other
group members, the obstacle of the centralized trust rela-
tionship and the problem with signers’ recognition param-
eters cannot be solved without changing the definition of
group signatures.

Traceable signaturesintroduced by Kiayiaset. al. [15] ex-
tend group signatures as follows. There exist several group
members, calledtracersthat receive so-calledtracing trap-
doors from the group manager and find all group signa-
tures that correspond to this tracing trapdoor. The tracing
trapdoor reveals no information about the identity of the
corresponding group member. Thus, tracers can be used
to collect all group signatures of a certain group member



without being able to identify him, while the group signa-
tures produced by other group members remain unlinkable
and cannot be collected, unless the group manager reveals
their tracing trapdoors too. Like in classical group signa-
tures the group manager is the only participant who is able
to identify the signer of a signed message. Another prop-
erty of traceable signatures is that group members are able
to produce claiming proofs for their group signatures, i.e.,
a group member can convince any verifier that he is the
author of a certain signed message.

In the context of pseudonym signatures tracing trapdoors
can be seen as pseudonyms that allow tracers to follow the
communication by linking signed messages of the same
authors. Since, by definition, tracing trapdoors are only
known to the group manager that reveals them to the trac-
ers, other group members and also non-members are not
able to recognize whether several signed messages have
been produced by the same author. The property of trace-
able signatures that allows group members to claim their
signatures can be utilized to overcome this obstacle. The
signer generates a signature and its claiming proof. The
signature is sent to all communication participants includ-
ing group members and non-members, whereas the claim-
ing proof is sent only to group members that are then able
to identify the signer by verifying the proof. This can be
achieved by encrypting the proof with the secret key of the
group. More specific, suppose the signer withidi gener-
ates a signatureσi and its claiming proofπ. The proof
π shows that the author of the signatureσi on message
m has the identityidi. The signer encrypts proofπ, i.e.,
computesΠ = Enc(kG, π) wherekG is the secret group
key chosen by the group manager and distributed to other
group members during their registration. The signer also
attachesΠ to σi before sending the signed message over
the broadcast channel. Outsiders would be able to ver-
ify σi, and insiders would additionally be able to decrypt
π = Dec(kG, Π) and verify it. If verification ofπ is suc-
cessful, then the signer’s identity can be revealed. Using
encryption scheme is required to prevent outsiders from
obtainingπ and learning the signer’s identity. Obviously,
the drawback of this realization is increased communica-
tion complexity, as well as increased computation com-
plexity due to additional generation of claiming proofs and
their encryption. To overcome the second problem with
anonymity revokation inside the group, the group manager
must open every produced signature and send the identity
of its signer together with an adequate proof securely to
other group members as described in the context of group
signatures above. However, the third problem concerning
the trust relationship between group members, i.e, equal
rights for all group members remains unsolved, like in case
of classical group signatures.

Ring signaturesintroduced by Rivestet. al. [20] and fur-
ther studied in [1], [7], [22] and [19] do not require any
group manager or any cooperation of members to form
the group. For the signature generation every participant
may choose the group of possible signers (i.e., set of their
public keys) including himself and produce signed mes-
sages that convince a verifier that the author belongs to this
group. In ring signatures users might even not know about
their membership in a certain group. This is infeasible
to achieve with classical group signature schemes where

signers are only registered group members. Ring signa-
tures provide unconditional anonymity. Thus, neither other
group members nor any non-members are able to reveal the
signer’s identity (i.e., his public key) from the ring signa-
ture.

Pseudonym signatures and ring signatures have in com-
mon that there is no central authority, like the group man-
ager who controls the group. However, all group members
in pseudonym signature schemes have to cooperate dur-
ing the protocolSetup(), whereas in ring signatures any
participant can specify own set of possible signers without
cooperation with other communication participants. An-
other common property of pseudonym signatures and ring
signatures is that a non-member that shares the broadcast
channel with the group members may learn the possible
set of signers (i.e., their identities), but is not able to re-
veal the identity of the signer from the signature. How-
ever, pseudonym signatures allow other group members to
reveal this identity, whereas in ring signatures even other
members are not allowed to do this. The third difference
is that ring signatures do not provide any recognition pa-
rameters for the signers. Thus, communication participants
are not able to distinguish between signed messages. This
makes continuous communication as described in our sce-
narios impossible.

Obviously, some of existing variations of signature schemes
for group communication are related to pseudonym signa-
tures, however, none of them fulfills all requirements of
pseudonym signatures. Thus, none of existing schemes
can be used instead of pseudonym signatures in the de-
scribed scenarios, unless its definition and requirements
are changed. Therefore, we consider pseudonym signa-
tures as a new paradigm for securing various group com-
munication scenarios covering a wide range of applica-
tions.
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