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Abstract

Security criteria is not keeping pace with the In-
formation Revolution. This paper describes an evo-
lutionary, operational experience based approach for
advancing criteria to be consistent with modern in-
formation systems. Interoperable and flexible sys-
tems/components are (and will be increasingly) de-
manded by users. This is especially true for dis-
tributed systems. These demands are not entirely con-
sistent with today’s foundational models of security,
leading to the conclusion by many individuals that
earthquake proportion changes in the foundations of
information security are necessary. Fundamental revi-
sions are necessary. There is, however, substantial risk
in abandoning models that have been proven to work
in many environments . The road to success is based
on managing the risk associated with moving toward
a new vision of information system security. A spiral
approach to resolving information system security is-
sues has been proposed and is now being practiced.
It consists of incremental expansion of security the-
ories and practices (based on existing theories) with
directions of advancement determined by operational
experience. The experience drives theory in a evo-
lutionary, rapid prototype verification manner. This
paper presents criteria related background, describes
the spiral concept, and presents examples.

1 Introduction

The Trusted Computer Security Evaluation Crite-
ria (TCSEC) [1] forms the basis for the evaluation
of the effectiveness of security controls built into au-
tomatic data processing system products. The TC-
SEC identifies application independent (to the extent
practical) security feature requirements and assurance
requirements. The Trusted Network Interpretation
(TNI) [2] extends the assurance requirements, and rat-
ing structure of the TCSEC to networks (Local Area
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Networks, LANs, and Wide Area Networks, WANs).
The TNI describes a number of additional security
services associated with networks. The TNI does not
describe communications security., emanations secu-
rity, physical security and other measures required of
a secure network. The TCSEC and TNI were pro-
duced without an emphasis on distributed systems,
virtnal systems, database systems and shared appli-
cations. The Trusted Database Management System
Interpretation (TDI) [3] was produced when commer-
cially developed trusted operating systems were be-
coming available that could provide a basis for host-
ing secure applications such as multilevel secure Data
Base Management Systems (DBMS). The TNI and
TDI present valuable network partitioning and data-
base subset-domain security concepts. The scope of
the TCSEC, TNI and TDI are to be applied to the set
of components comprising a trusted system, and is not
necessarily applied to each system component individ-
ually. Further, an Al system could conceivably con-
sist of mostly untrusted products with a strong trusted
reference monitor. The security foundation provided
by the existing criteria is strong, but there are poten-
tial blind spots and ambiguities when the criteria is
applied to modern systems.

The European community’s Information Technol-
ogy Security Evaluation Criteria (ITSEC) [4.5,6] has
some advantages hy explicitly incorporating integrity,
availability, communication confidentiality and in-
tegrity,and network confidentiality and integrity. The
draft Canadian Trusted Computer Product Evalua-
tion Criteria (CTCPEC) [7] provides for the evolv-
ing inclusion of information and experience acquired
yearly. The {CTCPEC) revisions may take the form
of additional criteria elements, clarifications. or re-
flections of interpretations. The U.S. Air Force
Trusted Critical Computer System Certification Cri-
teria (AFTCCSCC) [8] focuses on criticality criteria,
in particular, on system integrity and assurance of
service. The AFTCCSCC is intended to reduce or
prevent high-impact incidents caused by failures, ac-



cidents, disasters, errors, and or other mishaps. A new
U.S. Federal Criteria is being drafted to give guidance
for both Department of Defense and Commercial ap-
plications.

All of the existing Criteria, Interpretations, and
Guidelines have many valuable security features and
assurance requirements. Unfortunately, there are cri-
teria/interpretation gaps such as denial-of-service, and
ambiguities such as the distribution of security ser-
vices/mechanisms in modern interoperable and flexi-
ble information systems. The prevention and detec-
tion of malicious code is a potential blind spot that
needs improvement. In addition, there appears to be
difficulty in truly integrating communications security
with computer security concepts and practice. Ideally,
we are moving toward a unified (or set of) commer-
cially available programmable processors and software
that can be certified for a broad range of applications.
The intent is to be able to perform the full range of dis-
tributed and concentrated security services, together
with cryptographic functions, at a high level of assur-
ance with cost-effective components in an integrated
system.

The challenges are awesome. The opportuni-
ties are abundant. Success is mandatory. A
structured engineering approach based on empiri-
cally derived evidence that builds on existing crite-
ria/interpretations/guidelines appears to be the best
approach. The spiral approach toward progress is
the best vehicle for managing expectations and risk.
It provides for evolutionary progress based on opera-
tional experience.

2 The Spiral Approach to Criteria Ad-
vancement

The Spiral Model {9,10] of software development is
a risk-driven approach for software development. The
spiral model proposed for criteria advancement in this
paper is related to the software model. It is based
on the same premise of managing risk by expanding
capabilities by increments in an evolutionary manner,
determined by operational experience.

The spiral process gets started by the hypothesis
that a particular operational mission could be im-
proved. The mission need is assumed to have some se-
curity requirements. If the security requirements and
assurance requirements are not sufficiently defined in
the existing criteria/interpretations/guidelines, then
the project associated with the improving the mission
is a candidate for advancing the criteria through oper-
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ational experience. Ideal candidate systems are rapid
prototype or testbed systems that, by their nature,
lend themselves to timely resolution of issues.

It is im-
portant that the system-development/system- modi-
fication chosen to facilitate the advancement of cri-
teria address each step of development. For exam-
ple, a top level policy must be defined that clearly
identifies access, authentication and integrity require-
ments. A concept of operations is also important.
The classical stages of development include: mission
identification, concept formulation, function specifi-
cation, threat analysis, policy definition,vulnerability
and risk analysis, architecture selection,concept of
operations preparation, design/specification, fabrica-
tion/production/integration, installation, accredita-
tion, and operation. The intent is not to require ex-
tensive formal treatment of each of the development
steps but to insure the critical security feature and as-
surance requirements are addressed in some manner
throughout development. The successful completion
of a system(or phase of a system), together with a
comprehensive analysis of the treatment of security
features and assurance requirements, completes one
cycle of the criteria spiral. The operational experi-
ence becomes the basis for criteria advancement.

The CTCPEC appears to lend itself to spiral crite-
ria advancement through the annual review, identified
in the criteria. The CTCPEC is relatively complete in
the security requirements and assurance requirements
covered, however, it seems somewhat shallow in its
treatment of those topics in its current version.

Adopting an evolutionary/spiral/periodic-review
approach to criteria advancement would require a au-
thoritative review process staffed by recognized com-
puter security individuals with credibility.

3 Examples

3.1 MAC Testbed

The Military Airlift Comumand [11,12] has estab-
lished a Multi Level Secure (MLS) command center
testhed. The testbed was initiated to meet operational
requirements and provide a methodology for imple-
menting MLS in other command centers. The objec-
tives include: (1) evaluate emerging MLS commercial-
off-the-shelf (COTS) products, (2) develop standards,
methodologies, and tools for integrating COTS prod-
ucts into a Trusted Computing Base (TCB). (3) de-
velop standards, methodologies. and tools for rehost-
ing existing applications onto the TCB. and (1) prove



these methodologies by applying them to the migra-
tion of a specific, existing C2 system to a MLS envi-
ronment.

A generic MLS testbed is shown in Figure 1. The
Figure illustrates the variety of terminals/hosts and
LANs. COTS trusted and untrusted terminals are
shown for users, servers, routers, network managers
and compartmented mode workstations. Four types of
LANs are shown: (1) Management, (2) Trusted Ter-
minal, (3) Trusted Workstation, and (4) Untrusted
Terminal. This type of modern information system
presents many interesting and critical security issues.
The resolution of these issues should correspondingly
be feed-back into criteria/interpretation/guideline cre-
ation/revision.

To date, there have been several lessons learned
through the MAC testbed that should have a an ef-
fect on future criteria/interpretations/guidelines. As
anticipated, one of the primary findings was that the
lack of widely accepted standards can result in expen-
sive, custom systems which can not be readily used
interoperably with other systems. Standards and asso-
ciated criteria are required for labeling, management,
communication and integration capabilities. Guide-
lines for distributing security services would be very
beneficial. A great deal of personnel resources could
be saved through the introduction of interoperability
and system/component flexibility associated criteria.
Identifying viable standards and criteria should elim-
inate the need for dedicated processors for label man-
agement, TCB extensions, and ancillary security func-
tion processes. The goal is to be able to incorporate
these capabilities as a intrinsic features of COTS prod-
ucts. Examining the detailed issues and lessons being
learned in the MAC testbed is very useful for advanc-
ing criteria/interpretations/guidelines.

3.2 MLS Space Application

SPADOC 4 [13] is a system acquired by the Air
Force U.S. Space Command to support space surveil-
lance and space defense. This acquisition included:
(1) MLS accreditation, (2) an evolutionary acquisition
(spiral phases, each phase using a waterfall model), (3)
COTS base, and (4) a need to support complex appli-
cations. The acquisition took place while the TCSEC
was being circulated for comment. Criteria related is-
sues encountered included: (1) difficulty in identifying
and handling nonhierarchical access restrictions, (2)
the evolutionary nature of the acquisition presented
design-early verses retrofit security feature questions,
and 3. audit trail capability at a fine level of granu-
larity can have a severe impact on performance.
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3.3 Current Applications

The Information System Security Engineering Of-
fice of the National Security Agency is currently work-
ing on six systems. The work is intended to apply
system security engineering concepts and procedures.
Complementary work is underway in the office to de-
velop the methodology for information system security
engineering. The lessons learned from the projects
will be documented to improve the overall develop-
ment process and provide a baseline of empirical data
for future criteria/interpretations/guidelines.

4 Conclusion

This paper has proposed an approach to Criteria
advancement through an iterative, evolutionary, ap-
proach based on operational experience. Operational
experience is currently being gained through testhed
and full scale operational projects. The methodology
for advancing the Criteria is termes a spiral approach
because of its foundational relationship to the spiral
approach to software development.
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