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Abstract 

Emergent behaviours are those that result from the 
interaction of the component behaviours within a com- 
posite system. We show that emergent behaviours, and 
their emergent properties, play a role in the compos- 
ability and satisfiability of the properties of a composite 
system. Using an emergent properties analysis we can 
identify which aspects of component behaviour lead to 
the (undesirable) emergent behaviour for a given com- 
posite system. These “undesirable” behaviours are of- 
ten the result of the under-specification of the behaviour 
of the system, or assumptions made about the envi- 
ronment in which the system exists. By identifying 
these under-specifications and assumptions we are able 
to “strengthen” the specification and implementation 
of individual systems so that desired properties will be 
composable. 
Keywords: Composition, Emergent Properties, Com- 
posable Properties, Under-Specification 

1 Introduction 

The difficulty with building new, composite systems 
from known components is a reflection of the difficulty 
in designing and implementing composable (security) 
properties. Properties that are satisfied by individual 
components “mysteriously” fail when such components 
are interconnected. While looking at the composability 
of properties, we decided to take one step back and look 
at the behaviours of interconnected components. This 
led us to the notion of “emergent” behaviours, which are 
in turn described by “emergent” properties. We find 
that emergent behaviours and properties play a large 
role in the non-composability of properties. In this pa- 
per, we describe how and why this is so. 
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This paper is structured in two main parts. In the 
next section (the first part of the paper) we define and 
classify emergent properties according to their general 
characteristics. This classification will allow us to dis- 
cuss both composable and emergent properties of com- 
posite systems. The sets of composable and emergent 
properties are not necessarily distinct, as is highlighted 
by this classification. 

In the second part of the paper we motivate the im- 
portance of emergent behaviours and properties with 
two examples: the composition of information flow sys- 
tems and the evaluation of rules in an access-control im- 
plementation. In the first example we examine the role 
of emergent properties in the context of the composabil- 
ity of the well-known generalised non-interference (GNI) 
security property [McC87], [M&88]. We find that the 
conditions allowing for the emergence of GNI on compo- 
sition can also be used to explain the non-composability 
of GNI. The second example enhances an existing set of 
access-control rules to allow for more flexibility in the 
granting of access permissions. We find that implicit 
assumptions that were valid in the original system are 
no longer valid in the enhanced system. This example 
illustrates how we can use the emergent property anal- 
ysis to help ensure that we have correctly defined the 
behaviour of a system and the effects of the interactions 
of the behaviours of a system. In both cases we must 
‘analyse the effect to understand the underlying cause” 
[Hop97]. 

2 Emergent Behaviours and Properties 

In this section we introduce and define the notions of 
behaviour and property and how they relate to emergent 
behaviours and properties. 

2.1. Rehaviours 

A component, C, is a stand-alone functional element 
that is defined by its input and output behaviour ‘. 

J.n general, if we refer to a system we mean an interconnec- 
tion of components. Otherwise, a component is indirtinguiahable 
from a system. 
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The behaviour of a component is represented by the se- 
quences of inputs and outputs at that component. Out- 
puts may be produced in response to inputs or may be 
“spontaneously” generated by the component ‘. Con- 
sider a simple component that increments the input by 
one and produces the result. as the output. The be- 
haviour (B) of this component is easily described: the 
output is equal to the value of the input plus one: 

B:o=i+l 

Behaviours are often specified as functions of the inputs 
(i) and outputs (o) of the system. 

2.2 Properties 

The properties of a component describe the (desired) 
characteristics of its behaviour and may be specified as 
functions or relations on the inputs and outputs. When 
represented aa a relation, the property is treated aa a 
predicate, that is, the property can be true or may be 
false 3. 

The following property is a predicate on a function 
of the increment component (above): 

PI :o=i+l 

This property is trivially satisfied by the correct imple- 
mentation of the component. 

For those systems that have more complex be- 
haviours, properties may also be written as predicates 
on relations, defining the truths common to all be- 
haviours of a component,. Such properties are more 
general than the property 9, above. For example, the 
following property of the increment component is more 
general than the defined behaviour of the component: 

P2 : 0 > i 

Such a property is too general to specify the exact 
behaviour of the component but may include the level 
of detailed required for analysis. There are infinitely 
many such general properties that can be defined for 
this component. 

It is the responsibility of the component designer to 
identify those properties that are relevant and contain 
the required information for the correct use of the com- 
ponent. within a larger environment. For example, if we 
required that the output of the component equal to the 
input plus two, Pa does not have enough information to 
be useful. Either PI or a new property, 

Pa:o<i+2 

give the required information about the behaviour of 
the component. 

a When the component ia viewed 08 II black box, producing 
outputs without any corresponding inputs. 

’ In reality, properties that are specified aa a function arc 
also intended to be treated a11 a predicate, that ia evaluated for 
truth or falsity. In practice, however, properties that are specified 
as functions should be trivially true a.s they should correspond 
directly to the bchsviour of the system. 

2.3 Under-specification of Behaviours 

The increment component., described above, has one 
and only one possible behaviour. Given an output 
value, we can uniquely determine the corresponding in- 
put value. Such a behaviour is said to be fully specified 
as it defines all possible means to arrive at a given out- 
put. Equivalently, this behaviour fully specifies all be- 
haviours of the component. A fully specified behaviour 
COrrC8pOUd8 to a total function, that is, for every input 
(in the set of p ossible inputs) there is a defined output 
(in the set of possible outputs). 

Often there are several behaviours that may accom- 
plish the same output or goal within a system. In such 
a system, it may not be possible to determine if the goal 
was the unintended consequence of yet another (unde- 
fined) behaviour. A set, of behaviours, leading to the 
same goal, are under-specified if when t?ken together, 
they do not define all possible inputs that may cause a 
(set of) OUtpUt8. 

Under-specification is a powerful tool that allows us 
to reasonably define the behaviour of a system with- 
out have to enumerate every possible input. We may 
also use under-specification as a means of abstracting 
away details, or levels of detail, that are not required to 
correctly model a system. Thus under-specification can 
be viewed as an artifact of the behaviour description aa 
opposed to the behaviour itself. 

For example, it may be the case that certain (combi- 
nations of) inputs will lead to an undesired given out- 
put. If these inputs are judged to not be possible, we 
may choose to under-specify the behaviour of a system 
by not specifically disallowing these combinations of in- 
puts. We have abstracted out this level of detail from 
the model of the system and the system’s behaviour 
description. 

Under-specification may be the “source” of secu- 
rity problems. Consider the ca8e where previously not 
poaeible inputs become poesible. If these inputs are 
not included in the definition of the system behaviour, 
previously unanticipated behaviour may suddenly ap- 
pear. As another example, under-specification may re- 
sult from a failure to consider how a system could be 
used instead of just how it is intended to be used. Be- 
haviours that were not explicitly excluded (or were in- 
cluded because they were not possible for a compo- 
nent in isolation) may become possible for a component 
within a composite system. These behaviours must now 
be explicitly identified so that we can determine if they 
are harmful end so that we can include their effects in 
the analysis of any further system composition. 

Under-specification of behaviours (and their proper- 
ties) need not always be a problem. Consider a SYS- 

tern where the behaviour of a system in the presence 
of an alien attack is not specified. Such an under- 
specification may be considered to be entirely justified 
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and can be safely ignored, given the state of the world in 

1997. Under-specification allows us to define behaviours 
baaed on what is possible (or reasonably impossible) for 
a given syetem. 

The reasonableness underlying the 
under-specification of a system’s behaviour may change, 
however. For example, the reasonable assumption that 
the we will not be attacked by aliens may become less 
reasonable after the discovery of intelligent, war-faring 
life on Mar& or if we require this assumption for a sys- 

tem located at Centauri Prime. What was a reasonable 
and justifiable under-specification is no longer reason- 
able nor justifiable: we must revise our opinions of the 
reasonableness of the under-specification in the system. 

2.4 Emergent Behaviours 

Emergent behaviours result from the interconnec- 
tion of components; they are the behaviours relevant 
to the composite Bystem, not just to the individual sys- 
tem components. Emergent behaviours will always be 
exhibited by a composite system; emergent properties 
characteriee these emergent behaviours. Emergent be- 
haviours are important because they govern the desired 
behaviour of a composite system, including the security 
requirements of a system whose behaviour is more than 
the aum of its parts. 

Emergent behaviours correspond to the behaviours 
exhibited by the interaction of individual, component 
behaviours. For example, the logic gatee and, or, not 
have simple, easily expressed behaviours. The (easily 
predictable) behaviours and properties of a binary adder 
emerge when we compose these logic gates to form an 
adder. The met&stable behaviour that may be exhib- 
ited by a flipflop (another poeeible connection of logic 
gates) is more than the sum of the individual component 
behaviours. Such a behaviour is not easily predicted 
from the examination of the component behaviours. 

2.5 Emergent Properties 

One definition of emergent properties states that 
‘[elmergent properties are properties of a complex sys- 
tem that emerge or arise only when components are 
put together and are not visible or identifiable by con- 
sidering only individual components.” [LevSl]. We be- 
lieve that the definition of emergent properties should 
include both properties that are previously identifiable 
and those that are not. We therefore define an emergent 
property aa one that is not satisfied by the behaviour of 
at least one (and possibly none) of the components of a 
composite system and yet is satisfied by the composition 
of these components. 

3 Emergence and Composition 

Emergent behaviours are easy to determine: they are 
the behaviours of an interconnected, composite system. 
What is not as easily determined are the ramifications 
of these behaviours with respect to the newly intercon- 
nected components. For this we must consider the cor- 
responding emergent properties. 

We find that there are two types of emergent proper- 
ties that need to be considered. The first type, known as 
type I emergent properties, are those that are relevant 
to Borne (but not all) of the components of a composite 
system and are also relevant to the composite system*. 
A type 2 emergent property is one that is not relevant to 
the components of a composite aystem but is relevant 
to the composite system. 

Throughout this discussion we will u8e two simple 
logic gates, AND (Figure l(b)) and NOT (Figure l(a)), 
to illustrate emergent behaviours (B) and properties 
(I’). These components have the following behaviours 
and properties: 

NOT AND 
BN 0 = -vi BA 0 = il A i2 

PNl 0 = 7i PA1 0 = il his 

PN2 (i = 0) + (0 = 1) PAS (il = 1) h (il = 1) 

--+ (0 = 1) 

PN3 (i = 1) + (0 = 0) PAS (il = 0) v (iz = 0) 

3 (0 = 0) 

The NOT gate will invert the input, such that a 0 be- 
come8 a 1, and 1 becomes 0 (this logic gate is sometimes 
known aa an inverter or a single-input NOR-gate). The 
AND-gate will produce a 1 output if and only if both 
inputs are 1 (input il AND input is are equal to 1); 
otherwise the output of the AND-gate will be 0. 

3.1 Type 1 Emergence 

A type f emergent property is one that is relevant to 
some, but not all, Of a cOmpO8ite By&em’8 components 
and is also relevant to the composite system. How doe8 
this happen? Consider the composition of two NOT 
gates and an AND gate such that the NOT gates are 
used to invert the inputs to the AND gate, as shown in 
Figure l(c). The overall output of these interconnected 
gates reflects the behaviour of the AND gate and NOT 
gates, where the values that are AND’ed are the in- 
verted values of the composite system inputs. 

The composite system behaviour i&I easily defined by 
taking the conjunction of the component behaviours and 
renaming the inputs and outputs where necessary: 

’ If this property were relevant to all components it would 
be considered to be a compossble property, not an emergent 
property. 
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Figure 1: Logic Gates 

9i - 

BA(OS/O, is/il,ir/il)h BN(OX/O, h/i) 

~B~(o~/o,il/i) A(& = 01) A(& = is) 

=k- (03 =is Air)A(ol = --ia)A(ol = li,) 

A(& = 01) A(i4 = 01) 

+ (OS = (+)A(%)) 

The properties of the AND gate continue to be relevant 
to the composite system. These properties cannot be 
classified as composable properties because they are not 
relevant to the NOT gates. Instead, we classify them 
as type 1 emergent; they are relevant to the AND gates 
and the composite eystem. 

Type 1 emergent properties are easy to identify in 
that they are already defined for the individual com- 
ponents of a system. Once it has been decided that 
the component properties are relevant to the compoe- 
ite system, we must determine if they are satisfied by 
the composite system. If not satisfied by the compos- 
ite system behaviour, these emergent properties must 
be made to be satisfied, otherwise we cannot allow this 
composition. 

The sets of composable properties and emergent 
properties are not necessarily distinct. A composable 
property may act as an emergent property if that com- 

posable property is not eatisfied by all components of 
a composite system. Consider the composition of a 
component that satisfies a known, composable property 
with a component that does not satisfy this property; 
this composable property exhibits the characteristics of 
a type 1 emergent property if the resultant composite 
system satisfies this property. 

3.2 Type 2 Emergence 

Consider a property relevant to a composite system 
but not to any of its components: this is a type 2 emer- 
gent property ‘. Determining the satisfiability of previ- 
ously identified properties 6, while tedious, is simply a 
matter of determining if the previously identified prop 
erties are relevant, and if they are satisfied by the com- 
posite system behaviour. 

A8 a eimple example of type 2 emergent properties, 
consider the series interconnection of two NOR gates, 
shown in Figure l(d). The behaviour and properties 
of these two components are identical. Doe8 this mean 
that the properties are composable? What properties 
are satisfied by the composite system? If we take the 
conjunction of the individual component behaviours and 
employ renaming, we find that 

BN(o~/o, i,/i)A BN(o~/o, i,/i)A (ia = 01) 

=S (oa= -il)A(ol = -i,)A(i, = 01) 

=+ (02 = -(-k)) 

=+ (02 =i,) 

The behaviour of this interconnection “cancels” the be- 
haviour of the individual components. The properties 
of these components are not composable. Instead, the 
not-previously relevant property that the output equals 
the input emerges for this composite system. This type 
2 emergent property follows directly from the fully spec- 
ified behaviour of the composite system, given the fully 
specified behaviour of the individual components. 

Consider an equivalent example: replace the NOT 
gates with identically keyed Enigma machines. A naive 
assumption would be that a plaintext message would be 
doubly encrypted with the given key. In fact, the two 
encryptions cancel (as do the NOT gates) so that the 
result is the original plaintext. Likewise, double encryp 
tion with DES using different keys does not produce an 
encryption that is twice as strong as a single encryption: 
instead, a much weaker encryption emerges ‘. 

Unfortunately, not all type 2 emergent properties are 
easy to identify. Consider the slightly more elaborate 
example shown in Figure l(e). The overall behaviour of 

li This corresponds to Levcaon’s definition of an emergent 
property. 

’ Identified for similar systems, for previous attempts at com- 
posing the same components, or for different composite structures 
of the same set of components. 

’ These observations are due to Marv Schaefer. 
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this interconnection is given 88 

06 = 7 -& A -+ ( > 

This composite system behaviour does not “obviously” 
reflect the properties of AND or NOT. Is this behaviour 
instead described by some relevant but previously un- 
known property? (Such a property is referred to aa a 
pedantic property”). 

How do we identify the pedantic properties of the 
composite system shown in Figure l(e)? We begin by 
comparing the behaviour of the individual componente 
with that of the composite system, to see what new 
behaviours have “emerged”. For this example, a truth 
table ia the simplest means to accomplish this: 

Inputs NOT AND Composite 
i3 i4 

il il = 01 = 01 03 06 
00 1 1 1 0 

01 1 0 0 1 

10 0 1 0 1 

11 0 0 0 1 

(1) 
(2) 
(3) 
(4) 

From line (4) of the truth table, we see that the com- 
posite system has the same behaviour aa the AND gate 
when both inputs to the system have the value 1. This 
implies that the composite system satisfies an emergent 
property equivalent to the property of an AND gate: 

P:OS =(&A&) 

This property does not describe all possible sources of 
a 1 output from the composite system, however. From 
the truth table, it is also the case that if input ir equals 
1 OR input ia equals 1, then the output 05 is also equal 
to 1. This leads to the pedantic property that 

Because we have identified this property directly from 
the system’s behaviour, we can be reasonably sure that 
it is satisfied by the composite system. Of course, if we 
were familiar with DeMorgan’s law, this pedantic prop 
erty would not come as a surprise. This highlights an- 
other point about pedantic properties: what is pedantic 
to one evaluator need not be pedantic to another. 

How do we identify these pedantic properties, in gen- 
eral? There are no good answers to this question. This 
identification must be baaed on what we know of similar 
systems, what is required of this system, and the com- 
posite system behaviour. The benefit in the explicit 
identification of pedantic properties is in furthering our 

’ pedant n. 1 a person who in&t@ on strict adherence to 
formal rules or literal meaning at the cxpenae of the wider view. 
2 a person who rstes academic learning or technical knowledge 
above everything. S a person who is obsessed by a theory; a 
doctrinaire (p. 977 The Concise Oxford Dictionary of Current 
English, Eighth Edition, 1990). 

understanding of the system so that we can fully evalu- 
ate the system and correctly interconnect it with other 
systems. 

In general, to identify pedantic properties we either 
need a very simple system or some knowledge of the in- 
tended use of and threats to the syetem. We look for 
pedantic properties aa assurance that a proposed com- 
posite system will behave properly and will not misbe- 
have in an identified but unanticipated manner. 

If we are not aware of a potential problem then we 
cannot identify it, nor can we identify which behaviours 
cause this would violate this problematic behaviour. 
Therefore, the key to the identification of pedantic prop- 
erties is the knowledge and understanding of the vulner- 
abilities of a system and the threats that are introduced 
through composition. The identification of such vul- 
nerabilitiea ie baaed on the knowledge of the system’s 
desired behaviour, the behaviour of the system com- 
ponents and the environment of the composite system \ 
together with the knowledge of the failures and cauaeB 
of failures in similar systems ‘. 

3.3 Assessment of Emergence 

The identification of emergent properties ie simplified 
when approached in a straightforward manner. This BB- 
sesement ie easily incorporated into the analysis of the 
composite system’s behavioure and (compoeable) prop 
ertiee. We begin by defining the behaviour of the com- 
poeite system. This is defined by the conjunction of the 
individual component behaviours together with the re- 
naming required given the component interconnections. 
Given the (previously identified) properties of the in- 
dividual components, we examine the composable and 
type 1 emergent properties of the composite system. 

The next part of the analysis is to identify the sys- 
tem’s type 2 emergent properties. We are trying to 
identify if there are under-specified behaviours within 
the composite eyetem. In particular, we must try to 
identify if there are any unanticipated causes of a given 
behaviour that may result from the interaction of indi- 
vidual component behaviours. 

If, at any stage, there are required properties that 
cannot be made to be satisfied for the composite sys- 
tem (either by modifying the system or the expectations 
of the property), there is no need to continue: the com- 
posite system cannot meet expectations and should not 
be used or attempted. 

’ This may require some form of analysis of the potential 
vulncrsbilities and threats to a rystem. How to accomplish thin 
ia beyond the scope of thia paper. 
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3.4 How Does Emergence Affect Composi- 
tion? 

A property is composable if when two components 
satisfying this property are interconnected, the compos- 
ite system also satisfies this property. When properties 
fail on composition, it is because the conditions that 
allowed these properties are no longer true: in particu- 
lar, it is most often the case that new behaviours vio- 
late these properties. It is not just any new behaviour, 
however, that may violate these properties. We find 
that these “violating” behaviours are often the result 
of under-specified component behaviours, and are, in 
essence, vulnerabilities that have been discovered and 
exploited. The specific, harmful conditions that were 
not possible for the components do become possible 
for the composite system. This leads to emergent be- 
havioure that violate “composable” properties. 

4 Emergence and Generalised Non- 
Interference 

In this example, we show how to use the identifi- 
cation of emergent properties to evaluate Generalised 
Non-Interference (GNI), a possibilistic information flow 
property. We consider the composite of two systems, A 
and B, shown in Figure 2. Both systems A and B indi- 
vidually exhibit “functional” GNI-security: any changes 
to the h&level inputs cannot be detected aa such by the 
lo-level users. It is always possible that a &level output 
may be added or deleted to nullify these changes. 

System A trivially exhibits GNI: there are no Hevel 
events to reveal any &level information. System B 
exhibits GNI ae a type 1 emergent property, given a 
reasonable under-specification of B’a behaviour. This 
under-specification allows us to create the composite 
system of A and B that will violate GNI. The property 
of lGN1 will emerge for this composite system. 

This system is based on Ruehby’s example of a non- 
GNI secure composite system [RusSl]. This system is 
made up of two components: a multi-level system, B, 
and a single-level system, A. System B produces a lo- 
level output given two hi-level inputs by interleaving 
them (using exclusive-or) with a random, internally- 
generated, hi-level output. System A is used to form 
a feedback loop over system B. System B can be de- 
composed into the base components B1, B2, and B3 lo. 
This example haa been used to account for the effects 
of non-determinism in 2 composite eyetern, for feedback 
on composition, and the effects of the delay of events 
on composition [McC88], [RusSl], [TLB+88], [ZL95]. 

7o Note that A cannot be realistically decomposed. 

GNI-secure system A 

hi A hi A 

hi2 B2 B3 

hi6 

GNI-secure system B 

Figure 2: GNI-Insecure Composite System 

4.1 GNI as an Emergent Property 

In the first part of this example we examine the de- 
composition of system B, shown in Figure 3. This de- 
composition is based on the three constituent actions 
of system B: exclusive-or of two K-level inputs, genera- 
tion of a random, h&level output, and the exclusive-or 
Zo-level output. In this example we take an informal 

a2 
w 

P; 
@ x ----- 
B2 

Figure 3: GNI Secure System B 

approach to the problem. This approach can be easily 
applied to a formal specification of the systems and is 
not limited to a natural language approach. 

Component A simply copies its input ae its output. 
Component Bl (spontaneously) produces a ran- 

dom h&level output. 
Component B2 takes two K-level inputs and pro- 

duces aa the output the exclusive-or of the inputs. This 
behaviour is described by the property that the hi-level 
output is always equal to the exclusive-or of the h&level 
inputs. 

Component B3 takes two hi-level inputs and pro- 
duces as a lo-level output the exclusive-or of the inputs. 
The property defining this behaviour states that the lo- 
level output is the exclusive-or of the hi-level inputs. 
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At this point, we note that, even though componenta 
B2 and B3 are functionally identical, the output of B2 
ia rated hi, while the output of B3 is rated lo. For com- 
ponent B3 we have the property that the output, the 
excludve-or of two h&level events, is a l&level output. 
B3 aa described ia NOT GNI-secure; any change in the 
hi-level inputs is immediately reflected in the lo-level 
outpute. Components Bl and B2 are trivially GNI- 
secure because a l&level cannot determine anything 
about the hCleve1 inputs or output8 of either compo- 
nent. 

Composite System B 
Given the interconnections specified in Figure 2 the be- 
haviour of the system is defined by the hi-level random 
output and the lo-level output which is in turn equal to 
the exclusive-or of the hilevel inputs and the hi-level 
output. 

Emergent Property Analysis 

Examining composite system B, we find that 
l there are no known composable properties common 

to all components; 
l there are no properties common to all components 

that may be relevant to the composite eystem; 
l there are no properties of Bl or B2 that are relevant 

to the composite system; 
l the property describing B3’s output ie relevant to 

the composite system (because the composite system 
produce8 a lo-level output, as does B3); 

l GNI, eatisfied by Bl and B2, is relevant to the 
composite system. 

Does GNI act as an emergent property for the com- 
posite system? According to our “functional” imple- 
mentation of GNI at component Bl and B2, we must 
determine if the lo-level output of B implies anything 
about the hCleve1 events of B. We want to show that 
~(t5 -+ al), that the lo-level output does not imply any- 
thing about the hi-level input ~2. By the properties of 

exclusive-or, we know that aa i/ & i/ 4 doea not imply 
anything about ~1 or pa or 4 individually. 

Thus GNI is a type 1 emergent property for this com- 
poeite eystem: it is satisfied by some of the components 
(Bl and B2) but not all (B3) and is relevant to and sat- 
isfied by the composite system. The type 1 emergence of 
GNI is due to the “independence” of the h&level events 
within B. 

Is there any under-specification involved with this 
system? It turns out that the desired behaviour and the 
satisfiability of GNI both rely on a reasonable under- 
specification of the inputs to the system. We do not 
explicitly require that no two of the hi-level sequences 
are identical: this is an under-specification of the re- 
quirements on the system’s environment. We postulate 
that any future failure of GNI-security will take advan- 
tage of this vulnerability. 

4.2 GNI as a Non-Composable Property 

In thie section we examine the composition of the 
two individually GNI-secure systems A and B. Because 
GNI is satisfied for both A and B, it cannot act aa a 
type 1 emergent property. GNI may be composable or 
not composable: if GNI is not compoeable, then 1GNI 
appears as a type 2 emergent property for the proposed 
composite system. 

If we connect the hilevel output of B with the input 
of A and the output of A with one of the h&level inputs 
of B, we create the composite system of Figure 2. The 
(emergent) behaviour of the composite system states 
that the l&level output is still the exclusive-or of the 
hCleve1 events, but now the lo-level output is identical 
to one of the hilevel inpute. This violates our implicit 
requirement that the hi- and l&level events be indepen- 
dent by taking advantage of the under-specification of 
B. 

Not only ie GNI not composable for the propoeed 
composite system, but the property that the lo-level 
output reflects the hi-level input follows directly from 
the fully-specified behaviour of the composite Bystem. 
Thus if we were to fully specify component B we would 
add the requirement that no two of the h&level Be- 
quencee be the same. This requirement is no different 
from the one identified in the previous section. If we 
had included thie requirement with the specification of 
B we would have immediately seen that the proposed 
composite system was not allowable. By not including 
this requirement we have had to resort to the emer- 
gent property analysis to determine the properties of 
the composite system AB. 

It has been argued that introducing a delay element 
into component A will have the effect of allowing the 
composite syetem to be GNI-secure, but previous ap- 
proaches have been unable to determine how much delay 
is required [ZL95]. This emergent analyeie tells UB why 
a delay will allow for GNI-composability: it partially 
restores the independence of the hi-level sequences, re- 
moving the vulnerability associated with thie under- 
specification. 

5 Emergence and Access-Control 

Consider aa another example of emergent behaviour 
the granting and revocation of access permissions within 
a system. This example does not involve the intercon- 
nection of physical components. Instead, we compoee 
behaviours in the guise of enhancing the functionality 
of a system. We see that type 2 emergent behaviours 
result from the under-specification of the initial system 
behaviours when new behaviours governing the granting 
and revocation of access-rights are added to the syetem. 
Again, we limit our exposure to formal specification and 
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analyses in favour of a more intuitive explanation of the 
Concept6 and issues involved. 

5.1 Initial System 

Our initial system is quite simple: a subjects may 
own objects. The owner of an object in turn may grant 
or revoke access permiesions on that object to both itself 
and other subjects. A subject that has been granted 
access haa that permission. Subjects are identified aa al, 
sp, objects are 01, OS, and access rights a may include 
Read, mite, and ezecute, where the set of access rights 
is given a~ A = (r,w,z}. 

A subject, 31, that owna an object, o, may grant to 
another subject, 82, access rights on o: 

own(al, 0) + grant(sl, 0, a, ap) 

Similarly, if s1 owna o and ss haa acceee right a on o, 
then a1 may revoke this right: 

own(al, o) A haa(s~, a, o) -+ reuoke(sl, o, a, 82) 

These behaviours can be described by properties de- 
scribing the changes to a subject’s access rights. For 
example, after s1 has granted a on o to us, then 82 has 
this permission: 

own(al, 0) A grant(sl , 0, a, 82) + has(s2, a, 0) 

If sg had a on o, then it no longer hae this right after 
31 haa revoked it: 

own(sl, o)hhas(sl, a, o)hreuoke(sl, o, a, 62) + +as(sl, a, o) 

In this simple system, only the owner of an object may 
grant or revoke permissions on that object. What hap 
pens when we decide to expand the functionality of this 
system? 

5.2 Proposed Enhancements 

Let UB add to this system the functionality that will 
allow subject 81 to grant partial ownerahip of 81’8 ob- 
jects to another subject, 82. A partial owner of an object 
(p-own(al, 0)) will b e a 11 owed to grant and revoke access 
rights to the owner’s object to other subjects: 

07m(bi, 0) ---t grant-p-Otm(Lll, 0, al) 

own(al, o) A p-own(an, o) -t muoke-p-own(sl, o, 82) 

Just as the owner can grant and revoke access rights, 
so can the partial owner: 

p-own(q) o) A has(sg, a, o) + tewoke(st , o, a, ~1) 

p-own(sl, 0) -+ gmt(sr , 0, a, aa) 

The properties of this enhanced functionality are sim- 
ilar to those above, with the precondition of ownership 
(mn(a, 0)) replaced by the condition of partial own- 
ership (pOwn(a, 0)). I n addition, there are equivalent 
properties on the granting and revocation of partial 
ownership. 

Emergent Property Analysis 

Given these behaviours and properties, what new be- 
haviours and properties will result from adding the par- 
tial ownership functionality to the Bystem? We consider 
the conjunction of these behaviours and find that 

l there are no known “compoB~ble” properties; 
l there are no properties common to both “ByBtemB” 

that may be relevant to the composite Byetem (no non- 
composable properties that must be satisfied by the 
composite system); 

l the behaviours and properties of the initial dye- 
tern are relevant and required of the composite system 
(identifying potential type 1 emergent properties); 

a the behavioura and properties of the enhanced func- 
tionality are relevant and required of the composite Bys- 
tern (identifying potential type 1 emergent properties); 

These last two points identify potential type 1 emer- 
gent properties of the composite system. We begin our 
assessment of this system by attempting to eneure that 
the properties of the original system and the enhanced 
functionality are satisfied when combined. 

By the conjunction of the granting behaviours, we 
find that either owner or partial owner may grant access 
rights on an object: 

[(own(.w 0) V P-own(s~, o)] --+ gmnt(si, 0, a, 82) 

The composite behaviour satisfiee granting-behaviour 
properties for both ownership and partial ownership, Bo 
that the related type 1 emergent properties are satisfied 
for the enhanced system. 

Are there any type 2 emergent properties aBBociated 
with granting, that is, is this behaviour fully satisfied? 
It does define all possible means by which a Bubject 
may be granted access to an object (by definition). Are 
there any unintended consequences of this composite 
behaviour? It turns out that this composite behaviour 
specifies more than we may have originally intended. 

Consider sl aa the owner of an object. 81 may grant 
access rights on that object to any other subject, 81, 
including subjects that partially own that object. Con- 
eider sl aa the partial owner of an object. 31 may 
grant access rights on that object to any other subject, 
52, including BubjectB that own that object. These be- 
haviours correspond to type 2 emergent behavioura and 
are described by type 2 emergent properties. It wan 
not explicitly intended with either the original system 
or the enhanced functionality that a partial owner of an 
object have such sweeping powere. These type 2 emer- 
gent propertiea imply that the behaviour defining the 
granting of access rights is under-specified. To be fully 
specified, we cannot allow a partial owner to override 
an owner’s access rights to an object. 

Similarly, the behaviour of partial owner revocation 
is also under-specified. If a1 partially owns o, .Q may 
revoke the owner’s access rights on o. While we may 
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have been able to rationalize the emergence of the par- 
tial owner’s granting abilities, it is hard to imagine when 
we would allow this type of partial owner revocation. 

We may decide that we do not want a partial owner to 
be able to grant or revoke rights on an object to that ob- 
ject’s owner. If so, we must modify the enhanced func- 
tionality to remove the under-specification that leads to 
this undesirable emergent behaviour. l1 

We limit the partial owner’s (8:~) abilities by not al- 
lowing them to grant or revoke access rights to a subject 
sa if 81 ie the owner of that object: 

p-own(sl, 0) A 7own(s~, 0) + gtant(sl, 0, a, 82) 

p~owta(s~, 0) A -own(bl, 0) A hos(sa, 0) 

-i reuoke(81, 0, a, 82) 

Unlike the previous example, there are no over-arching 
properties, such as GNI, that are violated by the com- 
posite eyetern. Thus it may not be az clear that these 
emergent behavioure are not desirable for the enhanced 
access-control eyetem. 

The behaviour of this composite system is still under- 
specified in a potentially unacceptable manner. Con- 
sider the following, subtle, scenario: 81 owns o, .Q par- 
tially owns o, sr grant.6 a on o to az, which 81 is then able 
to revoke. That is, the continued under-specification of 
the composite behaviour allows a partial owner to re- 
voke access rights granted by any other subject that 
has ownership or partial ownership on the same object. 
The removal of this under-specification ie accomplished 
in the same manner as demonstrated above. 

In this example above we have seen how the (un- 
der)specification and composition of behaviours can 
lead to the (type 2) emergence of undesirable behaviour, 
satisfying undesirable emergent properties. In the ini- 
tial system, it is reasonable to define revocation rights 
in terms of ownership. Ownership is the only way that 
we can change access-rights: why build in fail-stops for 
other, not-possible, types of ownership? It ie only when 
the conditions for grant and revocation of rights change 
that this under-specification becomes dangerous, 88 ev- 
idenced by the emergent property analysis. 

6 Discussion 

There has been a great deal of work on the compoa- 
ability of properties, in particular properties that deal 
with “information flow” ([McC87], [McC88], [JT88], 
[WJ90], [RusOl], [ZL95]). The main drawback with this 
work is that ia haa focussed on one particular property 
(for example, Generalized Non-Interference) or one class 
of properties (possibilistic properties). 

l1 Note that we may wirh to allow the OU)R~~ to revoke access 
rights that have been granted by a partial ocuncr. This too is an 
emergent bchaviour, however it fits in with our intended operation 
of the system and should be made explicit. 

McLean haa proposed a more general approach to 
composition baaed on Selective Interleaving Functions 
(SIFs) to determine the composability of properties 
[McL94]. This approach relies on the trace-based spec- 
ification of properties and has focussed on possibilis- 
tic properties. As part of this work McLean has also 
claeeified the “strength” of different properties and has 
demonstrated that when a weaker property is composed 
with a stronger property, the weaker property ie pre- 
served. This is equivalent to stating that the weaker 
property acts as a type 1 emergent property for the 
compoeite system. 

Abadi and Lamport have proposed a more general 
approach to composition [ALgO], using the Temporal 
Logic of Actions [LamSO]. This approach takes “a more 
general semantic view in which a specification is a eet of 
behavioure.” (p 10, [ALBO]). It is from this notion that 
we have developed the idea that even though a specifi- 
cation may be a eet of behaviours, if the behaviours are 
not fully specified, then neither is the specification. 

In their syntactically independent approach, a be- 
haviour is represented by an infinite sequence of states, 
where a state is an assignment of values to variables. 
Theee values are in turn drawn from sets of possible 
values. Using sets of possible values lends itself intu- 
itively to our diecueeion of under-specification where we 
often differentiate between states (and behaviours) that 
may occur and those we would rather did not occur. 

7 Conclusions 

In this paper we have introduced the notion of the 
under-specification and emergence of behaviours and 
properties. This approach can be used in conjunc- 
tion with existing approaches to composition, such aa 
McLean’s Selective Interleaving Functions or the Abadi- 
Lamport Composition Principle. The advantage this 
approach is that not only can we evaluate the com- 
posability of properties, we can identify the causes of 
non-composability and evaluate the efficacy of proposed 
Ufixea.n 

The assessment of emergent properties is based on an 
understanding of the security requirements of a compos- 
ite system. Emergent behaviours are those that describe 
the behaviour of a composite system. These behaviours 
are characterized by emergent properties. The proposed 
emergent property analysis can be used to ensure that a 
properties composite system meets its specified require- 
ments. A thorough examination of emergent proper- 
ties offers insights into desired and undesired composite 
system behaviour, including the under-specification of 
behaviours that lead to emergent behaviours “. 

I2 Note that we have not explicitly considered what happens 
when we are connecting systems with conflicting policies, as dis- 

91 



The role of an emergent property analysis is to iden- 
tify which aspects of component behaviour lead to the 
undesirable emergent behaviour for a given composite 
system. Undesirable emergent behaviours often result 
from the under-specification of possible behaviours, so 
that new, undesirable behaviours become possible for a 
composite system. This emergent behaviour approach 
allows us to determine the causes of the lack of compos- 
ability of (emergent) properties. This will in turn al- 
low UB to predict and prevent undesirable emergent be- 
haviours and properties. This information can be used 
to design the safeguards necessary to protect a system’s 
vulnerabilitiea from mis-use 13. 

We used this emergent property analysis to explain 
the type 1 emergence of GNI in a simple system. 
We then went on to show how to explain the non- 
composability of GNI baaed on the conditions of its 
type 1 emergence. This in turn allows us to evaluate 
any proposed “fixes” that are intended to ensure the 
composability of GNI. We also used the emergent prop- 
erty analysis to study the proposed enhancements to 
an existing access-control system. In this second exam- 
ple, we found that the behaviours of the initial system 
are under-specified in the context of the composite sys- 
tem. This in turn allowed type 2 emergent behaviours 
which violated the intended operation of the enhanced 
try&em. The good news with this example ia that the 
emergent property analysis also allowed UB to identify 
how to strengthen the behaviours of the initial system 
to be fully-specified within the composite syetem, re- 
moving the undesired emergent behaviours. 

Some of the difficulties in identifying the desired 
properties of a composite system arise becauee the un- 
desired system behaviours are only identified once the 
ayetem is in use. This is a failing in the design of the 
system - we cannot hope to build a secure system if 
we cannot define how it is to behave or not to behave. 
Nevertheless, we believe that many goals can be iden- 
tified by the clear definition of the desired goals of the 
system, knowledge of the properties of the components 
of the system and knowledge of the composable and 
emergent properties of similar systems. 
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