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Abstract

Object-based programming is becoming more and more popular
and is currently conquering the world of distributed programming
models. In object-hased systems access control is often based on ca-
pabilities, despite the difficulty to keep track of their distribution.
Access control lists are used only rarely, as information about the
principal on whose behalf an operation is to be executed is needed
and it is difficult to determine which principal information to use for
a specific method invocation, Current object-based systems use do-
main-based or thread-based principals. Domains or threads are as-
sociated with principals. If a specific object or a specific thread in-
vokes a method, the invocation is always executed on that princi-
pal’s behalf. Both policies suffer from the reference proxy problem:
A low privileged object can pass references to a highly privileged
object and may animate it to call methods with its high privileges
via these abtained references (Unix S-bit problem). As there are no
formal models for such systerns, we cannot decide if such a sitna-
tion actually occurs. ©n the other hand, most mandatory access cofi-
trol policies (where we have formal models) are too restrictive for
many applications. In this paper, we introduce role-based princi-
pals. An ohject domain may act in different roles to different other
parties. Each object reference to objects of other domains is associ-
ated with a specific role, which determines trust, authentication (i.e.,
which principal information to use) and allowed data flow via the
reference. Exchanged references automatically inherit the role. By
initially defining such roles, we can establish a security policy on a
very high abstraction level. We provide a formal model and present
two examples, where we show that we can prove that accidental
propagation of references and unintentional use of privileges are
prevented.
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1 Introduction

The object-based programming paradigm is becoming more and
more popular. Currently, it is conquering the world of distributed
programming models. There are two basic paradigms for access
control in such systems. Capabilities [2], [18], [6], [16], [B] is the
most chvious one: An object reference is per se a capability. Capa-
bilities suffer from the disadvantage that it is hard to keep track of
their distribution [5]. It is hard 1o determine, who is able to access a
specific object. It is also difficult to do anditing and accounting in
pure capability-based systems.

S0 most object-based systems additionally support access control
lists (ACLs). Examples are CORBA [10], DSOM [1}, and Legion
[19]. With ACLs it is easy to determine who has access to specific
objects; auditing and accounting are easily implemented. For each
operation (that is, each method invocation) information about the
principal on whose behalf an operation is to be executed is needed.
For each methed invocation, such principal information may be
provided by the caller. Then the invocation is executed on behalf of
that prin¢ipal, The principal is held responsible for the call and ac-
cess checks can be done,

In cbject-based environments, there are three common policies for
the decision on how to provide principal information for method in-
vocation [17]:

» The principal information can be provided explicitly for
each call.

+ The principal information can be bound to objects or groups
of objects {c.g., domains). Examples are DSOM, Java [13],
Legion, and Unix. An object uses the same principal infor-
mation for every call it execotes (object-gronp-based prin-
cipals).

= The principal information can be bound 1o threads (e.g.,
Java-1.2 [15] uses a mixture of a domain-based and a
thread-based model). All invecations executed by a thread
use the thread’s principal information.

These three policies suffer from disadvantages: Call-based decision
leads fo an unstructured and distributed security policy. An object-
group-based decision suffers from the reference proxy problem: a
low-privileged application part can pass object references to a high-
privileged application part to make that part accidently call methods



via that references with its high privileges. Thread-based decision
suffers from the callback problem: If a privileged thread invokes
methods of an untrusted object, the untrusted object gets all privi-
leges of the thread.

Additionally, all of these policies have another disadvantage in
common: there are no formal models to check if the above men-
tioned problems actually occur in a system.

On the other hand for most systems and applications mandatory
policies like multilevel security or role-based access control
(RBAC, [3]) are too restrictive and even RBAC can suffer from the

above mentioned probicmsl.

In this paper, we introduce a new security paradigm which elimi-
nates these problems, Cur mechanism allows us to configure roles:
An application part can act in different roles to ditferent other par-
ties. It can use different principal information for authentication for
different roles (role-based principals). In Fig. 1, the system admin-
istration application is a highly privileged application: it has privi-
leges to alter the system’s password database. On the other hand it
does not need these privileges for printing. With role-based princi-
pals we can define two roles which are assigned to two different
principals and are used in these two different situations.

act as
standard user

system administration

password database application

act as
systemn administrator

Fig.1 Role-based principals

As we consider object-oriented systems, we assign roles to object
references: The system administration application has, for example,
an object reference to the printer object which is associated with the
role “standard user”. Qur system administration application might
even have a second reference to the printer object for administrating
the printer {e.g., resetting it) with administration privileges (role
“system administrator”). We have the principle of least privilege on
a per-reference basis: The application only uses the minimal privi-
leges it needs for interaction with other parties. The configuration
of these roles is orthogonal to the application implementation and
is automatically applied to object references that are exchanged be-
tween application parts.

We achieve that with so-catled Security Meta Objects (SMOs) [111.
Such an SMO can be attached to an object reference. It can provide
principal information for method invocation, keeps track of refer-
ences that are passed due to method calls and can do access checks.
In this paper we will concentrate on SMOs that provide principal in-
formation and keep track of references.

Each SMQO is associated with a specific role and implements the
role-specific behavior, for example, which principal information to
use for method invocations and what to do with passed parameters
and retumn values (exchanged references). When such an SMO is at-
tached to a reference, calls via this reference are automatically pro-
cessed by the SMO and use the role-specific behavior of the SMO.

1. RBAC is a sort of mandatory access control. A princi-
pal can choose a specific role from a set of roles associ-
ated with it. In that role it can execute transactions
which are assigned to that role. The roles are indepen-
dent of each other, so security problems between differ-
ent roles can be prevented. But, when used in object-
oriented environments, for each role the atlowed trans-
actions have to be selected carefully. Otherwise the
thread-based-principal problem occurs.
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In many object-oriented systems object references, which are in
fact capabilities, can be passed without restriction. As an object ref-
erence with attached SMO 1s a capability for method invocations on
behalf of a specific principal, we have to restrict propagation of
such references. We define so-called virtual object domains, which
contain a set of objects and object references (e.g., the above men-
tioned “system administration application” may be such a domain).
If an object reference leaves such a domain (that is, the capability is
passed to objects outside of the domain), our SMOs are invoked and
they can deny passing or remove the principal-providing SMO from
the reference before it is actually passed.

‘We define a formal model for SMOs that allows to analyze systems
built with SMOs. Our formal model defines the semantics of SMOs
exactly. We will show that we are able to prove specific properties
of such systems.

The paper is structured as follows: In Scction 2 we introduce SMOs
and virtual object domains and present the basic idea of our security
mechanism. In Section 3 we define the formal model for SMOQs. In
Section 4 we show two applications of our formal model.

2  Security Meta Objects and Virtual
Domains

In this section we explain SMOs and what we call a virtual object
domain. Although SMOs can also be used to restrict access via a
reference {[11], [12]}, we will concentrate on the possibility to pro-
vide principal information and restrict propagation of object refer-
Ences.

As in most object-based models, we see object references as capa-
bilities. If a client has an object reference at hand, it can access the
corresponding object. If a client cannot get an object reference to an
object, it is not able to access it. We extend this simple model by
adding the possibility to attach one or more special objects to an ob-
ject reference. These special objects are invoked for each security-
relevant operation on the object reference. The special objects are
not visible to the application; that is, protected and unprotected ob-
ject references look the same to the application. In general, such
special objects can be considered as meta objects [7]; we call them
Security Meta Objects or SMOs for short.

Variable

anObj ect)

————p» Reference

Fig. 2 A reference with an attached security meta ohject

SMOs are attached on a per-reference basis. There may be many
references to an object, each with a different set of attached SMOs.
Fig. 2 shows an object reference stored in variable v1, which has a
meta object anSMO attached to it. The SMO is invoked each time a
method is called via this reference. There may be other references
to the same object in the system, with no, another, or even multiple
SMOs attached to it (e.g., the reference stored in variable v2).

We will only look at SMOs that affect distribution of references and
provide principal information. For example, in Fig. 2 the object
anObject may be only accessible by a specific principal (this re-
striction could be implemented by an access control list in object
anobjec t%). In our model, principal information (information



about on whose behalf a call is to be exccuted) is provided by
SMOs. Thus, anObject may be accessible via the reference
stored in v1, if anSMO provides the required principal information.
In our example 1 is a capability for method invocations to object
anObject on behalf of a specific principal.

SMOs are also able to keep track of object references which are to
be propagated due to method invocations: If a method is to be in-
voked via a reference with SMO attached, each parameter of the in-
vocation is passed to the SMO. The SMO might cance! the method
invocation by disallowing the parameter to be passed or it might at-
tach or detach SMOs to or from the parameter. We use this mecha-
nism to implement virtnal domains.

2.1 Virtual Domains

Our model is just based on SMOs. They implement the functional-
ity of providing principal information and restricting propagation of
references. SMOs seem to suffer from the disadvantage of distrib-
uted policies {(each SMO implements a part of the policy). If we
look at a system with SMOs, it is very difficult to determine the glo-
bal security policy. That is why we introduce so-called virtual do-
mains as a global property of the system. If initially SMOs are at-
tached 1o cross-domain references in a certain way the SMOs will
take care of this property and establish the virtual domain.

A virtual domain consists of objects and object references. Only ob-
jects in a domain are able to use the object references of the domain.
An object domain may have different roles. For example, objects of
the domain may act on behalf of different principals when interact-
ing with other domaihs: Object references to other domains may
have different SMOs with different principal information attached
to them. As such object references are capabilities for method invo-
cation on behalf of a specific principal, we have to be careful: if we
pass such a reference to another domain, that domain is able to act
on behalf of that principal. In Fig. 3 we have one domain dJ with a
reference or with no SMQ attached to it. If we call a method via this
reference with parameter (e.g., or.method(p)), we may pass a pa-
rameter with principal SMO attached {p is passed as pn). The target
domain is able to act on that principal's behalf.

Fig. 3 Passing principal-SMO-aitached references via
unprotected references is dangerous

2. We can also implement such access control lists with
SMOs, but in this paper we will not examines such
SMOs.
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In some special cases we might want to delegate our rights, but cer-
tainly not in general. Usually, when we have a reference with a prin-
cipal SMO attached, we only want our object domain to be able to
act on the principal’s behalf. As mentioned above, SMOs are able
to keep track of passed references. We use that feature to remove
principal SMOs, when references leave a domain.

We have to make sure, that our SMOs are invoked, when references
leave the domain. The only way to do s0 is to have SMQs attached
to all references which refer to other domains. So, references like
or in Fig. 3 must not exist in our system; Fig. 3 shows an invalid
state of our system.

N,.

\ act as prlnc1paj x/

Fig. 4 SMOs are removed automatically when
leaving a domain

It Fig. 4 shows a secure state. The references or and p are protected
by SMOs, When the parameter p is to be passed, il is first given to
the SMC m2, which controls the invocation. It notices the attached
SMO m! and removes it.

Let us now examine, what happens, if we have references into a do-
main. InFig. 5 we have a reference or, which points into domain d/.
If we call a method which returns a reference (e.g., rn=or.meth-
od()), we again pass a principal SMO reference out of our domain.

Fig. 5 References into a domain without SMO attached are
dangerous, too.

So, also references into a domain have to be protected with an SMO
(Fig. 6). The SMO for such references has to be different: our do-
main 41 does not want, fer example, to provide principal informa-
tion for method invecations via object reference or. Instead of using
completely different SMOs, we define two sorts of attachments:
source altachment {src) and destination attachment (dst). If an SMC



is attached in source mode, it provides principal information. If it is
attached in destination mode, it does net provide principal informa-
tion. Source-attached and destination-attached SMOs keep track of
exchanged references: If we pass parameters via references with
source-attached SMO or pass return values via references with des-
tination-attached SMO, these references leave our domain (in our
formal model, which we will describe later, the function our of the
SMO is called). Parameters passed via references with destination-
attached SMO or retorn values passed via references with source-
attached SMO enter our domain (the function in of the SMO is
called).

0 C e e

| @ | O» sre-attached
|

|

(A dst-attached
\ E actas princ x /- >D

—

m = or . method( )

Fig. 6 SMOs are removed automatically
when leaving a domain

Let us now present an example with two domains, In Fig. 7 (upper
part} we have two object domains: 41 and 32. Initially 41 has the
object reference or- to an object in d2. Because the boundaries of
dl and a2 are crossed, it has two SMOs m1 and m2 attached to it.
The SMO m1 is attached in source mode, m2 is attached in destina-
tion mode. Let us assame, in 4l the method call
rn=or.someMethod (p) is executed. This method call passes p
as parameter. The parameter is stored in the target domain 42 and
it returns x as result.

When calling the method, principal information may be provided
by m1 to authenticate the call. The SMO m2 may not provide prin-
cipal information, as only source-attached SMOs may provide prin-
cipal information in our model.

The parameter p is passed via the reference or to domain 42. The
SMOs have to keep the virtual domain property. In our example
they simply attach themselves to the passed object references (o,
r). Note, that after the method call invocations via ¥n are authenti-
cated by the principal information m1 provides; calls via pn are au-
thenticated by the principal information previded by m2 (if it pro-
vides principal information).

The SMOs (e.g., mi) implement a specific policy (e.g., provide
principal information) for a specific role: The initial object refer-
ence or and all resulting object references (ra, pn) inherit that role.
The SMOs use the same policy for such references. There may be
other references from d7 to d2 or to other domains with different
roles (that is, with different SMOs attached to them, which can pro-
vide different principal information).

In the next section we will provide a formal model for our SMOs
and define the semantics of the SMOs exactly.
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Fig. 7 Method invocation to another domain

3 The formal model

Let us now present a formal model for Security Meta Objects, As
the general model for SMOs is quite complicated, we will just for-
malize one aspect of SMOs: the implementation of virtual object
domains with SMOs.

Thus, our model only contains virtual object domains and the acces-
sibility of object references from an object domain. Our model does
not consider the state of objects. In fact, the formal model does not
even consider objects, but only object references. Such an object
reference has a source domain, that is the domain, from where the
reference is accessible, and a target, that is the domain containing
the target object of the reference. As the target object of the refer-
ence is not important, we do not include objects in our model. Only
the domain, which contains the target object, is important. In this
section we will only examine propagation of references. In the next
section we will assign principal information to references and im-
plement role-based principals.

3.1 Basic definitions

‘We define the following sets:
D = set of object domains
M = set of meta objects

A = set of meta attachments = {src, dst} x M

So a meta attachment consists of the type of attachment (we have
two types of attachments: src and dsi) and a meta object. An exam-
ple for such an attachment is; (src, mI).

An object reference consists of a list of attachments and a target ob-
ject. As the target object is not important, we only lock at the list of
attachments. We define the set of object references as follows:

OR = set of object references = A*
An example of an object reference is:

{((sre, m), (svc, m2), (dsr, m3)) .



The object domains are organized hierarchically (Fig.8).

()

Fig. 8 Object domains

The function parent defines the encapsulating domain. For exam-
ple, parent(d2) is d1,
parent: Du{l}y—=Du{l}

The symbol L means “undefined”. The function parent is hierar-
chical: it has no cycles. So if we apply parenr several times to a do-
main, the result is a top-level domain, which has no parent (that is,
parent of the top-level domain is L).

pareni(l) = L

Vde D:Ine N: parenr(”}(c{) =1

There may be more than one top-level domain. The set of tap-level
domains can be computed as follows:

Dq,, = {d € Diparent(d)= 1}

1.2 Domains

Now we have to define the relation of meta objects and object ref-
erences to domains. Each meta object is assigned to a domain. It can
only be used by that domain. We use the function metadom to define
this assignment. Note, that top-level domains cannot contain
SMQOs.

metadom : M —» D\Dy,, (defines the location of an SMO)

‘We need a similar function for object references. It assigns a do-
main to an object reference. The reference is valid in that domain,
that is, only objects lacated in that domain may be able to use the
object reference for method invocations. We call that function dom.
Note, that dom is a function, which means that an object reference
is only valid in one domain. For example, an object reference can-
not be passed to anather domain without being changed, as we will
see later. The function dom either assigns a domain to an object ref-
erence, which means that the object reference may exist in the as-
signed domain, or it is undefined, which means that the object ref-
erence is invalid and cannot exist in our system. If dom assigns a do-
main to a reference, the reference may or may not exist, but if it
exists, it is in that domain. The function dowm is recursively defined
by the following:

dom: ORv{Ll}—>Du{l}
dom(l) = L, dom(()) =1

metadom(m) ifor=()v
dom(or) = parent(metadom(m))
1 else

dom((stc,m), or) =

parent(metadom(m)) ifor={_}v
dom((dst,m}, or) = dom{or) = metadom(m)

1 eise

Additionally, we define the function *target” which defines the tar-
get domain, that is the domain, where the target object of an object
reference is located.

rarget: ORU{1l}=>Du{l}
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target(d) = L, target((}) =1

metadom(m)
if dom{or, {dst.m)y# L
1 else

targeor, (dstm)) =

parent{metadom(m))
targef{or, (src,m)) = if dom(or, (src,m))y =1

1 else

Let us have an example for a valid object reference. In Fig. 9 we
have four domains. The relations between the domains and meta
objects are as shown:

for example, parent(d2) = d1 and metadom(m?3) = d4.

The object reference or = ((src,ml), (dst,m2), (dst, m3)) is a valid
object reference with dom(er) = 42 and target(or) = d4. That
means, that or might exist in our system and if it exists, it is in do-

main d2.
3.3 Method invocations

The definitions in the previous section are static and do not define,
which object references actually exist in our system. So let us now
define a “current state” of our system and define how the state of the
system can change.

The system itself is defined by the above-mentioned sets D and M
and the functions metadom and parent. All other sets and functions
(e.g., dom amd target) result from these definitions.

The current state of our system is completely defined by the set of
object references that currently exist. The current state can only
contain valid object references:

OR_,,cOR,Vore OR,,,:dom(or)# Lvor = ()

cur

Fig. 9 Object reference example

If an object reference is in that set, the statically defined functions
dom and rarget compute, where the target object is and in which do-
main the reference exists.

The

only way to change the state of the system is via methed invoca-
tions. Thus, if we invoke a method, new object references may be
created and added to the sct of current object references.

The function meth execuies a method invocation. We start with a
current state OR, and apply a method invocation to that state. Af-

The system starts with a set of initial object references OR

inir*

terwards we have a state GR, . For the methed invocation we need

a target object reference (or), a parameter (p), and a return value ().
In our model we only look at method invocations with one param-
eter and one return value. Method invocations take no time, that is,
during an invocation no other invecation can take place. That is no
limitation, because all other cases can be implemented with our



model. Passing several parameters can be implemented by calling a
method several times. [nvocations without parameter can be imple-
mented by passing a dummy object. Methods that take a long time
to execule, can be implemented by two method invocations: one at
the beginning of the “real” method invocation and one at the end.
In this section we sometimes need the empty reference (). Thisis a
reference inside one domain without SMOs attached (“local object
reference”). We do not examine method invocations via such a ref-
erence, as they cannot propagate object references to other do-
mains. But we examine method invocations with local object refer-
ences as parameter or return value. The empty reference ( ) is the
only valid reference with dom(( )=L.
As our model only covers distribution of object references, we do
not need information about the method to be invoked, We assume
that the target object domain stores the object reference and that the
calling object domain stores the return value.,
OR, = meth(OR,, 0r, p, r}

with OR}, OR,COR; ore ORy; p,re OR)U{( )}
Such a method invocation passes two object references; the param-
eter and the retum value. The function meth just adds these two ob-
jectreferences, which are computed by the functions param and rer,
to the set of current object references in the system.
mezh(ORl, or,p,r) =

OR, v {param(or, p)} w {ret(or,r)}
if (dom(or) =dom(p)vp=(Naretlonr)#l a
(target(or) =dam{ryvr=( ) Aparam(or,p) =L
OR, else

Now we have to define the functions parerm and ret.
param({ ), p) = p
param(((src, m), or), p} = param{or, out,(p}))

param(((dst,m), er), p) = param(or,ia,(p))

ret{(,ry=r

ret((or, (src, m)), r}y = ret(or, in, (7))
ret((or, (dst,m)), r) = ret{or, out, (r)}

The functions in and out are provided by each meta object. They de-
fine how passed references are protected. These two functions must
have specific properties, because the passed references have to fit
into our domain model, that is, they have to be valid object referenc-
es. We do not define these properties. Instead we present an imple-
mentation of in and our and prove that only valid object references
are created by them. .

in (p) = ((sre,m), p)

our,(()) = { 1 tfatlown(t))
(dst,m) else
ot ((57¢, m), 07) ={ L if—aliow,((src, my), oF)
or else
1 if —allow, ((dst, m,), or)

out, ((dst,my), 01) =
((dsr, m), {dst, my), or) else

There is just the boolean function allew left, which is defined by
cach meta object. We will now prove, that with these functions in
and out only valid object references can be created.
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So we have to prove, that parameters and return values are valid in
the domain where they are passed to:

(I) dom(or) # L A{dom(p) = doem(or)vp=())
= param{or, p)e {{ ),1} v
dom(param(or, p)) = target(or)

(D) rarget(ory# L A (dom{(r) = target(oryvr={ ))
=re{or,r)e {( ), L} vdom{ret{or, r)) = dom{or)

We will now present the outline for the proof for the function param
(I). If one of the called out functions returns 1. , the param function
returns undefined and (I} is true. So we will not examine that case
in our proof. In our proof we do not look at some special cases, for
example, that the parameter (p) may become empty. As we just
want to present an outline, we do not show the proof for this special
case.

First we present the proof for object references with size 1. After-
wards we assume, that we already have the proof for object refer-
ences with size n and proof (I) for object references of size n+1.
So we assume,

dom(or)# L A(dom(p) =dom{or)vp=())

For object references of size 1 there are two possibilities.
M) or = {src, m)

(1a) p = ((dst,my), p)vp = ()

dom{paraem(or, p)} = dom(out,(p)) = dom{{dst,m), p) =
parent{metadom{m)) = target(or)

g.e.d.

(16) p = ((src, my), py)

dom(param(or, p)) = dom(out, (p)) =

dom{p,) = parent(metadom{m,)}
= parent{metadom(m)) = target{or)

g.e.d.
(2) or = (dst,m)

dom{param(ar, p}y = dom(in (p)) = dom{(src,m), p} =
metadom(m) = targel(or)

qe.d.

Now we assume that we already have proved (I) for object referenc-
¢s of size n.

So or has size n+1. There are again two possibilities:

(1) ar = ((sre,m), ory)

(la} p = ((dst, my), po3vp = ()

dom(param{or, p)) = dom(param(or,, ({dst, m), p})))

As

domiory) = parent(dom{or)) =
parent(meradom(m)) = dom((dst, m), p)

We use our assumption:

dom(param(orl,((dsr,m), P))) = rarget{ory) = target(or)
q.e.d.

(1b) p = ((src,my), po}

dom(param(er, p)} = dom(paramior,, p;))

As dom{or,) = dom(p;)

Wwe use our assumption:

dom(param(er,, p,)) = targel(ory) = target(or)

gq.e.d.

{2) or = ({dst,m), ory)

dem(param(er, p)) = dom(paramior,, ((src, m}, p)))



As or is valid, we have:
dom(ory) = metadem{m) = dom((src, m), p)

and from our assumption follows:
dom(param(er,, ({(src, m), p))) = target(ory) = target(or)

q.e.d.

As we just proved, param only creates valid object references. The
proof for ret is nearly the same, so we do not present it here.

3.4 Conclusion

Our model covers object references and their distribution. We
showed that our meta objects keep the domains intact. Method in-
vocations only propagate valid object references, that are references
that consist of one SMO per domain boundary. In the next section
we will show two example configurations.

4  Application of virtual domains

In the previous section we provided definitions for our model. Let
us now examine twa example configurations. To define a configu-
ration, we have ta determine the basic sets (D, M), the allow func-
tion of our meta objects and the initial state OR, ., . We define this

configuration and afterwards we prove specific properties of the
system.

init*

4.1 The hierarchical domain example

In many systems we have hierarchical system parts. For example,
we have a printing system containing printer spoolers and printers.
User applications have to interact with the printer spooler and the
printer spooler has to interact with user applications (e.g., with the
documents, that are to be printed) and with the printers. We now as-
sume, that the printer spooler needs special principal information to
authenticate to the printers. The problem with the authentication
policies mentioned in the introduction is, that malicious user appli-
cations may trick the spooler to use its principal information. Fig.
10 shows an example. The user application (left side) may obtain a
reference to a temporary spool file. It cannot access that file, as it
has neither spooler nor printer principal information to authenti-
cate. But the application may simply try to print that file by passing
it to the spooler, which in turn accesses it or passes it to the printer.
With domain-based principals that would succeed, as the spooler or
the printer would accidently use its privileges (spootler principal in-
formation) to access that file. This is the object-oriented version of
the Unix S-Bit problem.

spooler
protected temp. spool ﬁ@ )

TR

— —

g
/ printer

pnm(ﬂ (printer )

______ JooON_

Fig. 10 Printer spooler with domain-based principals
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As we will see, with hierarchical domains that kind of attack does
not succeed.

7 - T T T _prigin;sy;cm_(ps—)_ ™
= -
/ spooler (s) N\ /printer (p)

\
I
|
I
I
I
/

Fig. 11 The printer spooler with hierarchical domains

Our printing system consists of three domains (Fig. 11): the printing
system d,_, the spooler d; and the printer d, . Of course, there may
be other domains, for example, there must be a parent domain of
d,, inthe system. The domains 4, and ¢, do not have any son do-
mains (that are domains, that have 4, or 4, as parent) and the do-
main 4,  onty has the two sons d, and d,. These domains only

contain the SMOs m,, m pr M5 5 B8 shown in Fig. 11, Of course, there

may be other SMOs in other domains of our system, For this con-
figuration we do not need to restrict the distribution of object refer-
ences, so allow(or)=true for all object references and all SMOs.

We define the authentication policy as follows:

* Method invocations via references containing (src,m,,,)
are never authenticated.

» Method invocations via references not containing
(src,m,,) but containing (sr¢,m,) are authenticated with
the printer principal information.

* Method invocations via references not containing
(src,m,,) but containing (src,m,) are authenticated with
the spooler principal information.

= All other method invocations are not authenticated or au-
thenticated by different principal information.3

For this configuration we do not need any restriction for the set of
injtial references OR,,;, . We can now prove the following:

(1) Method invocations via object references to objects in ather do-
mains than d, d_n, dps are never authenticated with the printer or
spooler principal information.
(2) Object references obtained via references from or to other do-
mains than d,, d, d,, are never authenticated with the printer or
spooler principal information.

(1) rarget(orye {dd L d, e 1)
=3or,,0r,: 0r = (or, (src, my), or;)
v—dory, or,me {mp, m.}: or = (ory, (sre, m), or,)

3. Note that we do not examine local calls. A method in-
vocation inside the printer domain via a reference with-
out SMOs attached to it might have to be authenticated,
too. Otherwise the printer cannot call methods of its
own objects.



Proof:
We assume the opposite:

target(or) € {d,. dp, dPJ,J_}
A—dor,, 01z or = (or), (sre, mp_,), ory)

ATory, ory: or = (ory, {sre,m),ary)
1f we look at the definition of targe! we find that:
target((src, m), ory) = target{or) & {d,, dp, a'ps, 1}

Butas target({sre,m)) = pse {d,d,,d,.1}
there must be a position in (src, m), or, where the target changes:

Jorg, org orq: (ors, org ory) = ((src,m),ord)/\|ar6| =1
ntargetlors)e {d, dp, dp,,J.}
ntarget({orgorg)) g {d, dp, dps, 1}

From the definition of farget we conclude org = (src,m,,;), Which
contradicts our assumptions.
ge.d.

For (2) we do not want to present the proof here. We will now just
present the first half of (2) as formal expression:

dom(or) e {d,, dP’ dps, 1} Atarget(erye {d, dp, dps}
= Yory, ory. param(or, p} = (or, (src, mps),orz)

v param(or,p) = 1

S0 we know (1) that method invocations to objects outside of our
domains are never authenticated, so we cannot accidently use our
principal information for outside references.

And we know (2) that an outside application cannot trick our ob-
jeets to use our principal information for references that are ob-
tained from other domains. In Fig.12 we have two references from
the printer domain to the spooler. One reference was obtained di-
rectly from the spooler, the other one was obtained from a domain
outside of the printing system. Calls via the internal reference are
authenticated, calls via the other reference are not authenticated, as
it contains the reference part (src, ,,).

_— e — — o — — o — e

printing system (ps) \

—_—

~ ~
spooler (s) \

———— —

/ijrinter e >

Fig. 12 A reference obtained from ancother domain

4.2 The disjunct interaction example

In many applications we have disjunct interaction with other appli-
cation parts. That means, that our application part interacts with
other application parts, but it dees not initiate interaction between
these other application parts (although these other parts themselves
may initiate such interaction). Let us examine our printer spooler
example: The printer spooler interacts with the printers and with
user applications that might want to print, but the user applications
do not have to interact with the printer directly. For example, if a
user application prints a text object, the printer spooler must not
pass the reference (o the printer, otherwise the printer and the user

37

application interact directly. We assume, that the printer only inter-
acts with the spooler and that external applications only interact
with the spooler. (Fig. 13).

~
/ spooler (s)

printer (p)

~
v f

Fig. 13 The printer spooler with disjunct interaction

We need only two domains: the spooler domain d; and the printer

domain . Initially the only references to the printer should be ref-

erences from the spooler and these references (and only these refer-
ences) should have m, and m_, attached to them:

(1) Yme M:m = mpvmetadom(m)#dp

(2)Yore OR,, 01 3 0r = (01,0, 0r3)
Aeorye {(sre, mp), (dst, mp), (src,mys), (dst, m )}

= or = {(src, m), (dst, mﬁ))vor = {(src, mp), (dsz, m_;))

For some situation condition (2} is too restrictive, as no other do-
mains may have references to printer objects. Sometimes the printer
references are obtained via the name server, so anybody can obtain
such a reference, but the printer objects are protected with an access
control list, so only the spooler may invoke methods. If we substi-
tute (2) by this condition (which is a litile more complicated), the
following is also true,

Leat us now define the function aliow:

(m=m yvm=my)=

allow, (or) = { false if Jory: or = ((sre,m2),or,) Am#m,

true clse

The allow functions of the other SMOs may be frue for all object
references.

With these definitions the printer spooler cannet accidently pass
printer object references to applications and vice versa. From the
definition of the method invocation follows, that the condition (2) is
true for all pessible states of the system. We can now define the
principal policy as follows:

* Ifan object reference contains m,, , the spooler principal in-
formation is used.

* In all other cascs no principal information is used.

So only calls from the spooler to the printer via references obtained
from the printer are authenticated. Applicalions cannot trick the
spoolerto use accidently its privileges to access, for example, a doc-
ument passed to it.

Both configurations solve the object-oriented version of the Unix S-
Bit problem,



5 Conclusion

We introduced a new security model based on Security Meta Ob-
jects, which allows fine-grained configuration of the principal infor-
mation used for authentication on a per-reference basis. The projec-
tion to virtual object domains helps to define a global security pol-
icy based on these meta objects. We defined a formal model which
describes the semantics of the Security Meta Objects. We are able
to examine possible propagation and principal information usage
with our formal model and we showed, that we are able to prove
such properties for two very generic configurations. We proved, that
these configurations do not suffer from the problem of unintentional
use of privileges (Unix S-Bit problem) and we prevent accidental
propagation of references. We built a Java prototype, to show, that
our security model can be implemented.
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