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ABSTRACT 
We discuss how stegaxtography, in contrast to similar disci- 
plines, requires a new paradigm based upon discontinuities 
and the absence of noise as a detection deterrent. 
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1. INTRODUCTION 
Steganography, which is Greek for "covered writing," is a 
subset of the emerging discipline of information hiding [12, 
1, 5, 18, 13]. It is the science of transmitt ing a message 
between two parties (Alice and Bob) in such a manner that  
an eavesdropper (Eve) will not be aware that  the message 
exists. The terms "information hiding" and "steganogra- 
phy" are often, but incorrectly, used interchangeably. In- 
formation hiding is the broad term for the scientific dis- 
cipline which studies topics such as covert and subliminal 
communication channels, detection of hidden information 
(e.g., steganography), watermarking of digital objects, and 
anonymity services. Unlike cryptography, which seeks to 
hide the content of the message, with steganography we seek 
to hide the existence of the message. Steganographically 
hidden messages are inserted into legitimate and obvious 
(with respect to Eve) communications between Alice and 
Bob. Eve's steganographic challenge, therefore, is to detect 
the message, not to understand it. Of course, steganogra- 
phy and cryptography can be used in conjunction, so that  
message content may be protected cryptographically, even 
if the steganographic "shield" fails and the existence of the 
message is discovered. 
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1.1 Paradigms old and new 
The paradigm of cryptography (the "old" paradigm) is that  
cryptography can be modeled, measured, and utilized by the 
standards of information theory and noise. We have Shan- 
non [21] to thank for this. At tempts  have been made to 
extend this paradigm to steganography [6, 16, 25]. We find 
that  these extensions, although useful, do not capture all of 
the essence of steganography. Note that  the authors of [6, 
16, 25] never claimed that  their work did. We propose a 
"new paradigm" for steganography, based upon (1) discon- 
tinuous mathematical  models, and (2) the lack of noise as 
a detection deterrent. This is not  to say that  the present 
steganographic models do not take, at least part  of, this 
thinking into account. However, we feel that  it is impor- 
tant  to delineate these ideas as a new paradigm to force 
ourselves to think of steganography in a different light than  
that  of cryptography. Perhaps by looking at steganography 
in light of our new paradigms, the present steganographic 
models can be "filled out" to capture more of the essence of 
steganography. 

In this paper, we also discuss how (part of) the old paradigm 
applies to covert channels, but  not to the steganographic 
equivalent--subliminal  channels. Our ideas are preliminary 
and works-in-progress. We invited discussion, encourage- 
ment,  and criticism from the workshop paxticipazlts, and re- 
ceived it. Because much of this community 's  work is based 
upon ideas from Shannon, some may (especially the first au- 
thor) find it hard to break away from the old paradigm of 
continuity and noise. We are quite respectful of the existing 
steganographic techniques. They are a useful assortment of 
engineering methods that  seem to work, some bet ter  than 
others. The few existing formal models noted above are 
quite new and were developed to a t tempt  to fill a void. They 
are a service to the community. It is our desire to continue 
to study the existing models, but  with our new paradigm 
in mind. Our ul t imate goal is a mathematical  model of 
steganography that  incorporates our new paradigm. 

2. STEGANOGRAPHY-- 
BACKGROUND MATERIAL 

In this section we go over the standard terminology for 
steganography and include some simple examples. 

2.1 Terminology 
We will use the standard terminology for steganography 
as discussed at the First International Information Hiding 
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Workshop [19]. We assume that  Alice wishes to send, via 
steganographic transmission, a message to Bob. Alice starts 
with a covermessage. The hidden message is called the em- 
bedded message. A steganographic algorithm combines the 
covermessage with the embedded message. The algorithm 
may or may not use a steganographic key (stegokey), which 
is similar to a cryptographic key in purpose and use - -  this 
is illustrated by using a dot ted line in figure 1. The output  of 
the steganographic algorithm is the stegomessage. The  cov- 
ermessage and stegomessage must be of the same datatype,  
but  the  embedded message may be of another datatype.  
We sometimes make the datatype explicit in our terminol- 
ogy, e.g., "coverimage." Figure 1 illustrates the embedding 
process. In steganography, we do not make the "strong" 
assumption that  Eve has knowledge of the steganographic 
algorithm. This is why there may, or may not be, a ste- 
gokey involved in the embedding and extraction of a hidden 
message. Eve should not be able to determine from the 
stegomessage that  there is an embedded message in it. Of 
course, in steganography we often make the assumption that  
Eve does not have access to the covermessage. Thus, Eve 
should not be able to tell if she is "observing" a legitimate 
covermessage or a stegomessage. Both Bob and Eve receive 
the stegomessage. Bob reverses the embedding process to 
extract  the embedded message. In figure 2, we illustrate the 
extracting process. 

We say that  steganographic communication is steganograph- 
icaUy strong if it is impossible for Eve to detect the steganog- 
raphy. It is the concept of "impossibility" that  influences 
our new paradigm. Note that  many authors refer to Eve as 
Wally, Wendy, Willy, etc. This is because the eavesdropper 
is often thought of as a warden due to the paper of Sim- 
mons [22]. We prefer to stick with eavesdropper since it 
is more general. Since the goal of this paper is to discuss 
the new paradigm associated with steganography, let us il- 
lustrate our thinking with some examples. There are cer- 
tainly many more sophisticated and robust steganographic 
techniques than what we present here. We choose these 
two methods for (1) the historical significance of the first 
method,  and (2) the simplicity and illustrative strength of 
both methods.  

2.2 Kurak-McHugh Method 
In 1992 C. Kurak and J. McHugh presented [14] detailing 
how one can hide an image inside of an image. The thrust  
for writing tha t  paper was to show that  one should not be 
too complacent about downgrading images from "private" 
to "public." The paper simply and graphically demonstrates 
that  a public image that  appears innocuous to a casual ob- 
server may, in fact, be hiding an embedded private image. 
We summarize the Kurak-McHugh method. 
- -  Start  with a b i tmapped version of a greyscale image 
that  we wish to do the hiding in (the coverimage). Next,  
we consider a bi tmap of the image that  we wish to hide. 
The two images are merged into a bi tmap (the stegoimage). 
The merging is done in the following manner. The bitmaps 
have one byte representing each pixel. Thus there axe 256 
levels of grey, ranging from 0 to 255 for each pixel. Replace 
the n least significant bits (LSB) of each pixel in the cov- 
erimage, with the n most significant bits (MSB) from the 
corresponding pixel of the image to be embedded. - -  

For simplicity's sake, we assume that  the coverimage and 
the embedded image are of the same size so that  the pixels 
axe in bijective correspondence. In [14], the authors vary n 
from 1 to 4 bits. We found that  n = 1 is insufficient for 
preserving the quality of the original image (What  we em- 
bed is often only an approximation to the original message 
tha t  we wish to send. Questions of artistic quality and and 
what  information we are actually trying to pass come into 
play here.) Values of n > 2 may cause Eve to notice that  
an image has been embedded. Therefore, we set n --- 2 for 
discussion. Since the stegoimage differs from the coverim- 
age by, at most, three grey levels (the two lowest bits affect 
the grey level anywhere from 0 (e.g., 2 LSB are (0 ,0) )  to 
3 (e.g., 2 LSB axe (1 ,1)) ,  it is visually impossible for Eve 
to detect the steganography. Of course, if Eve has knowl- 
edge of the algorithm, it is then trivial for Eve to detect the 
steganography. 

Alice performs the embedding process as described above. 
The  stegoimage can be passed to Bob in e-mail, or sim- 
ply by posting the stegoimage on a web page. Pixel byte 
values must  be unchanged through the storage and trans- 
mission processes. Thus, with this algorithm, a lossless 
method  such as T I F F  must be used. Note that  some au- 
thors have steganographic methods  that  apply to methods  
such as JPEG,  e.g., [9]. The  web page approach may cause 
Eve the least suspicion, because Eve does not know the in- 
tended recipient of any surreptitious transmission from Al- 
ice. Bob receives the image (either through e-mail or from 
downloading it from the web) and then shifts every byte 6 
bits to the left, thus uncovering the embedded image. 

One can use the Kurak-McHugh method to deal with color 
images (they noted this trivial extension in their paper). 
Each pixel is represented by three bytes, one for each of the 
colors red (R), green (G), or blue (B). Every color byte is 
modified as for the greyscale byte. The  conclusions are the 
same. 

In terms of impact,  the Kurak-McHugh paper was a huge 
success. If Alice is sending the stegoimage to Bob, the eaves- 
dropper, Eve, cannot tell by looking that  there is actually 
an embedded image hiding in the coverimage. However, is 
the Kurak-McHugh method  steganographically strong? The 
answer is no. 1 Eve can determine and duplicate the  stegoai- 
gori thm and thus find the hidden picture. Can we modify 
the Kurak-McHugh method and make it steganographicaily 
strong? One would think that  using the Kurak-McHugh 
method  with cryptography would make the steganography 
impossible to detect. In fact, just  the opposite is true, as we 
will discuss later. Accepting this causes us to rethink our 
paradigms about  the use of noise- -an  important  part  of the 
new paradigm needed for steganography. 

2.3 Our Text Hiding Method 
There axe many ways to hide text  in an image. We present 
our own method which we feel is steganographicaily strong 
(but not necessarily robust). (Note that  by using an im- 
age of text  the Kurak-McHugh method  would work.) We 
summarize the method  in this paper. The full details of our 

1Note that  Kurak and McHugh never made, nor implied any 
such claims. This was not the purpose of their paper. 
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m e t h o d  and  the  under lying stat ist ical  analysis can be found 
in [:~]. 

We s ta r t  wi th  the  b i t m a p  of an  image. For the  sake of sim- 
plicity, we will restr ic t  ourselves in this  paper  to  greyscale 
images wi th  dimensions 500x500 pixels. Our  tex t  d a t a  is 
l imi ted to  249 (ASCII) characters.  Each character  of the  
t ex t  is represented in b inary  form by a byte  (eight bi ts)  
(bl,  b2, b3, ba, b5, b6, bT, bs). We use th is  representa t ion  to en- 
code the  text  data.  Each character  is broken down into four 
sections of two bits  each: (bl,b2), (ba,b4), (bs,b6), (bT, bs). 
We generate  a list of 1000 unique r andom pixel coordinates  
and  use t h a t  list as a stegokey. Each two bi t  section, f rom 
above, is then  sequentially matched  with a pixel from the  
stegokey. Now we mimic what  Kurak-McHugh,  along wi th  
many  others,  e.g., [13, sec. 3.2.1], have done wi th  the  pop- 
ular, bu t  non- robus t  LSB technique [7]. We replace the  two 
LSB of the pixel in quest ion wi th  the  match ing  two bi t  sec- 
tion. We do this  for every character .  We always end  our text  
message wi th  the  null character ,  represented in b inary  as 
(0~ 0, 0, 0, 0, 0, 0, 0). This  allows us to  send a message shor ter  
t h a n  249 characters.  To ext rac t  the  embedded  text ,  t he  al- 
gor i thm is reversed. W h e n  the  reverse a lgor i thm reads the  
null character ,  it stops the  extract ion process. In general, 
the  smaller the  message, the  harder  it is for Eve to detect  
t h a t  there  is an embedded message. This  is why we change 
no more t h a n  1000 --- (249+ 1). 4 out  of the  available 250,000 
pixels. 

3. DETECTING STEGO--  
PARADIGM SHIFT 1 

Now t h a t  we have some simple examples to play with,  let us 
examine the  first par t  of our paradigm shift. In  cryptogra-  
phy, Eve knows tha t  there  is an encrypted  message. The  job 
for Eve is to learn as much as possible abou t  the  encryp ted  
message. In cryptography,  it is not  Alice or Bob 's  responsi- 
bility to hide thei r  encrypted message. Rather ,  it is thei r  job 
to make the  message unintelligible to Eve, even if Eve may  
be  able to br ing large amounts  of computa t iona l  resources 
to  bear upon  the  problem. Shannon  modeled secrecy based 
upon  probabil i t ies  and information theory. Perfect secrecy is 
achieved if the  c ipher text  and  the  p la in text  are s tat is t ical ly 
independent .  Mathematical ly,  Shannon  [21] expressed this  
as: Given finite messages M t h a t  are enciphered into pos- 
sible cryptograms E we say t h a t  perfect secrecy is achieved 
iff VE, VM, P(M[E) -- P(M).  This  is a "yes or no" si tua- 
tion. However, in cryptography less t h a n  perfect secrecy is 
of great  interest .  This  is very different t h a n  s teganography 
(and  this  is the  first par t  of our new paradigm).  

3.1 The Wire-Tap Channel 
W y n e r  [24] first described a simplified eavesdropper scenario 
in c ryptography in terms of a wire- tapper  Eve, l is tening in 
on Alice and  Bob [10, 8]. Alice's t ransmission to Bob may  be  
noisy, and Eve's  tappingkalso has  noise in it. Alice wishes 
to send k source bi ts  S which are encoded into n sym- 
bols though  a noisy discrete memoryless  channel  channel  
X.  Bob receives Y~ from the  channel  and  Eve taps  Z '~ out  
of the  channel.  Both  X --~ Y and  X --+ Z have thei r  noise 
characteris t ics  modeled by the jo int  condit ional  probabi l i ty  
PY, zIx. Based upon what  Bob receives, he "est imates" wha t  
S k was. Alice wishes for this  es t imate  to differ, in proba-  

bility, from S ~ as lit t le as possible. This  is the  probabi l i ty  
of error. However~ Eve is learning informat ion  abou t  wha t  
Alice t r ansmi t t ed .  This  is me~,  u red  as the  normal ized  con- 
di t ional  entropy as A _-- ~ . If  Eve can de te rmine  

wi thout  quest ion what  Alice sent,  based upon  wha t  Eve re- 
ceived, then  all probabil i t ies are zero or one, and  therefore 
H( S~ I Z~) -- O, and A = 0. This  is t he  worst case in t e rms  
of secrecy. If  Eve learns no th ing  abou t  the  d is t r ibu t ion  of 
S ~ from knowing Z '~, t hen  the  two are s ta t is t ical ly  indepen-  
dent  and  A is maximized at  the  value 1. This  is the  best  
in t e rms  of security. However, pragmat ica l ly  secure com- 
munica t ion  can be  done between Alice and  Bob even when  
A = 1 -- e, e small. In  contrast ,  in s teganography,  there  
is no such th ing  as "almost  does not  know there  is a hid- 
den message." Therefore, the  wire- tap model  differs great ly 
for steganography. We must  call our th ink ing  into quest ion 
when it comes to things like e-security. 

Of course A, is very similar to unicity distance [21], [15, 
secs. 7.2 & 7.3] which is expressed also as a normal ized 
entropy. This  measures how much p la in tex t  can be revealed 
wi thout  enabl ing decrypt ion of the  ent i re  c ipher text .  This  
is not  the  case in steganography. The  use of a normal ized 
entropy mus t  be called into quest ion when  it is an  e i the r /o r  
s i tuat ion,  as i t  is in steganography.  

3.2 Existing Steganographic Models 
Consider the  above scenario, bu t  subs t i t u t e  s teganography 
for cryptography.  Let A again represent  the  amoun t  of "in- 
formation" t h a t  Eve can learn t h rough  eavesdropping.  

• Should we still use an  en t ropy-based  measure? En- 
t ropy works well for cryptography.  Bu t  is it t he  ap- 
propr ia te  measure  for s teganography?  

• How should one in terpret  A? Should any th ing  o ther  
t h a n  boundary  values for A be useful? Non-bounda ry  
values axe useful for cryptography,  where we are willing 
to live wi th  less t han  perfect secrecy, bu t  this  is not  
the  case for steganography. 

To the  best  of our knowledge, all exist ing s teganographic  
models are based upon a paradigm of en t ropy / in fo rma t ion  
theory  (which has cont inuous probabi l i ty  theory  as its un- 
derlying core principle). Of course, the  above wire- tapping 
scenario does not  map  exactly into a s teganographic  prob-  
lem. Consider figure 1: Let C be a r a n d o m  variable repre- 
senting the  covermessage, E a r a n d o m  variable represent ing 
the  embedded  message, and  S the  r a n d o m  variable repre- 
sent ing the  stegomessage. The  idea is t h a t ,  statistically, the  
stegomessage should appear  to  be  similar to  a covermessage. 
Differences in stat ist ical  profiles, or condi t ional  entropies, 
would alert Eve t h a t  there is an  embedded  message. W h a t  
concerns us is t ha t  the  prevailing pa rad igm assumes t h a t  
probabi l i ty  dis t r ibut ions can be assigned to the  set of legit- 
imate  cover messages. We would like to  see more  publ ished 
work on how these dis t r ibut ions are actual ly  assigned. Also, 
the  existing paradigm does not  include the  idea of "spon- 
taneous  discovery." T h a t  is once Eve knows t h a t  there  is 
h idden  information,  the  game is over. Of course, we can get 
into a discussion (not in this  paper )  of wha t  "knows" means.  
Obviously in the  Kurak-McHugh  me thod ,  Eve is definite in 
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her  knowledge. The  process of obta in ing th is  knowledge 
migh t  very well be  a cont inuous process (such as hypothesis  
test ing).  W h a t  is not  acceptable is the  idea of a "little bi t  
discovered." This  of course is different t h a n  the  acceptable  
idea (and  what  the  existing models use) t h a t  if one knows 
t h a t  all messages under  considerat ion have a given non-zero 
probabi l i ty  of containing a h idden  message t h a t  it is t hen  
appropr ia te  to discuss subtle  differences in t ha t  probabili ty.  
This  dis t inct ion in approach mus t  be drawn out. 

In [6] Cachin  uses the  discr iminat ion (relative entropy) D ( C  I 
S) between the  dis t r ibut ions  C and  S to define e-security 
against  a passive (just  l istening in) Eve; the  s tegosystem is 
e-secure against  a passive Eve iff D(C [ S) <_ e. W h e n  the  
d iscr iminat ion is zero, then  the  stegosystem is perfectly se- 
cure. We take  issue wi th  the  concept  of e-security in general 
(not  necessarily wi th  how it was used in [6]). Is this  the  
proper  way to be th inking  abou t  s teganography? Does e- 
securi ty mean  t h a t  you have some knowledge t h a t  there  is a 
h idden  message, or does i t  mean  t h a t  the  odds have shif ted 
by  e t h a t  there  is a h idden  message? Cachin nicely t ies e- 
securi ty into  hypothesis  tes t ing  (detects a h idden  message). 
However, we still feel t h a t  a cont inuous slide from perfec- 
t ion  to detect ion is questionable.  Perhaps  there  is a deeper  
concept  describing this  change t ha t  is not  continuous.  How- 
ever, to  defend [6], one must  keep in mind  t h a t  the  purpose 
of this  paper  is to define a concept  of s teganographic  secu- 
r i ty / insecur i ty  when one has  the  ability to assign probabil i-  
t ies to  wha t  a legi t imate cover might  be. The au thor  himself  
expresses the  need for "caution." 

In [11] Et t inger  takes a game theoret ic  approach to detect-  
ing the  steganography.  A pe rmi t t ed  "distort ion" is allowed. 
This  pe rmi t t ed  distort ion is allowed under  the  concept  of "a 
d is t r ibut ion  of locations." Is it possible for Eve to increase 
her computa t iona l  efforts so t h a t  wha t  was acceptable  be- 
fore is no longer acceptable? Is discovery not  jus t  a "yes/no" 
proposi t ion? We must  th ink  abou t  how and  when  to apply 
such a model. The  formalism of all of the  exist ing models  
seems to be  correct only under  the  ability to assign distr ibu-  
t ions for wha t  is a legi t imate cover. (Note t h a t  the  au thors  
of those papers  make no fur ther  claims.) 

In [25] Zollner et. al. use condit ional  entropies to show t h a t  
i t  is impossible to have any sort  of s teganographic  securi ty 
if Eve has knowledge of b o t h  the  covermessage and  the  ste- 
gomessage. Wi th ou t  all of the  fancy math ,  th is  boils down 
to the  fact t h a t  Eve can compare  covermessages and  ste- 
gomessages and  see t h a t  something is amiss. This  is why all 
s tegosystems axe modeled with Eve only get t ing her hands  
on the  stegomessage. The  au thors  t hen  go on to show t h a t  
there  mus t  be  uncer ta in ty  in the  covermessage, or Eve could 
always tell if she had  a stegomessage or a covermessage. Un-  
derlying this  paper  is, we feel, the  all or nothing idea t h a t  we 
wish to pursue as par t  of our new paradigm. However, t he  
emphasis  of [25] is the  need for indeterminacy in the  set of 
covermessages in order to obfuscate Eve, a point  t h a t  they  
make  well! 

In [2, 3] the  au thors  discuss the  appropr ia teness  of using 
an informat ion  theoretical  approach for modeling steganog- 
raphy. They  discuss how Eve's  computa t iona l  power could 
influence such a model, and  also consider some upper  bounds  

for h idden  information.  A parallel to a one- t ime pad  is dis- 
cussed, as it also is in [6]. 

In  [16] Mittelholzer discusses a perfect s teganography sce- 
naxio in l ight of issues of s teganographic  robustness  - -  an  
impor t an t  topic in digital watermarking.  Mit telhotzer  also 
includes wate rmark ing  in his model.  Even though  water-  
mark ing  is pa r t  of the  larger field of informat ion hiding,  i t  is 
no t  identical  to  steganography.  For example,  in watermark-  
ing the  fact t h a t  a digital wa t e rmark  has been  embedded  
in a covermessage is often a public fact. This  is or thogonal  
to s teganography.  Therefore, we find it difficult to  follow 
a model  t h a t  a t t e m p t s  to  incorpora te  b o t h  s teganography  
and  watermarking.  

In cryptography,  a small  amoun t  of discovery is allowed. In 
s teganography,  a small  amout  of discovery is not  allowed. I t  
is our  desire to  f ind/des ign a formal model  t h a t  explicit ly 
shows t h a t  par t ia l  discovery is not  allowed. Of course, un-  
cer ta in ty  in discovery is allowed (e.g., indeterminacy) .  This  
uncer ta in ty  in discovery can be expressed probabilistically,  
provided t h a t  one can show t h a t  d is t r ibut ions  can  be  as- 
signed. 

3.3 Covert Channels  
We note  t h a t  the  exist ing pa rad igm for covert  channels  is 
no t  appropr ia te  for s teganography.  S teganography  can be  
t hough t  of as a subl iminal  channel .  S immons was the  first 
to  use the  t e rm  subliminal channel in a general sense in [22]. 
A subl iminal  channel  is a secondary communica t ion  between 
two part ies  Alice and  Bob,  such t h a t  the  p r imary  communi-  
ca t ion is publicly known, bu t  the  secondary communica t ion  
is mean t  to  be  hidden. A covert  channel  differs in t h a t  
there  is communica t ion  between Alice and  Bob t h a t  exists 
outside of the  system design. A covert  channel  is allowed 
to exist if i ts  informat ion theoret ical  capaci ty is below an  
agreed-upon upper  bound.  This  does not ,  and  should not ,  
work for s teganography.  Once Eve knows t h a t  there  is hid- 
den communica t ion ,  the  subl iminal  channel  has been discov- 
ered. There  is no such th ing  as par t ia l ly  subl iminal ,  which 
is similar to  the  concept  of being a l i t t le b i t  pregnant .  The  
parad igm of covert  channels,  the  old paradigm,  is similar to  
t h a t  of cryptography,  also the  old paradigm.  Steganogra-  
phy  (subl iminal  channels)  mus t  have a new parad igm t h a t  
does not  include such dis t inct ions  as a l i t t le bi t  discovered 
(non-hidden)!  However, s teganographic  models do rely upon  
the  fact t h a t  one can be  a l i t t le b i t  c o n f u s e d - - t h r o u g h  the  
inde te rminacy  of wha t  is a legi t imate  cover. 

3.4 Comments  
All of the  above models are i m p o r t a n t  and  of interest .  They  
have thei r  various s t reng ths  and  weaknesses, depending  upon  
wha t  aspect  of s teganography one is a t t e m p t i n g  to model.  
At  present ,  t he  communi ty  has yet to  agree upon  one model  
or approach  as the  definitive one. We wish to discuss how a 
sys tem t rans i t ions  f rom successful s teganography to unsuc-  
cessful s teganography.  This  t rans i t ion  is very different f rom 
t h a t  of c ryptosys tems or of "safe" covert channels.  This  is 
the  first pa r t  of our new parad igm (noise being the  other) .  
Our  ideas are raw and  in need of ref inement.  We enjoyed 
the  workshop par t i c ipan ts '  feedback. 
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3.5 Lack of Steganographyw 
New Paradigm shift 1 

In our view, s teganographic  communicat ion  exists when  and  
only when  Eve is not  cognizant  of the  h idden message. Ac- 
ceptable  regions of indecision should only be allowed under  
the cloud of indeterminacy.  The  fact t ha t  one does not  have 
the  proper  tools to detect  the  s teganography should not  be  
pa r t  of a formal model. Once Eve has any evidence t h a t  
there  is h idden  information,  the  s teganography has  failed. 
This  is a discontinuity. This  is not  to  say t h a t  the  underly-  
ing process may  not,  in fact be continuous. As in [6], it might  
be some sort  of hypothesis  t ha t  is accepted t ha t  causes Eve 
to detect  the  h idden communicat ion.  However, it is not ,  as 
in the  wire- tap channel,  a case where some amount  of in- 
format ion is allowed to be leaked. This  may not  happen  in 
s teganography! The  first par t  of our new paradigm is: 

I n  s t e g a n o g r a p h y ,  t h e  d i s c o v e r y  o f  h i d d e n  i n f o r m a -  
t i o n  is  n o t  m o d e l e d  in  a c o n t i n u o u s  m a n n e r .  W e  
m u s t  r e a d d r e s s  o u r  o l d  p a r a d i g m s  for s e c u r e  s y s t e m s  
t o  d e a l  w i t h  d i s c o n t i n u i t i e s .  S t a n d a r d  i n f o r m a t i o n  
t h e o r e t i c a l  m o d e l s  d o  n o t  d e a l  w i t h  " j u m p s . "  

The  idea of a discontinuity arising from a (perhaps)  contin-  
uous process had  d is turbed  us for quite a while. I t  was when  
we s ta r ted  investigating the  much-mal igned field of ma the -  
mat ics  called "Catas t rophe  Theory" [23] t h a t  we s t a r t ed  to 
get a feel for how to approach modeling our new paradigm. 
A successful and  complete  model of s teganography should 
deal wi th  j u m p  discontinuities.  

Consider the  polynomial  y = (x - 3)2 + 6 = x 2 - 6x + (9 + 6). 
This  is a simple quadrat ic  whose graph is a pa rabo la  wi th  
the  m i n i m u m  value of 5 achieved when  x = 3. In figure 3, we 
show the  plots for three  values of 6 : 6  = - 1 ,  0, 2. Note t h a t  
the  quadra t ic  has  two roots when 6 --- - 1 ,  one root  when  
6 = 0, and  no real roots when (i ~- 2. This  phenomenon  is 
expressed in general in figure 4; here we plot the  n u m b e r  of 
real roots against  J. Note t ha t  even though  6 increases in a 
cont inuous manner ,  the  number  of real roots ( intersections 
wi th  the  x-axis) has  a discontinuity at  zero (non-removable 
singularity).  This  simple example shows t h a t  a cont inuous 
na tu ra l  event might  have some features acting in a discon- 
t inuous manner ,  and  any a t t emp t s  to model those features 
in a cont inuous manne r  are contrary  to the  will of nature-- -  
this  relates quite strongly to our new paradigm. We must  
call the  old ways of th inking  into quest ion and  look for new 
methods  wi th  which to model s teganographic systems 

3.5.1 Catastrophe Theory: 
Catas t rophe  theory was developed in the  1970's by the  great 
French ma thema t i c i an  Rene Thorn [23]. In some sense, 
ca tas t rophe  theory was the  unsuccessful precursor to  chaotic 
dynamical  systems. As the  name  implies, ca tas t rophe  the- 
ory models discontinuities in a system's  behavior,  e.g., when  
does a dog decide to bark, what  is the  difference between 
genius and  insanity, when does the  bubble  burs t  on In- 
t e rne t  stocks, etc.? In short ,  it shows how discontinuities 
can describe cer tain aspects of continuous na tura l  systems,  

which is a scenario quite like wha t  we have described with 
steganography.  In figure 5, we see the  plot  of the  paramet r ized  
surface 

?. 

(r, O) --+ (r  cos(0), r sin(8),  ~-~O), r e [0, 1], 0 e [0, 2~r] 

(Note: This  is similar to the  R iemann  surface of log(¢)) The  
ma thema t i c s  describing figure 5 are no t  impor tan t .  Rather ,  
t he  impor tance  lies in its in terpreta t ion.  Our  example is 
mot iva ted  by Arno l 'd ' s  example [4, p. 7-8] of the  "tech- 
nical prof iciency-enthusiasm-achievement"  scientist. Note 
t h a t  s t anda rd  i l lustrat ions of ca tas t rophe  theory  often use 
"folded" surfaces - -  for simplicity we jus t  s tay wi th  "cut" 
surfaces. Our  in te rpre ta t ion  of figure 5 is of the  skill of 
a ma themat ic i an .  The  upper  most  regions of the  surface 
represents  genius, the  middle normal, and  the  b o t t o m  pre- 
algebraist. Think  of 3-dimensional space R a wi th  coordi- 
na tes  (r, 0, z). The  coordinate  r is ability, 0 is effort, and  z 
is menta l  s ta te  (we do not  in tend for this  example to be an  
exact  representa t ion  of what  makes up  a ma thema t i c i an ' s  
ski l l - - i t  is for i l lustrat ive purposes only). W h e n  we project  
down to the  polar  plane, we arrive at  figure 6. In o ther  
words, when  we only have a par t ia l  view of the  m a t h e m a t i -  
c ian 's  skill, it seems t h a t  there  is a discontinuous j u m p  from 
pre-algebraist  to  genius, which is a view t h a t  many  have of 
mathemat ic ians .  This  is the  same behavior  when we looked 
at  the  roots in the  previous example. I t  is not  an exact  
match ,  bu t  the  ideas are very similar. W h a t  we see from 
this  example  is t h a t  depending upon  how one views a phys- 
ical system or phenomenon,  i t  may  appear  discontinuous. 

We are presently invest igat ing ca tas t rophe  theory  to see if it 
can be used as a model for s teganography.  One mus t  move 
carefully when  using ca tas t rophe  theory. Many th ink  of it 
as the  cold fusion of modern  mathemat ics .  However, the  un- 
derlying ma thema t i c s  axe sound, it is the  applicat ions t h a t  
mus t  be carefully examined.  It  is our opinion t h a t  the  new 
parad igm t h a t  s t a r t ed  wi th  ca tas t rophe  theory  laid the  foun- 
dat ions  for the  1980's rage in chaos and  fractals. Steganog- 
r aphy  mus t  use a new parad igm t h a t  includes discontinuous 
jumps .  Reliance upon  the  old paradigms of entropy mus t  be  
examined.  Now we will discuss the  second par t  of our new 
paradigm. 

4. NOISE IS BAD FOR STEGANOGRAPHY--  
PARADIGM SHIFT 2 

One can achieve perfect secrecy in c ryptography by using a 
one- t ime pad.  If Eve intercepts  the  encrypted  t ransmission,  
wha t  she gets is to ta l  noise (of course th is  is only t rue  if 
the  r a n d o m  n u m b e r  generator  behaves properly).  This  is 
the  best  t h a t  one could hope for wi th  respect  to cryptogra-  
phy. This  old parad igm must  be examined  when  it comes to 
s teganography.  We though t  t h a t  we could use (white) noise 
to  assist in steganography.  We found t h a t  we were wrong. 
This  was the  parad igm t h a t  we took from cryptography,  and  
the  parad igm t h a t  mus t  be  changed. In retrospect ,  we see 
t h a t  the  old parad igm is obviously wrong when it comes to 
s teganography.  However, we had  to learn our lesson. Note  
t h a t  we know of no exist ing models of s teganography t h a t  
advocate  "white noise." We br ing up the  issue to show how 
different s teganography is from cryptography.  Hopefully, 
expressing the  second par t  of our new paradigm will cause 
others  not  to erroneously th ink  the  same way t h a t  we un- 
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fortunately did (at first). In retrospect, it seems obvious. 
However, one can use noise, but  in a controlled manner. 
The  noise must imitate  what noise a legitimate coverimage 
would have. Thus, we get back to the idea of some sort of 
indeterminacy which is a linchpin of the existing stegano- 
graphic models. 

I n  s t e g a n o g r a p h y ~  t h e  use  o f  n o i s e  m a y  m a k e  t h i n g s  
worse~ n o t  b e t t e r .  O n e  c a n  u s e  t h e  i n h e r e n t  n o i s e  
in  a c o v e r m e s s a g e ,  b u t  a d d i n g  a d d i t i o n a l  n o i s e  m a y  
c a u s e  t h e  s t e g a n o g r a p h y  to  b e  d i s c o v e r e d .  

4.1 Kurak-McHugh--again? 
One can easily adjust the Kurak-McHugh method  to not 
let Eve know what  the embedded image is, even if Eve has 
determined that  there is an embedded image. Thus, we can 
achieve cryptographic security when the steganography has 
failed. Simply encrypt the embedded bits so that  the 2 LSB 
in the stegoimage appear as white noise. By white noise, we 
mean that  the 2 LSB are statistically equivalent to having 
each pixel's 2 LSB randomly and independently generated 
from a uniform draw of the (decimal) values 0,1,2,3. We use 
Blowfish [20] to do this as follows. 

The  2 MSB of each pixel of the embedded image are saved 
into an array which is encrypted using Blowfish in Cipher 
Block Chaining (CBC) mode. The encryption key is a 16 
byte MD5 hash of a passphrase. The encrypted array is 
then stored, two bits at a time, replacing the 2 LSB of each 
pixel in the coverimage, thus forming the stegoimage. The 
embedded hidden image is recovered by a reversal of this 
process. The 2 LSB of each pixel are saved to an array, 
which is decrypted using Blowfish CBC with the decryption 
key being equal to the encryption key. The decrypted array 
is then used, two bits at a time, to form the 2 MSB of each 
pixel in the recovered hidden image. 

Even though the above approach keeps the hidden image 
(ignoring the 6 LSB) cryptographically secure it does not 
keep the hidden image steganographically secure. This is ex- 
tremely important! Our experiments have shown tha t  there 
are "artifacts" residing in the 2 LSB. This is independent 
of what image type ( JPEG,  TIFF,  PNG, etc.) the original 
image was before we realized its bitmap. We discuss this 
below. Not all images that  we used had these artifacts, but  
most did. 

The  effect that  we demonstrate seems to hold, irrespective of 
the file type the image is. Figure 7 is the bi tmapped version 
of a T I F F  file. Figure 8 is the bi tmap when we move every 
byte (R byte, G byte, B byte for each pixel) from figure 7, 
six places to the left. This forces the 2 LSB from figure 7 
to become the 2 MSB, and all of the other bits making up 
the byte to become zero. One can easily see that  the bright 
spots from figure 7 leave very visible artifacts upon the lower 
bit  planes. Thus, to use cryptography to enforce stegano- 
graphic robustness would force the encryption to mimic the 
artifact pat tern both visually and at the more complex sta- 
tistical level. However, when we a t tempt  to embed the 2 
MSB of figure 9 into figure 7 by encrypting as above and 
resulting in figure 10, and then shift the bits left 6, we are 
left with figure 11, which is white noise. Thus, it is obvious 

that  something is "wrong" with figure 10. Therefore, using 
cryptography without mimicking the artifact pat tern of the 
coverimage lets Eve know that  there is am embedded image 
in the coverimage. We do not know how to force the encryp- 
tion to mimic the artifact pattern. This seems to be quite 
complex. Note, of course, that  after decrypting the 2 MSB 
as given in figure 10, we have the 2 MSB representation of 
figure 9 as shown in figure 12. 

4.2 Discussion m New Paradigm shift 2 
From the above we note that  adding totally random white 
noise is exactly the wrong thing to do with respect to steganog- 
raphy. In the example given above, Eve can easily, through 
trivial statistical tests, determine tha t  there is something 
"fishy" with respect to the 2 LSB. Most legit imate images 
would not have the 2 LSB appear as white noise. Therefore 
adding noise to increase security - -  the old paradigm from 
cryptography - -  fails miserably here. The  noise must  be 
added in a manner  consistent with the coverimage. This is 
not to say that  all present models and techniques of steganog- 
raphy ignore this thinking. Our goal, rather, is to emphasize 
the difference between the paradigms of cryptography with 
those of steganography. This is non-trivial and is part of 
our current research. 

5. CONCLUSION 
We have shown how two staples of cryptography: a contin- 
uous information theoretic-based foundation, and the use 
of noise, should not be staples for steganographic model- 
ing. Steganographic models must contain some way of deal- 
ing with (catastrophic) jumps from not knowing, to know- 
ing, that  there is hidden information. We have shown that  
this type behavior is possible in other continuous physi- 
ca l /mathemat ica l  systems. Therefore, we feel it is imper- 
ative to incorporate it into steganographic models. Adding 
noise during the steganographic embedding phase can cause 
the steganography to fail. The  transition from a covermes- 
sage to a stegomessage must be carefully done so that  Eve 
does not  know that  the covermessage has been tampered  
with. In cryptography, one need not hide the fact that  a 
message has been encrypted. However, in steganography 
one must  hide the fact that  a message has been embedded. 
Since the philosophies of the two are so different, so should 
the  guiding paradigms be different. 
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F igure  6: M a t h e m a t i c i a n ' s  skil l  w i t h  h i d d e n  variable  
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Figure 7: Coverimage Figure 9: Image to be embedded 

Figure 8: Coverlmage (shifted 6 bits to the left) Figure 10: Stegoimage 
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F i g u r e  11: W h i t e  noise 

F i g u r e  12: R e c o v e r e d  e x t r a c t e d  image 
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