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ABSTRACT 
In this paper we present a tool designed to intercept attacks 
at the host where they are launched so as to block them 
before they reach their targets. The tool works both for 
attacks targeted on the local host and on hosts connected 
to the network. In the current implementation it can detect  
and block more than  70 attacks as reported in the literature. 

The tool is bMed on the idea of improving the overall se- 
curity of the In temet  by connecting disarmed systems, i.e., 
hosts tha t  cannot launch attacks against other hosts. Such 
a strategy was presented in [4]. Here we present an extended 
version of the tool tha t  has been engineered to consider a 
wide variety of attacks and to run on various releases of the 
Linux kernel and the experience learned in building such a 
tool. A protection mechanism of the tool itself that  pre- 
vents its removed is also implemented. Experimental  results 
of the impact of the tool on system performance show tha t  
the overhead introduced by the tool is negligible from the 
user's perspective, thus it is not expected to be a hindrance 
to the successful deployment of the tool. 
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1. INTRODUCTION 
In [4] a new approach to computer  security, and system pro- 
tection in particular, was proposed based on the following 
remarks. In a networked environment, any host can sud- 
denly, possibly involuntarily, become an attacker, tha t  is, a 
threat  for the entire community (usually as a consequence of 
a compromise it was the victim of). This is particularly true 
of unattended hosts connected on the network, such as those 
of non-professional users. Intruders '  life would be more dif- 
ficult if they could not exploit such hosts to attack their 
targets. Furthermore, there are attacks, such as IP spoof- 
ing, tha t  can be more easily and more successfully blocked at 
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the source tbJm at their target, even if sophisticated heuris- 
tics are adopted. By defining an adequate characterization 
of such att~ks in terms of their signatures, as in signature 
based intntsion detection, it could be possible to detect and 
block them before they leave their origination point. 

Moving from the above observations, the  authors suggested 
an alternative approach to system security that  builds on 
"harmless components".  Reducing the  threat  of virtually 
any network host turning into a source of attack should be 
a parallel thread to the classical protection oriented one. 
Recent DDoS attacks have shown tha t  the mere size of an 
attack, i.e., the number of attacking hosts, is a critical fac- 
tor in computer security incidents, possibly even more than 
the Uquality" of the attack itself. In a network where no, or 
just  a few, hosts are a threat ,  global security results from in- 
dividual haxmles~ness. Preventing systems from doing arty 
harm, i.e., disarming the systems by turning off their of_ 
fending capabilities, is a way to improve security. Offending 
capabilities should be turned off both at host level, so as 
to prevent local exploitation of the host, i.e., compromising 
the host, and at network level, so as to prevent an offensive 
use of the host against other machines. Since it reverses the 
perspective of intrusion detection, the  authors'  approach is 
suggested to be called Uex-trusion" detection and response, 
as it aims at detecting and acting against outgoing attacks 
rather than incoming ones [13]. 

A tool that  intercepts all network packets and drops those 
tha t  it recognizes as typical of a set of attacks it "knows", 
as they ewe generated on the machine where the tool is 
installed, would limit the offensive capabilities of the net- 
worked computer  running such a tool. Attackers tha t  were 
to seize tha t  host and use it as a base for their attacks 
would be significantly limited. Furthermore, such an ap- 
proach would be interesting for organizations such as large 
universities or corporations tha t  would not like to see their  
reputation damaged by being the  source of an attack. Mov- 
in K from protection of one's reputat ion to  liability, from a 
legal point of viewj a tool tha t  disarms a computer  could 
protect the owner of tha t  computer  from liability in cnse the 
machine were subverted and attacks suceessfuliy launched 
from it 1. In fact, the system expected to be running such 

1Thiz could be particularly interesting in countries, such as 
Italy, where the law holds the owner of a computer  liable for 
whatever action is taken from tha t  computer,  regardless of it 
bein K compromised or not, unless the owner can show that  
MI " r e . e n a b l e  preventive measures" were taken to protect 
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a too l  is t h e  (pe r sona l )  c o m p u t e r  of  non-profess iona l  users ,  
w i t h  l i t t le  if  any m a i n t e n a n c e ,  especia l ly  for w h a t  concerns  
securi ty,  i n t e r e s t e d  in a t r emsp~ .~n t  so lu t ion  t h a t  allow t o  
connec t  a safe m ach ine  on  the  ne twork .  P o t e n t i a l  l imi t a t ions  
of  s o m e  s y s t e m  func t iona l i t i e s  de r iv ing  f rom the  a d o p t i o n  of  
t he  tool ,  i.e., the  impces ib i l i t y  to  r u n  some  ne twork  tes ts ,  
axe e x p e c t e d  to  have  a negl igible  i m p a c t  on t h e  average user  
w h o  is e i the r  no t  ab]e or n o t  a l lowed to  t ake  any  advan t age  
of  t h e m .  

A p r o t o t y p e  of  t h e  t oo l  t h a t  was  able t o  d e t e c t  a smal l  n u m -  
b e r  of  n e t w o r k  a t t acks ,  b a s e d  on a t t a ck  s igna tu res ,  was  im-  
p l e m e n t e d  t o  ver i fy t h e  viability'  of  the  p r o p o s e d  a p p r o a c h  
[3]. Since t h e  p r o t o t y p e  i m p l e m e n t a t i o n  was  successful ,  we 
desc r ibe  here  t h e  full scale  vers ion  of t h e  tool ,  wh ich  has  
b e e n  e x t e n d e d  to  inc lude  also local  a t t acks ,  n o t  cons ide red  
in [3]. A m o r e  ex tens ive  a n d  so]3hist icated knowledge  base  
of  s i gna tu re  a t t acks ,  i nc lud ing  local  ones,  is b u n d l e d  in  t h e  
tool  t h a t  is able  to  iden t i fy  m o r e  t h a n  70 a t tacks ,  b o t h  a t  
ne twork  level a n d  at  h o s t  level. A m e c h a n i s m  to  h a r d e n  t h e  
too l  p r o t e c t i o n  i t se l f  so  as to  s a l v e  i ts  removal  m o r e  difficult  
has  b e e n  added .  A p r e l i m i n a r y  ~et o f  expax imen ta l  resul ts  of  
t h e  i m p a c t  o f  t h e  too l  on  s y s t e m  p e r f o r m a n c e  s h o w  t h a t  t h e  
ove rhead  i n t r o d u c e d  by  t h e  tool  is negl igible  f rom t h e  use r ' s  
pe r spec t ive .  There fo re ,  t h e  issue of  p e r f o r m a n c e  is n o t  ex- 
p e c t e d  to  b e  a h i n d r a n c e  t o  t h e  successfu l  d e p l o y m e n t  of  
t h e  ~oul. O t h e r  fac tors  t h a t  m a y  h i n d e r  t h e  success  of t h e  
tool ,  such  as t h e  economic  one  b o t h  as for t h e  d e p l o y m e n t ,  
m a i n t e n a n c e  and  u p d a t e  of  such  a tool ,  or  t he  technica l  one,  
such  as t h e  imposs ib i l i ty  of us ing  mob i l e  IP  or t he  difficulty 
to  tel l  a h a r m f u l  b e h a v i o r  f rom a l eg i t ima te  one,  t h u s  t ak -  
ing pun i t i ve  m easu re s  aga ins t  poss ib ly  i n n o c e n t  users,  were  
i nves t i ga t ed  in [4]. 

T h e  cu r r en t  i m p l e m e n t a t i o n  of  the  tool ,  called AngeL,  is 
based  on  t h e  m o s t  r ecen t  vers ion  of  t h e  L inux  kernel  (hence  
t h e  cap i t a l  L in t he  n a m e ) .  I t  is i m p l e m e n t e d  as a loadab le  
kernel  m o d u l e  compr i s ing  two  d i s t i nc t  modules .  T h e  hos t  
b a s e d  m o d u l e  is t h e  new one  a n d  hand l e s  local  a t t acks ,  i.e., 
a t t acks  p e r f o r m e d  by  an auth0ri 'zed accoun t  aga ins t  t h e  hos t  
w h e r e  t h e  too l  has  b e e n  ins ta l ]ed  in o rde r  t o  gain h ighe r  
pr ivi leges.  T h e  n e t w o r k  b a s e d  m o d u l e  is a re f ined  vers ion of  
t h e  one p r e s e n t  in  t h e  p r o t o t y p e  a n d  h a n d l e s  a t t acks  a imed  
a t  o t h e r  hos t s  on  t h e  ne twork .  

Th i s  p a p e r  is o rgan ized  as fallcnvs. Sec t ion  2 d iscusses  re- 
l a t ed  work.  In  Sec t ion  3 we  des~,-ibe t h e  m o d u l e  hand l i n g  at-  
tacks  t exge t ed  on  t h e  local hos t  a n d  in  Sec t ion  4 t h e  m o d u l e  
h a n d l i n g  a t t acks  t a r g e t e d  on  networkJ~l hos t s .  Techn iques  
a d o p t e d  to  m a k e  t h e  tool  ' ~emper=res i s t an t "  are  d i scussed  
in  Sec t ion  5. P r e l i m i n a r y  e x p e ~ m e n t a l  resu l t s  on  t h e  use of  
th i s  m o d u l e  by  a smal l  c o m m u n i t y  of  use r  are  r e p o r t e d  in 
Sec t ion  6. T h e  are  ve ry  encou rag ing  a n d  ind ica te  t h a t  t he  
cu r r en t  s t ab l e  vers ion  of  such  too l  shou ld  b e  cons ide red  as 
a bas ic  c o m p o n e n t  in t h e  d e s i ~ ,  o f  secur i ty  a rch i t ec tu res .  

2. R E L A T E D  W O R K  
In  th i s  sec t ion  we c o m p a r e  t h e  p r o p o s e d  too l  w i t h  ex i s t ing  
so lu t ions  t h a t  exh ib i t  a c e r t a i n  degree  of  s imi la r i ty  a n d  dis-  
cuss t h e  differences.  A wea l t h  ,".f l i t e r a t u r e  exis ts  on  In t ru -  
s ion  D e t e c t i o n  a n d  p reven t ion ,  n o t h i n g  exis t s  on  "ex t rus ion"  

t h e  n~N=hine. 

de t ec t ion ,  excep t  for  [4] a n d  t h e  p r e s e n t  p a p e r .  However ,  
s imi la r  app roaches  as t h e  one  a d o p t e d  in t h e  h o s t  m o d u l e  
have  b e e n  i nves t i ga t ed  in  t h e  l i t e ra tu re .  In  [14], an in t ru -  
s ion p r e v e n t i o n / d e t e c t i o n  s y s t e m  b a s e d  on s y s t e m  call p a t -  
t e r n  emalysis is desc r ibed .  A spec i f i ca t ion  lembnmge b a s e d .  
on  regular  express ions  for  even ts  is de f ined  t h a t  allows to  
chexac ter ize  a progra~n b a s e d  on  t h e  n o r m a l / a b n o r m a l  se- 
quence  of s y s t e m  calls i t  makes ,  talcing in to  cons ide ra t i on  
also t h e i r  a r g u m e n t s .  A t  r u n  t ime ,  an  i n t e r c e p t i o n  mecha -  
n i s m  c a p t u r e s  each  s y s t e m  call a n d  efficiently m~tches  t h e  
cu r r en t  p a t t e r n  aga ins t  t he  one  def ined,  poss ib ly  teJcing ac- 
t ions  aga ins t  t h e  p rocess  if  necessary .  T h e  s y s t e m  p r e s e n t e d  
in  [14] is m o r e  genera l  t h a n  A n g e L  hos t  mo d u l e ,  w h e r e  only  
a cr i t ical  f rac t ion  of  s y s t e m  calls is cons ide red .  Like AngeL,  
i t  shows  t h a t  s y s t e m  p r o t e c t i o n  by  s y s t e m  call i n t e r c e p t i o n  
and analysis  is a v iab le  a n d  efficient way  to  enforce  s y s t e m  
securi ty,  as t h e  overall  o v e rh ead  on p ro ce s s  execu t ion  t i m e  is 
never  g rea te r  them 5~e. I t  could  b e  i n t e r e s t i n g  to  inves t iga te  
how well t h e  p a t t e r n  m a t c h i n g  a l g o r i t h m  p r o p o s e d  in  [14] 
could  p e r f o r m  on  t h e  s i gna tu re  analys is  in  A n g e L  n e t w o r k  
modu le .  

T h e  Gener ic  Sof tware  W r a p p e r s  is a n o t h e r  s y s t e m  b a s e d  on  
s y s t e m  call i n t e r c e p t i o n  [10] by  m e a n s  of  w r a p p e r s .  I t  in- 
d u d e s  a w r a p p e r  def in i t ion  l an g u ag e  t lu t t  allows to  define 
gener ic  w r a p p e r s  for  all poss ib le  s y s t e m  calls a n d  a w r a p p e r  
s u p p o r t  s u b s y s t e m  i m p l e m e n t e d  as a loactable kernel  m o d -  
ule, like A n g e L  w h i c h  is also p a s s w o r d  p r o t e c t e d .  Unl ike  
AngeL,  w h e r e  t h e  hos t  m o d u l e  is a c t i va t ed  u p o n  each  in- 
s t a n c e  of  t h e  se lec ted  s y s t e m  calls,  a w r a p p e r  is ac t iva ted  
w h e n  t h e  ac t iva t ion  c r i t e r i a  def ined  by  t h e  user  for  t h a t  
w r a p p e r  axe verified. A ] t h o n g h  th i s  rn~y gain  in t e r m s  of  ef- 
f iciency a n d  lower  ove rhead ,  i t  m a y  r ed u ce  t h e  effect iveness  
of  t h e  s y s t e m  i tse l f  i f  t h e  ac t i va t i on  c r i t e r i a  are  n o t  com-  
p rehens ive  e n o u g h  to  cons ide r  all r e l evan t  c ~ e s .  A n o t h e r  
key difference is t h a t  G S W  is m e a n t  for s y s t e m z  w i t h  a sen-  
sible aAmln i s t r a to r  w h o  w o u l d  be  in cha rge  of  ins ta l l ing  i t  
and  def in ing  t h e  w r a p p e r s  n eed ed .  A n g e l  is m e a n t  to be 
ins ta l led  a u t o m a t i c a l l y  as p a r t  o f  t h e  o p e r a t i n g  s y s t e m  w i t h  
m i n i m u m  if any knowledge  of  i ts  p r e s e n c e  by  the  user.  

A dif ferent  approar~h to  p r e v e n t  a t t a ck s  a i m e d  a t  i nc reas ing  
pr ivi leges  by  s e n d i n g  a p iece  of  code  t o  b e  e x e c u t e d  on  the  
v i c t i m  s y s t e m  is p r e s e n t e d  in [8]. T h e  source  code ,  he  i t  C 
or  shell  codej  is e x a m i n e d  a n d  t h e  p r e s en ce  of  typical  a t t a c k  
c o d e  fea tures  ere  ident i f ied .  A neu ra l  n e t w o r k  is t r a i n e d  to  
p e r f o r m  t h e  analys is  w i t h  fair ly  g o o d  resu l t s  in t e r m s  of  false 
alewm ra te .  I t  c an  t h e n  b e  app l i ed  t o  s c a n  all t h e  d o w n l o a d  
t raff ic  of  a s y s t e m  in o rde r  t o  d e t e c t  r e m o t e  a t t a c k  codes  
before  t h e y  are ins ta l l ed  or  e x e c u t e d  on  t h e  s y s t em.  

T h e  STAT m e t h o d o l o g y  [15] b a s e d  on  def in ing  a t t a c k  ece- 
n~rios t h a t  a b s t r a c t  f rom t h e  s y s t e m  specif ic  de ta i l s  of  a t t a ck  
s igna tu re s  cou ld  be  an  i n t e r e s t i n g  a l t e rna t i ve  t o  the  p la in  at-  
t.ack s igna tu re s  u sed  in AngeI , .  N o t e  t h a t  b o t h  STAT a n d  
A n g e l  follow t h e  mi s u s e  a p p r o a c h  to  i n t ru s ion  de~-ection, al- 
t h o u g h  t h e  h igh  level de sc r ip t i on  of  a t t a c k  sc~naxio6 in STAT 
allows to  r ep re sen t  on ly  t h o s e  s t e p  in an  i n t ru s ion  t h a t  a re  
cr i t ical  for  t h e  e~ec t iveness  of  t h e  a t t ack .  A n g e L  uses,  on 
t h e  cont ra ry ,  low level a t t a ck  s i gna tu re s  for eff iciency and  
s impl ic i ty  reasons .  However ,  a b s t r e ~ t i n g  away f r o m  specif ic  
de ta i l s  allows to  iden t i fy  va r i a t i ons  of  a t t a ck s  t h a t  m a y  o th -  
erwise go unno t i ced ,  t h u s  r ed u c i n g  t h e  i m p a c t  of  u p d a t i n g  
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t he  s igna ture  base  of t he  system. 

Due to i ts  behavior  , i.e., i t  is always invoked upon  cer ta in  
condit ions,  such as specific sys tem call execut ion and  net-  
work packet  t ransmiss ion,  A n g e l  is often compared  to  a ref- 
erence moni to r  [I, 12]. However, t he  s imilar i ty  is more  from 
a functioned poin t  of view, since AngeL canno t  be  proved 
to  work correct ly since i t  relies upon  heuristics,  i t  is no t  
small  since i t  is bund led  to  the  a t t ack  s ignature  set,  i t  is 
no t  complete  as the  s igna ture  set  needs regular  updates ,  i t  
is es t amper -p roo f  as poasible. Under  this  respect ,  A n g e l  
behavior  is closer to  t h a t  of a personal  firewa]l, a l though 
by  being a kernel pa tch ,  AngeL offers s t ronger  resis tance to 
t amper ing ,  t r e~spm~ncy  to  the  user  who  is no t  required to 
define any securi ty level or t u r n  on /o f f  any  securi ty feature  
explicitly, b u t  no pro tec t ion  e~g~inst incoming at tacks since 
AngeL's  e lm is to  prevent  outgoing att~-Im~ 

3. THI~ MODULE FOR HOST TARGETED 
ATTACKS 

Attacks  t a rge ted  on t he  locel hos t  are performed by autho-  
rized interned users in order  to  augmen t  the i r  privileges on 
t he  system where they  have an  account,  or by external  users 
t h a t  have gained access to a local account  by  guessing the  
password or b reak ing  the  au then t i ca t ion  procedure  in order  
to  gain root  privileges. As repor ted  by t he  CSI-FBI  repor t  
[7], th is  is the  mos t  popu la r  type  of a t t ack  used to compro- 
raise compute r  sys tems and  more  t h a n  50~  of the  compute r  
securi ty a t tacks  in Lhe USA were performed by internals.  

In  order  to  build the  new modude to  hand le  local at tacks,  
which was no t  present  in  t he  original  proto type ,  we arm- 
]yzed d/fferent kinds of hos t  based  a t tacks  (see Append ix  1) 
and  concluded t l ~ t  t hey  can be  classified in to  two different 
species: a t tacks  fdmed a t  gaining higher  privileges, in  the  
large ma jo r i ty  based on  t h e  buffer overflow technique,  a n d  
a t tacks  whose scope is to  consume a resource of t he  local 
host ,  i.e., the  X-server  or  n ~ i n  memory,  so as to  achieve a 
denial  of service. At tacks  such as those ahned  at  hav ing  a 
procees misbehave  by  pass ing i t  b ad  d a t a  aze not  cousid- 
ered as semant ic  anelysis of process exguments  is beyond 
t he  scope of this  paper .  We now i l lus t ra te  each of the  two 
species in  details. 

3.1 Higher Privilege Attacks 
The  must  common  a t t ack  used to  gain h igher  privileges on a 
sys tem is the  buffer overflow. Therefore,  we examine it  here 
as the  first case we implemented  in the  hos t  t a rge t ed  a t t ack  
module  in AngeL. Fur thermore ,  in t he  cur ren t  release, we 
only consider t he  buffer overflow at tacks  where a program 
receives on  the  c o m m a n d  line, as t h e  a rgument  of an  option, 
a s t r ing  contedning the  b ina ry  code of a p rogram execut ing 
the  e x e c v e ( " / b i n / e h " )  s / s t e m  call, or  equivalent ones, in- 
s tead  of a regular  i npu t  pa ramete r .  We will refer to such a 
code as shell code in t he  res t  of t he  paper .  Some examples 
of shell codes we have considered are given below. 

O the r  types of buffer overflows where t he  shell code is in- 
jec ted  as i n p u t  da t a  at  run - t ime  are no t  considered in the  
cur ren t  release of the  tool  and  will be  included in the  future  
ones. Because the  vast  major i ty  of ]oced buffer overflows 
use the  o ther  type  of buffer overflow i l lus t ra ted  before, we 

• e e t r e g i d  and Kene r l c  s h e l l  code 
* f o r  slirp[vl.0.10(ILELEL~E)] 
• /  

\ x e b \ x 2 9 \ x S e \ x 3 1 \ x c 0 \ x b 0 k x 2 s \ x 3 1 \ x d b \ x b 3 \ x 0 c \ x c d \ x S 0  
~xBg~76~zOB\][31~cO\xSB\x46\nOT\zB9\z46\xOc\zbO\xOb 
\z89\xf3~zSd\x4o\xOB\xSd\xE6~zOc\xed\z80\x31\zdb\z89 
kxdB%x40kxcdkxS0kxeBkxd~ \x f f \ x f f \ x f f \ vg f \xG2 \xG9 \x6e  
\x2f\x73\x68 

/ •  

• spavne  a s h e l l  f rom a program execu~ iug  c h r o o ~ ( )  
* /  

%xeb%z4/%x31%xcO%z31\xcg~xSe\x88\x45\xOT\xbO\z27\xSd 
\xSe\zOS\x~e\xcS\zbl~ced\xcdkxgO\x31\xcO\xOd\xSe\z05 
\xbO~z3d~tcd~zSO~z31\xcO\xbb\zd2\xdl\xdO\x.ff\]r.f7\xdb 
\x31\xcg\zbl\zlO\xS6~zOl\xee\xS9\zle\xS3\xc6\xO3\zeO 
\ x f g \ x S e i z b 0 k x 3 d k x S d \ x S e \ x 1 0 \ z c d \ x S 0 \ x S l \ x c 0 \ x 8 9 \ x 7 6  
\ z 0 8 \ x 8 9 \ x 4 6 \ x 0 c \ x b 0 ~ t 0 b ~ x 8 9 \ z f a \ z S d \ x 4 e \ z 0 8 \ z 8 d \ x E 6  
\ z 0 c \ x c d ~ 0 t S 0 ~ x e S \ x a c \ x f f \ x f f \ ~ f f / b J a z / e h  

• A l e p h o n e ' s  s h e l l  cede f o r  s y s ~ s m ( " / b i n / s h " ) ;  
* /  

~zeb~zlf\zEe\x89\x76\xOB\x31\xcO\x88\z46\xO7\x89 
\x46\zOc\zbO~xOb\x89\xf3~zSd\x4e\zOB\xSd\xE6\zOc 
~ted~zSO~z31~zdb~t89~zdS\x40\xcd\xSO\xeS\xdc\xff 
\ x f f \ x f f / b i n / e h  

/ •  

* This shellcode ez'plot~s cz~ermS.l-pl l .  
• I t  verks on RHS.2-1tH6.O, Slackwaze 3.6. 
• S h e l l c o d e  i s  i n j e c t e d  v i a  t h e  DISPLAY v L r t a b l e  
* /  

k = e b \ x l f \ x 6 e \ x S 9 k x 7 6 1 x 0 8 \ x 3 1 \ x c 0 \ x S B \ x 4 6 \ x 0 7 \ x 8 9  
\ x 4 6 % x 0 c \ x b 0 1 x 0 b \ x O 9 \ x f a k x S d \ x 4 e \ x 0 8 \ x S d \ x 5 6 \ x 0 c  
k x c d k x S 0 \ x 3 1 \ x d b k x 8 9 \ x d a \ x 4 0 \ x c d \ x S 0 \ x e S \ x d c \ x f f  
\ x f f \ x f f / b i n / e h  

F i g u r e  1: E x a m p l e s  o f  s h e l l  c o d e s .  
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s t a r t e d  w i t h  t h e  m o s t  p o p u l a r  t y p e  a n d  dec ided  t o  leave t h e  
less p o p u l e r  one  for f u tu r e  reles~.es of  AngeL.  

T h e  t e c h n i q u e  wdopted  by  Ange:[~ to  h a n d l e  buffer  overflow 
a t t acks  is b a s e d  on  a w r a p p e r  re;: t h e  e x e c v e O  s y s t e m  call, 
s ince  buffer  overflows eu-e b a s e d  on  t h e  execu t ion  of  such  a 
s y s t e m  call. Thus ,  in emy s y s t e n t  w h e r e  Ange l  has  b e e n  in- 
s ta l led ,  a call  t o  e x e c v e O  is i n t e r c e p t e d  by  the  too l  ~nd i ts  
p a r a m e t e r s  carefu l ly  a n a l y z e d  in  o rde r  t o  ver i fy  i f  mal ic ious  
code  is h i d d e n  in  t h e m .  A n g e L  fLrst e x a m i n e s  t h e  execu t ion  
e n v i r o n m e n t  o f  t h e  n e w  process  t h a t  shou ld  execu te  a f te r  
c o m p l e t i n g  t h e  e x e e v e ( )  s y s t e m  call is ana lyzed .  T h e  val- 
ues of  e n v i r o n m e n t  var iab les  2 such  as $ H O M E  or S T E R M ,  
are  checked  to  see if  t h e y  con ta in  an  execu t ab l e  shel l  code  or  
a susp ic ious  cha rac te r ,  e.g.,  " / " .  Such  a s t e p  is i m p l e m e n t e d  
as an e x h a u s t i v e  sea rch  over  all t h e  e n v i r o n m e n t  var iab les  
for t h e  s e t  o f  shell  codes  collec:ted in  t h e  too l  knowledge  
base.  I f  th i s  check yie lds  a nega t i ve  resul t ,  i.e., n o n e  of  t h e  
e n v i r o n m e n t  var iab les  h ides  a ~ r  of  t h e  shel l  codes  k n o w n  
to  t h e  tool ,  A n g e L  s t a r t s  t h e  e~nalysis o f  t h e  p r o p e r t i e s  of  
t h e  p r o g r a m  w h o s e  e x e c u t i o n  is invoked  v i a  e x e c v e O .  T h e  
m a i n  p r o p e r t i e s  of  such  a p r o g r a m  are g a t h e r e d  by  ca l l ing  
t h e  e z a t O  s y s t e m  call ,  w h i c h  p rov ides  t h e  i n f o r m a t i o n  re- 
ga rd ing  the  pr iv i leges  of  t h e  n e w  process ,  i.e., w h e t h e r  i t  wiU 
be  s e tu id  or  s e tg id  t o  roo t .  I f  tibia is t h e  case,  our  analys is  
con t inues  by checking  the  p a r a ~ t e t e r s  t h a t  will  be  p a s s ed  to  
t h e  p r o g r m n  to  see w h e t h e r  t h e r e  is s o m e  k n o w n  shel l  code.  
If  t h i s  check  t o o  y ie lds  a n e g a t i ~  resul t ,  t h e  n e w  process  is 
f inal ly s p a w n e d ,  o t h e r w i s e  t h e  e x e c u t i n g  p r o g r a m  is t e r m i -  
n a t e d  a n d  a m e s s a g e  logged  for t he  super tmer .  N o t e  t h a t  in 
th i s  case,  a d ra s t i c  ac t ion  is teJ~en, wh ich  m a y  dmn~ge  t h e  
i n n o c e n t  use r  w h o s e  p roces s  is b e i n g  exp lo i t ed .  Less  d r a s t i c  
ac t ions  cou ld  be  ta l ten,  such  as p r e v e n t i n g  t h e  execu t ion  of  
t h e  of fending  code  whi le  l e t t i ng  t h e  or ig inal  progreml p ro-  
ceed.  ]q~finement  such  as th is  will be  t a k e n  in to  cons ide ra -  
t i o n  [or fu tu re  re leases  o f  AnE~L. T h e  s a m e  appl ies  in case  
of  hos t i l e  packe t s  b e i n g  i n t e r c e p t e d  by t h e  n e t w o r k  mo d u l e .  

T h e  e x e c v e  0 w r a p p e r  e x e c u t i o n  is fa i r ly  ove rhead  p rone ,  as 
i t  will  appeax  in  Sec t ion  6, b e c a u s e  t h e  sea rch  for shel l  codes  
is l e n g t h y  a n d  c o m p u t a t i o n e d l y  heavy.  S o m e  i m p r o v e m e n t s  
are  poss ib le  by  i m p l e m e n t i n g  o p t i m i z e d  s t r i n g  m a t c h i n g  al- 
go r i t hms ,  w h i c h  is p a r t  o f  f u tu r e  releases .  

3 ~  Loca l  DoS 
I f  t h e  mal ic ious  u se r  is unab l e  to p e r f o r m  a n  a t t a c k  a i m e d  
at  ga in ing  h ighe r  pr ivi leges ,  or  h e / s h e  is s imp ly  n o t  in te r -  
e s t e d  in  ga in ing  con t ro l  o f  t h e  h o s t  a n d  a nu i s ance  ac t ion  is 
sufficient ,  a s im p le  way  to  d a m a g e  t h e  s y s t e m  is t o  r educe  
i t s  amsilability t o  t h e  p o i n t  of  mal t ing  i t  use less  or  e x t r e m e l y  
slow, b y  c o n s u m i n g  one  or  m o r e  o f  i ts  resources .  T h e  eas ier  
t e c h n i q u e  t o  achieve s u c h  a goal is to l a u n c h  a local  DoS 
a t t ack .  T h e  m o s t  p o p u l a r  a t t e b ~  of  th i s  t y p e  ewe t h e  fork  
b o m b i n g ,  ~ imed a t  e x h a u s t i n g  the  r e sou rce  n u m b e r  of  p ro-  
cesses in  t h e  s y s t e m ,  a n d  t h e  irudloc b o m b i n g ,  aixned at  
c o n s u m i n g  t h e  d y n a m i c  memoL'y a rea  (e.g., t h e  h e a p )  of  a 
proc_~ss__. In  o r d e r  t o  b lock  t h e s e  a t t acks ,  we  a d o p t e d  t h e  
fol lowing s t r a t egy .  T h e  f o r k ( ) ,  v £ e r k ( ) ,  c l o n e ( )  s y s t e m  
e~llR for t h e  fork  b o m b i n g  a t t e ~  a n d  t h e  b r k O  s y s t e m  call 
for t h e  m a l loc  b o m b i n g  a t t a c k  are  p r o t e c t e d  by  w r a p p e r s .  

2The  uae of  e n v i r o n m e n t  var iables  t o  inse r t  t h e  shel l  code  in 
t h e  v u l n e r a b l e  p r o g r a m  haa a p p e a r e d  in s o m e  cases  of  b ~  
overf low exploi ts .  

W h e n  axty of  t h e  m e n t i o n e d  s y s t e m  calls  is execu ted ,  t h e  cor-  
r e s p o n d i n g  w r a p p e r  is e x e c u t e d  instea£1, w h i c h  verifies t he  
cu r r en t  use of  t h e  resource  by t h e  cal l ing p rocess  t o g e t h e r  
w i t h  t h e  r a t e  of  use in t h e  laat  t i m e  in terval .  I f  one  of  t h e s e  
p a r a m e t e r s  is g rea t e r  them a t h r e s h o l d  value  t h e  p o t e n t i a l l y  
h o g g i n g  process  is t e r m i n a t e d .  T h e  cr i t ica l  fac tor  in  th is  
s t r a t e g y  is obvious ly  t h e  iden t i f i ca t ion  of  t h e  co r r ec t  t h r e s h -  
old values  a n d  t i m e  in terval ,  T h e  t i m e  in te rva l  is se t  t o  one 
second ,  wh ich  s t r ikes  a good  b a l a n c e  b e t w e e n  too  s h o r t  an  
in terval ,  w h i c h  would  n o t  al low t o  obse rve  a t r e n d ,  a n d  a 
t o o  long  one,  w h i c h  w o u l d  on  t h e  c o n t r a r y  e m p h a s i z e  even  
smal l  d i f ferences .  

Af t e r  an ex t ens ive  t u n i n g  phase ,  we  have  de f ined  a s e t  o f  
t h r e s h o l d  values,  w h i c h  are  t h e  de fau l t  values .  Fo r  th i s  rea-  
son,  t h e  de fau l t  values  i m p l e m e n t  a f~irly r e s t r i c t e d  env i ron-  
mont .  In  o r d e r  t o  m a k e  t h e  too l  as t r a n s p a r e n t  aa pces ib le  t o  
non -p ro fe s s iona l  users  or  users  w i t h  l i m i t ed  s y s t e m  admin -  
i s t r a t i o n  knowledge ,  t h e  t h r e s h o l d  values  of  t h e  p a r a m e t e r s  
coronet be  modi f ied .  However ,  sinCe t h e  too l  cou ld  also b e  
ins ta l l ed  on  s y s t e m s  w i t h  e x p e r i e n c e d  a d m i n i s t r a t o r s  w h o  
cou ld  b e  wi l l ing  to  t u n e  t h e  p a r a m e t e r s  t o  t h e i r  configura~ 
t ions ,  t h e y  can  stil l  ch an g e  t h e  p a r a m e t e r s  b y  m o d i f y i n g  t h e  
too l  source  code.  

T h e  s y s t e m  a d m i t s  a t  m o s t  100 p roces se s  in e x e c u t i o n  p e r  
use r  v ia  t h e  compi l e r  d i r ec t ive  

#def:Lne MAX..PORKS..PER_USER 100 

w i t h  a m a x i m u m  fork ing  r a t e  of  50 p rocesses  p e r  s e c o n d  via  
t h e  compi le r  d i rec t ive  

#define HAX_FOR~S_PEEJECOND E0. 

As for  t h e  m e m o r y  a l loca t ion ,  t h e  s y s t e m  accep t s  up  to  
500.000 ma l loc  r eq u es t s  p e r  s e c o n d  v ia  t h e  compi l e r  direc-  
t ive  

• defJ.ne MAX_BRK_PEK_JIFFIE E000 

w h e r e  J I F F I E  is one  h u n d r e d t h  s e c o n d  for  a t o t a l  m a x i m u m  
m e m o r y  a l loca t ion  of  20MB,  v ia  t h e  d i r ec t ive  

# d e f i n e  HkXlaHX_DINENSION 20000000. 

As a spec ia l  c~se of  l o c ~  DoS,  we  i l l u s t r a t e  t h e  local  X s e r v e r  
a t t ack .  In  th i s  case,  t h e  X s e rv e r  is fo rced  to  b e h a v e  as a C P U  
h o g  w h e n  it receives  a co n t ro l  p ack e t  t h a t  specif ies  a nega t ive  
value for  t h e  X C - Q U E R Y - S E C U R T I ~ - I  p a r a m e t e r  a t  a 20 
by te  offset  f r o m  t h e  i n t e r e s t e d  field. T h e  X se rve r  t e~es  such  
a va lue  and  s t a r t s  d e c r e m e n t i n g  i t  un t i l  i t  r eaches  0, w i t h o u t  
checking  t h e  in i t ia l  value.  T h u s ,  by  s e t t i n g  X C - Q U E R Y -  
S E C U R I T Y - 1  to  a n e g a t i v e  value,  e.g.,  -1, t h e  who le  r ange  
of  f i rs t  t h e  n eg a t i v e  a n d  t h e n  t h e  pos i t ive  64 b i t  in tegers  is 
s p - - n ~ l  be fo re  t h e  wariable reaches  0. B e c a u s e  t h e  va r iab le  
is a long, i.e., a d o u b l e  w o r d  in teger ,  t h e  o p e r a t i o n  takes  
s o m e  t i m e  (in t h e  o r d e r  of  m i n u t e s )  d u r i n g  w h i c h  the  s y s t e m  
does  n o t  r e s p o n d  t o  any  s ignal  w h a t s o e v e r .  
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4 .  T H E  M O D U L E  F O R  N E T W O R K  T A R -  

G E T E D  A T T A C K S  
This  modu le  is developed to be  in tegra ted  wi th  the  personal  
firewall capabi l i ty  of Linux, i.e., the  n e t f J . l t e =  tool. W i t h  
netfi l ter ,  a user  can customize act ions t h a t  some filters will 
apply  to  the  packets of vRrious protocols.  Different "hooks," 
i.e., points  where the  filters can  he  inser ted  in t he  netf i l ter  
skeleton, axe defined [or each network protocols,  for which 
a user can  specify a set  of rules he wants  t he  protocol  to  
apply to the  packet.  AngeL modules  are connec ted  to the  
NF . IP_LOCAL_OUT hook, i.e., t he  hook  t h a t  netf i l ter  pro- 
r ides  to  hand le  outgoing IP  packets,  j u s t  before they  are 
passed to t he  da t a  l ink layer protocols.  

In the  deve lopment  of our  module,  we divided the  a t tacks  
t a rge ted  on net-work services in two broad  categories: at-  
tacks t h a t  exploi t  ne twork  and  t r a n s p o r t  layer protocols 
vulnerabi l i t ies  (such as SynFlood  for T C P  or S M U I t F  for 
I C M P  [5, 11]), end  those  t h a t  exploit  appl ica t ion layer pro- 
tocols vuluerabil i t ies,  such as t he  P H F  a t t ack  on HTTP.  

4 . 1  N e t w o r k  a n d  t r A n , p o r t  l a y e r  a t t a c k s  
The  network and  t r a n s p o r t  layer module  handles  the  UDP,  
TCP,  ICMP,  and  IF  protocols.  From our  perspective,  the 
a t tacks  to  such protocols axe character ized by t he  need  to 
r emember  previous behav ior  in order  to  de tec t  a malicious 
in tent ,  or by t he  s imple packet  inspect ion  in order to  detec t  
the  malicious int~at .  T h e  former  ca~e is the  mos t  demaud-  
ing for the  module  f rom a per formance  po in t  of view as i t  
requires to  main ta in ,  and  exami~le, pl'~tJons s ta tes  of the  
protocols and  the  packets.  

At tacks  such as IF  spoofing, SMUItF ,  LAND [6] axe ex- 
amples of a t tacks  t h a t  can  be  recognized by  s imple packet  
header  inspection.  As a n  example,  in order  to detec t  a 
packet  wi th  a spoofed source address  tha~- is abou t  to  leave 
t he  hos t  it is sufficient to  compare  the  packet  IF source ad- 
dress wi th  all t he  IP  addresses of the  network interfaces of 
the  host .  Similax s t ra tegies  can  be  adopted  for o ther  a t tacks  
of this kind. 

Attac2~s such as SynFlood  a n d  XsHoK are examples of at-  
tacks t h a t  require  t h a t  t he  module  m a i n t a i n  variables de- 
scr ib ing the  h is tory  of t he  behav io r  o[ the  host  wi th  respect  
to  some cri t ical  parameters .  As an  example,  in order  to pre- 
ven t  a hos t  to  flood a remote  Xserver  wi th  false requests ,  a 
t ab le  addressed by t he  des t ina t ion  IF  address  = and  the  user 
id, uid, is main ta ined .  Each  t ab le  en t ry  contains  t he  n u m b e r  
of connect ions  es tabl ished by  t h a t  u ld  to  the  Xserver  of sys- 
tern z. I f  such a value exceeds a given th resho ld  value, uid 
is disabled from opening fu r the r  connect ions  to  the  ) [server  
on z. 

4 . 2  A p p l i c a t i o n  l a y e r  a t t a c k s  
The  cur ren t  release of AngeL considers t he  following appli-  
ca t ion  layer protocols:  H T T P ,  FTP ,  Sendmai l  and  Telnet .  
The  a t tacks  considered for the  Telnet  and  F T P  protocols 
are remote  buffer overflows of some implementa t ions  of t he  
servers for these  services. These  a t tacks  are de tec ted  and  
blocked by inspec t ing  t he  packet  payload in outgoing pack- 
s ts  to  por ts  21 and  23, respectively, looking for shell codes 
such as those  descr ibed in Section 3.1. 

W i t h  respect  to  the  H T T P  protocol ,  we s t a r t ed  by  consid- 
ering a t tacks  t h a t  axe per formed by forcing t he  server  to 
execute  various commands .  These  a t tacks  too are de tec ted  
by  payload inspection.  T h e y  are charac ter ized  by  t he  fact 
t h a t  they  hide c o m m a n d  execut ion requests  in  " G E T "  or 
" P O S T "  requests.  T h e  A n g e l  modu le  looks for c o m m a n d  
execut ion requests  in  the  packets  leaving t he  hos t  for por t  
80. Based on  th is  s trategy,  the  modu le  blocks the  following 
at tacks:  PI-I'F hacking,  IIS a rb i t r a ry  c o m m a n d  execution, 
Infaseaxch a rb i t r a ry  c o m m a n d  execution,  A l ibaba  a rb i t ra ry  
c o m m a n d  execution,  Aml i te  VuLnerability and  BizDB vul- 
nerability. 

$ .  O N  T H E  D I F F I C U L T Y  O F  R E M O V I N G  

A N G E L  
T h e  cons t ruc t ion  of tools such as AngeL always raises con- 
t roversial  issues regard ing  the  possibi l i ty  to  easily bypass 
t h e m  and  the i r  update .  In par t icular ,  

software modules  in tended  to  p ro tec t  a sys tem can be  
removed or bypassed  in various ways by  in t ruders  who 
have  gained control  of t he  system,  e.g., by mean  of a 
root  compromise,  thus  making  such a p ro tec t ion  in- 
effective; AngeL,  be ing  a software module,  is not  im- 
mune  to this  drawback;  

u p d a t i n g  the  s ignature  d a t a b a s e  used by  all types of 
filter modules  to  de tec t  a t t acks  is par t icular ly  difficult 
and  critical,  especially i f  t he  da t abase  is bund led  in the  
code, and  periodical  u p d a t e  is necessary to ma in ta in  
t he  effectiveness of the  filter; AngeL 's  a t ta£k  s ignature  
da t abase  is bund led  in the  code. 

A l though  these  issues may  seem different, t hey  axe related, 
as we will explain in  w h a t  follows. One  of the  implemen-  
t a t i on  choices we faced dur ing  t h e  deve lopment  of AngeL, 
was between s ta t i c  kernel  module  and  loadable  kernel mod-  
ule. In t he  first ease, t he  module  is loaded toge ther  wi th  
the  kernel a t  b o o t  t ime  as opposed to  the  second case where 
the  module  is loaded af ter  t h e  b o o t  phase  completes  as pa r t  
of the  execut ing kernel. In  the  former  case, an  in t ruder  
who gains superuser  privileges on  a machine  execut ing An-  
g e l  can  remove it  only by  downloading on the  machine  a 
copy of the  kernel  w i thou t  AngeL and  reboo t ing  the  ma-  
chine w i th  t he  new kernel. This  so lu t ion  provides a good 
secur i ty  level, as good as i t  is possible  wi th  software mod- 
ules, assuming  t h a t  a r eboo t  opera t ion  would no t  go unno-  
ticed. However, u p d a t i n g  the  s igna tu re  da t abase  becomes 
a very serious problem because any  da t abase  u p d a t e  would 
require the  re-compi la t ion  of the  kernel, a crit ical and  t ime  
cons,,m~,~g operat ion.  

On  t he  o the r  hand ,  by implemen t ing  AngeL as a loadable 
module ,  we simplify t he  u p d a t e  p rob lem significantly. In  or- 
der  to  u p d a t e  the  s igna tu re  d a t a b a s e  we only need to com- 
pile the  new version,  remove the  older one us ing t he  r==od 
sys tem ut i l i ty  and  replace i t  w i th  t he  new module  us ing t he  
l n m o d  sys tem utility. Unfor tunate ly ,  w i th  th is  solution,  i t  
would be  very easy for an  in t rude r  to remove t he  module  
f rom the  kernel. 
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T h e  op t im a ]  so lu t ion  would b e  I;he one  t h a t  gives t h e  s a m e  
secur i ty  level of  a s t a t i c  kerne l  r£Lodule w i t h  t h e  f lexibi l i ty  of  
a l oadab l e  kernel  m o d u l e .  Us ing  s o m e  fea tu res  of  Linux,  we  
were. ab le  t o  i m p l e m e n t  t h e  o p t i m a l  so lu t ion .  

A n g e L  is conf igured  as a loada.ble kerne l  modu le .  In  t h e  
load ing  p h a s e  a pmmword  is e~'~ociated w i t h  it ,  i.e., i t  is 
loaded  w i t h  t h e  i n s t r u c t i o n  

2nemod a n g e l  p a a e v o r d  =, ****.  

T h e  p a s s w o r d  is e n c r y p t e d  using: M D 5  a n d  s t o r e d  in a ke rne l  
area.  A n  A n g e l  dev ice  ( / d e e / a l g o l )  is ~ o  c r ea t ed ,  on  
w h i c h  n o  r e a d  o p e r a t i o n  is def ined ,  only  wr i t e  o p e r a t i o n  
is poss ib le .  In  o rde r  t o  r emove  t h e  m o d u l e ,  t h e  m o d u l e  
p a s s w o r d  m u s t  b e  w r i t t e n  on  t h e  A n g e L  d e v i c e / d e v / a n g e Z .  
T h e  w r i t e  o p e r a t i o n  o n  such  a dev ice  verifies if  t h e  n e w l y  
w r i t t e n  p a s s w o r d  is eClUal to  tEte or ig inal  one ,  w h o s e  MD5 
is m a i n t a i n e d  in  kerne l  memory .  I f  th i s  is t h e  c~se, a f ~ g  is 
s e t  t h a t  enab les  t h e  m o d u l e  removal ,  o t h e r w i s e  t h e  only  way  
to  r e m o v e  t h e  m o d u l e  w o u l d  b e  to  d o w n l o a d  on  t h e  d isk  a 
n e w  b o o t  file, a n d  r e b o o t  t h e  s y s t e m  as if  t h e  m o d u l e  were  
a s t a t i c  kerne l  m o d u l e .  

A l t h o u g h  a s y s t e m  r e b o o t  is ma o p e r a t i o n  wh ich  does  n o t  
usua l ly  go Imno t i ced ,  i t  is dilfiC'Jhlt for a "average"  end-use r ,  
i.e., a use r  w i t h  l i t t l e  s y s t e m  a tdmin is t ra t ion  skills, t o  no-  
t ice  t h e  d i f ference  b e t w e e n  t h e  mal ic ious  b o o t  a n d  t h e  usua l  
b o o t .  F u r t h e r m o r e ,  in o r d e r  t o  m a k e  t h e  o p e r a t i o n  less no-  
t i ceab le ,  t h e  i n t r u d e r  m a y  w a i t  for  a " n a t u r a l "  b o o t  t o  occur ,  
i .e.,  wai t  for t h e  s y s t e m  to  r e b o o t  because  of  s o m e  unrecov-  
e rab le  p r o b l e m s  r a t h e r  t h a n  fo:rce a r eboo t .  I t  d e p e n d s  on  
t h e  t y p e  of  s y s t e m  h o w  o f t en  such  an  e v e n t  is for t h e  in- 
t r u d e r  t o  b e  wi l l ing  to  w a i t  or  not .  Unfo r t -na t e ly~  whi le  we  
c a n  work  o n  i m p r o v i n g  t h e  prc, t e c t i on  m e a s u r e s  t o  p r ev en t  
ou r  m o d u l e  f r o m  b e i n g  remove~i f r o m  t h e  system~ t h e r e  is 
no t  m u c h  t h a t  c~n be  d o n e  to  p r e v e n t  t h e  s y s t e m  f r o m  b e i n g  
re insted]ed comple te ly .  T h e  on ly  v iab le  so lu t ion  in  t h i s  case  
wou ld  b e  a h a r d w a r e  i m p l e m e n t a t i o n  of  t h e  m o d u l e .  T h i s  
is t h e  only  way  a d i s axmed  s y s l ~ m  cou ld  n o t  b e  r e a r m e d .  

6. E X P E R I M E N T A L  E V A L U A T I O N  
In  t h i s  sec t ion  we  desc r ibe  t h e  r e su l t s  o f  a s e t  of  e x p e r i m e n t s  
a i m e d  a t  i nves t i ga t i ng  t h e  i m p a c t  o f  A n g e l  on  s y s t e m  pe r -  
fo rma~ce .  T h e  h a r d w a r e  p l a t f o r m  used  for t h e  e x p e r i m e n -  
t a l  eva lua t ion  is a P C  w i t h  a 133 M H z  P e n t i u m  and  64 M B  
R,klV[ r u n n i n g  L inux  S lackware  7.0, 2.4.2 kernel .  W e  pe r -  
f o r m e d  two se t s  of  t e s t s ,  one  for  each  m o d u l e  of  t h e  tool .  I n  
o r d e r  t o  m e a s u r e  t h e  o v e r h e a d  of  t h e  local  a t t a c k s  mo d u l e ,  
we r a n  s o m e  kerne l  progrLrns  t h a t  on ly  execu t e  t h e  w r a p p e d  
systenx calls. Tab le  i shows  t h e  average  n u m b e r  of  fork()  stud 
execve  0 s y s t e m  calls p e r  s e c o n d  t h a t  can  be  i s sued  in  t h e  
absence  of  t h e  m o d u l e  (right~gtost cohm3n),  w i t h  t h e  m o d -  
ule (centred co lumn) ,  emd w i t h  full  checks on  e n v i r o n m e n t  
voa-iables ( l e f t m o s t  co],, , 'nn). ~.~he n u m b e r s  r e p o r t e d  in t h e  
t a b l e  are  t h e  avereq~e over  20.000 runs .  As  the  ve ry  smal l  
va lues  of  t h e  coeff icient  of  va r i a t i on  ind ica t e ,  t h e  m e a s u r e -  
m e n t s  are  fa ir ly  s tab le .  As  t h e  t a b l e  shows ,  checking  all 
t h e  e n v i r o n m e n t  var iab les  in  case  of  e x e c v e O  reduces  t h e  
m a x i m u m  t h r o u g h p u t  in  ternLs of  c o m p l e t e d  e y s t e m  calls 
p e r  s e c o n d  of  a b o u t  1 3 ~ .  If  on ly  t h e  cal l  p a r a m e t e r s  are  
checked,  a negl ig ib le  r e d u c t i o n  of  2.5% in t h e  t h r o u g h p u t  

is obse rved .  U n f o r t u n a t e l y ,  w i t h  t h e  i nc r ea s ing  popu lax i ty  
of  f o r m a t  bugs ,  check ing  e n v i r o n m e n t  va r iab les  is b e c o m i n g  
m o r e  a n d  m o r e  i m p o r t a n t .  A l t h o u g h  a 1 2 . 6 ~  r e d u c t i o n  in  
t h r o u g h p u t  is n o t  negl igible ,  t h e  e x e c v e  () s y s t e m  call is n o t  
invoked  cont inuous ly ,  so t h e  i m p a c t  is n o t  so ser ious .  

I W/O ANGEL w/ANGEL 1~.1 [ 
exocveO 82.171 (0.015) 72.953 (0.009) -1 % 
fork() 31.189 (0.02) 30.286 (0.02) -2.8% 

T a b l e  1: A v e r a g e  n u m b e r  o f  s y s t e m  oAlla c o m p l e t e d  
p e r  s e c o n d  f o r  t h e  e z e c v e ( )  a n d  f o r k ( )  s y s t e m  cA11m 
w i t h o u t  t h e  m o d u l e  ( r l g h t m o s t  c o l u m n )  a n d  w i t h  
t h e  m o d u l e  ( c e n t r a l  c o l u m n ) .  I n  t h e  c a s e  o f  t h e  
e x e c v e O  s y s t e m  c a l l ,  t h e  l e f t m o s t  c o l u m n  g i v e s  t h e  
r e s u l t s  w i t h  t h e  m o d u l e  c h e c k i n g  a l l  e n v i r o n m e n t  
v a r i a b l e s .  T h e  v a l u e  i n  p a r e n t h e s e s  Is t h e  c o e f f i c i e n t  
o f  v a r i a t i o n .  

Tab le  2 i l lus t ra tes  t h e  resu l t s  of  t h e  mmusuremen t s  t a k e n  
for  t h e  n e t w o r k  m o d u l e ,  on  t h e  n a t i v e  s y s t e m  a n d  w i t h  t h e  
m o d u l e ,  u n d e r  hos t i l e  t raff ic .  T h e  m e t r i c  in  t h i s  case is 
t h e  average  n u m b e r  o f  packe t s  p e r  s e c o n d  t h e  s y s t e m  c a n  
s e n d  u n d e r  t h e  vaxious scenar ios .  T h e  n u m b e r s  r e p o r t e d  
in  t h e  t a b l e  are  t h e  average  over  39.000 packe t s .  I n  th i s  
case  too,  ve ry  smal l  values  o f  t h e  coeff ic ient  o f  va r i a t i on  
are  ob t a ined .  As t h e  t a b l e  shows ,  t h e  l a rges t  i m p a c t  is on  
h t t p  traffic,  as t h e  w o r s t  case  is c o n s i d e r e d  for m a t c h i n g  all 
s t r i ngs  t o  be  checked.  However ,  s ince  t h e  o u t g o i n g  t raff ic  
is s ign i f icant ly  less them t h e  i n c o m i n g  one ,  a t h r o u g h p u t  
r e d u c t i o n  in t h e  remge of  7 ~  t o  15% does  n o t  affect  t h e  
p e r f o r m a n c e  as p e r c e i v e d  by  the  user .  

h t t e  B69.7 (0.009) 739.5 (0.006) -1.~% 
f ~ p / Z p d / t e l n e z  220.9 (0.01) 203.2 (0.006) -7 .7% 
se~lma:LX 1195.5 (0.01) 1110 (0.009) -7.1~ 

T a b l e  2: A v e r a g e  n u m b e r  o f  p a c k e t s  p e r  s e c o n d  f o r  
v a r i o u s  a p p l i c a t i o n  l a y e r  p r o t o c o i B  w i t h o u t  a n d  w i t h  
t h e  r n o d u l e w  u n d e r  d i f f e r e n t  t y p e s  o f  t r a f f i c .  C o e f f i -  
c i e n t s  o f  v a r i a t i o n  a r e  g i v e n  i n  p a r e n t h e s e s .  

7. C O N C L U S I O N S  
In  t h i s  p a p e r  we  have  d e s c r i b e d  a t oo l  t h a t  d i s a r m  c o m p u t e r e  
b y  i n t e r c e p t i n g  hos t i l e  t raff ic  c a r r y i n g  a t t a c k s  a t  n e t w o r k e d  
h o s t s  emd b lock ing  i t ,  and .  local  a t t a c k s  such  as local  DoS 
a n d  buffer  overflows.  T h e  t o o l  is pub l i c ly  avai1~ble u n d e r  
t h e  G n u  CopyleEt License .  I t  c a n  be  d o w n l o a d e d  a t  t h e  
fol lowing D-FtL- h t t p : / / w w w . l a a s r . d s i . u n i m i . i t / A n g e L .  T h e  
c u r r e n t  ve r s ion  was  d e v e l o p e d  u n d e r  t h e  ke rne l  2-4.x a n d  
runs  also for ve rs ions  2.2.18 a n d  following.  

A c k n o w l e d g m e n t s  
T h e  a u t h o r s  are  g ra te fu l  t o  C a r l a  M a r c e a u  w h o  exce l len t ly  
p r e s e n t e d  t h e  p a p e r  on  t h e i r  beha l f ,  t o  B o b  Btak ley  w h o s e  
n o t e  keep ing  effor t  were t h i s  t i m e  even  m o r e  impor t emt ,  a n d  
to  A i d e  Scaccaba rozz i  a n d  P e ~ l o  P e r e g o  , w h o  p a t i e n t l y  col- 
l ec t ed  at tar .k exp lo i t s  a n d  i m p l e m e n t e d  t h e m  in to  A n g e L  
modules. 
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APPENDIX 
A. ATTACK REFERENCES 
The following list is just  a partied list of the attacks 
handled by the tool based on the cve.mitre.com 
database. Only the reference number is provided for 
the sake of space. 

1. CVE-2000-0454 
2. cVF.-2000- USO 
3. CVE-1999-0137 
4. CVE-2000-0438 
5. CAN-1999-0114 
6. CVE-2000-0824 
7. CV'E-2000-0844 
8. CV'E-199(J-0032 
9. CVE-1999-0335 

10. CAN-2000-0545 
11. CAN-2000-054,5 
12. CVE-2000-0218 
13. CA.N-1999-0317 
14. CAN-1999-0317 
15. CA.N-1999-0651 
16. CVE-1999-0034 
17. CVE-1999-0138 
18. CVE-2000-0703 
19. CVE-1999-0733 
20. CVE-2000-0090 
21. CAN-1999-0623 
22. CAN-2000-0620 
23. CVE-1999-0038 
24. CVE-1999-0128 
25. CVE-1999-0166 
26. CVF-,-1999-0016 
27. CVE-1999-0513 
28. CVE-1999-0265 
29. CVE..2000-0305 
30. CVE-1999-0067 
31. CVE-2000-0207 
32. CAN-2000-0866 
33. CAN-1999-0385/0776 
34. CVF~2000-0287 
35. CVE-2000-0638/639 
36. CV'F_,-2000-0810/811 
37. CVE-2000-0138 
38. CAN-2000-0573 
39. CVE-2000-733 
4O. CAN-2000-0917 
41. CVE-2OO0-733 
42. CVE-2000-0567 
43. CVE-200O-0352 

69 


