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ABSTRACT 

Has anything actually been accomplished by the New Secu- 
rity Paradigms Workshop since its inception in 1992? If so, 
what? This, in a nutshell, was the basis of our panel. We 
had three high-profile NSPW groupies as panelists: our il- 
lnstrious founder I-Tilary Hosmer who gave a passionate pon- 
derment of the past 8 years, a perspective from Mary Ellen 
Zurko who entered NSPW during the middle of its current 
lifetime (1996) and has authored many reviews of NSPW for 
CIPHER, and some punishing comments by Mary Schaefer. 
I also entered the NSPW community in 1996, and was the 
panel chair in what was a very interactive panel. We had a 
view from the early days and a view from the more mature 
days of the ten year old New Security Paradigms Workshop. 

What  did we find out? Were the past years of NSPW 
wasted? Or did they result in some of the best ideas to hit 
the information security field? Or something in between? 

In either case, where should we go from here? 

The format of the panel was simple. Each panelist gave 
a brief presentation with the workshop participating in its 
usual collegial style, with the panel chair to keep things on 
track. 

After the workshop, the  ori~n~l panel charge was revised to 
reflect and add the comments of the workshop attendees. 

1. INTRODUCTION 

Since the beginning of the New Security Paradigms Work- 
shop (NSPW) in 1992, two computer generations have oc- 
curred. During that time, NSPW has been a fertile substrate 
for radical ideas, unfinished works which benefit from the 
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NSPW environment, and the cross-breeding of other disci- 
plines with information security. The result is a brainstorm- 
ing session unparalleled in the security community. 

But is it worth it? Has anythinE worthwhile, or of even 
moderate interest to the information security community 
emerged? Is the NSPW method truly effective for advanc- 
ing new ideas, challenging old ones, and encouraging new 
authors? Or is it a waste of time and effort? 

Enough time has passed that  the NSPW "experiment" can 
now be evaluated. The results from the past two generations 
of NSPW stand as evidence to be used to indict it as an 
experiment that  has failed, or to confirm that  it is a success. 

2. DRAMATIS PERSONAE 

i t  is desirable to have panelists who keep abreast of current 
research and deployment issues in the broader security com- 
munity and yet hold strong views regarding NSPW. Each 
panelist has provided a position statement.  These state- 
ments have highlighted some of the significant topics from 
the history of NSPW. We looked at NSPW papers that  have 
proven prescient, seminal, way off base, and those that still 
have potential. When all the panelists were done presenting 
their positions, the debate via workshop participant ques- 
tions and answers and panel  part icipation commenced in 
earnest (there was debate during the presentations as well). 
Workshop participation provided probing questions and per- 
spectives on the positions of the panelists. 

The names and qualifications of the panel follow. 

Hilary Hosmer is the founder of NSPW, the past gen- 
eral and program chair, and an author. She is cur- 
rently president of Data  Security, Inc., working in rapid 
risk analysis, visualization, and privacy. Her NSPW 
contributions axe many. They include multi-policy 
paradigms that  critiqued the Orange Book and pro- 
posed the need for handling more than one security 
policy (due to policy differences in interconnected po- 
litical domains). Another  one challenged the basic as- 
sumption of the Red Book that the network adminis- 
t ra tor  had to know the exact network configuration, 
as opposed to the then-emerging need for managing 
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d y n a m i c  ne tworks .  Ms. Hosmer  wonders  the follow- 
hag. Have we real ly  accompl i shed  a n y t h i n g ?  W hi c h  
p a r a d i g m  over the pe~t  n ine  :years has b e e n  the  mos t  
i m p o r t a n t ?  W h e r e  should  we go f rom here? 

• Mary  El len  Zurko  first j o i n e d  N S P W  in  1996 as an  au-  
thor  (her  semina l  p a p e r  on  Us.or C e n t e r e d  Securi ty  was 
p resen ted  then) .  She is a pas t  p r o g r a m  chvir,  a n d  the 
cu r r en t  genera l  chair.  She is cu r r en t ly  a Secur i ty  Ar-  
chi tect  a t  Iris Associates  responsib le  for act ive con ten t  
secur i ty  in  Lo tus  N o t e s  a n d  also chairs e -commerce  
t racks for several  Web  a n d  I n t e r n e t  conferences.  Her  
early N S P W  work o n  User  C e n t e r e d  Securi ty  was pre-  
sen ted  in  a more  m a t u r e  form at  the 1999 S&P. 

• M a r y  Schaefer was p resen t  at the  second N S P W ,  was 
very act ive in  the  o rgan iza t ion  as pub l i ca t ions  chair,  
was an  au thor ,  a n d  is a l ong - t ime  pa r t i c ipan t .  He 
has  b e e n  very m a n y  ~h;ngs in  life; cu r r en t ly  he is a n  
a n t i q u a r i a n  booksel ler .  His con t r i bu t i ons  are i n  ar-  
eas such as the  n e e d  for inte~prity over confident ial i ty ,  
de fend ing  agains t  the  abuse  of a u t h o r i t y  r a t h e r  t h a n  
of b reak- ins  (i.e., the  misuses  of exis t ing  me, :hanlsms 
in  au tho r i zed  ways goes m u c h  f a r the r  t h a n  t ry ing  to  
b r eak  them) .  Whi l e  M a r y  also believes in  the  fact  
t h a t  F o r m a l  Me thod i s t s  were off-base a n d  i r re levant ,  
his N S P W  research  also focused on  how analysis  a n d  
defenses would  b e t t e r  be  focused on  the  p rob lems  t h a t  
need  to  be solved (i .e. ,  the a t t acks  t h a t  work) r a t h e r  
t h a n  the  toy ones t h a t  fo rmal  m e t h o d s  found  useful  
(e_g., de tec t i ng  viola t ions  of the * -p roper ty  in  abs t r ac t  
f rom specif icat ions t h a t  are, a t  bes t ,  only  coinciden-  
ta l ly  i m p l e m e n t e d  in  code).  

• I cha i red  the  panel .  I have  b e e n  involved wi th  N S P W  
s t a r t i n g  in  1996 ~s a n  au thor ,  am a pas t  progrmm chair,  
pa s t  vice chair,  a n d  am this  year ' s  general  c.ha~. As 
a n  i n d e p e n d e n t  c o n s u l t a n t  i~ud a d j u n c t  professor i n  
i n f o r m a t i o n  sys tems  security,  my  research in te res t s  in-  
e lude Role Based  Access Co:ntrol, decent ra l ized  secu- 
ri ty,  User  Cen t e r ed  Security,  Resource  Based  Security, 
proofs of N P - c o m p l e t e n e s s  of var ious secur i ty  p roper -  
ties, a n d  covert  channels .  

T h e  choice of pane l i s t s  was, of course,  qui te  del ibera te ,  be ing  
a mix  of the  first a n d  second gene ra t i on  N S P W  a t t endees .  
T h e  pane l i s t s  he lped  to  hi  .~hllght the evo lu t ion  of the  work- 
shop. 

3. TYI'F. D E S C E N T  O F  N S P W  

N S P W  has h a d  a n  i n t e r e s t i ng  evolut ion!  S t a r t i n g  wi th  
"refugees = f rom Francon ia ,  I E E E  W O  11.3 (DBMS) ,  Oak-  
land ,  a n d  the  App l i ca t ions  conference  (as well as some n o n -  
refngees),  N S P W  has  evolved in to  a more  m a t u r e  form while 
still  accep t ing  radica l  a n d  semi - r~ i i ca l  con t r ibu t ions .  In  the 
words of M a r y  Schaefer e o m m e n  Ling on  the ear ly  days of 
N S P W :  

Pape r s  f rom s t u d e n t s  s t a r t e d  flowing in,  b u t  a t  
first  the  papers  were f rom a t t e m p t s  to get a n  
idea  in  one of the  " M a t u r e  Conferences"  and ,  

for one r eason  or ano the r ,  f inding  t h a t  N S P W  
was a b e t t e r  p l ~ e  for the  pape r .  So Holly Hos- 
m e r ' s  a t t e m p t s  to go for fuzzy sets a n d  for re:]apt- 
able policies were a n a t u r a l  r e j ec t ion  for the  o ther  
conferences a n d  a n a t u r a l  fit w i th  N S P W  - no t  
yet  pub l i shab le  in  a ~refereed respons ib le  schol- 
ar ly j o u r n a l  = 1 b u t  ideal  for a g roup  like ours  be-  
cause the  a u t h o r  ends  up,  w h e n  she wins,  learn-  
ing  s o m e t h i n g  so t h a t  the  idea  c a n  be  ref ined for 
the  fu ture .  

3.1 "In T h e  B e g i n n i n g . .  " '  

T h e  following were a few of the  issues addressed  a t  the  very 
first N S P W .  

• C o m p u t e r  secur i ty  p a r a d i g m s  should  address  the needs  
of n o n - U . 9 .  D e p a r t m e n t  of Defense users.  

• In  1992 c u r r e n t  approaches  to eva lua t ion  a n d  cert i-  
f icat ion focused exclusively o n  t r u s t ed  sys tems.  -The 
idea  of makin.u, eva lua t i on  a n d  cer t i f ica t ion of t r u s t e d  
p r o d u c t s  use r  driven wma p roposed  emd discussed.  

• Sociotechnological  a-apects of c o m p u t i n g  were n o t e d  a~ 
beinli~ ignored  by  the  m a l n ~ t r e a m  secur i ty  para~g-ms,  
r e su l t ing  in  secur i ty  tb.~t w~s widely s u p p o r t e d  b u t  
poor ly  defined.  En t e rp r i s e  mode]hag was p roposed  as 
one so lu t ion  towards  real is t ic  policies. I t  was also 
n o t e d  in  this  con tex t  t h a t  formal  me thods  c a n n o t  re- 
place the  bas ic  u n d e r s t a n d i n g  of w h a t  is needed  to 
make  a , s y s t e m  secure.  

• T h e  idea  was a d v a n c e d  t h a t  i t  m a y  n o t  be  possible 
to b u i l d  a comple te ly  secure  sys tem,  as the  cu r r en t  
d o g m a  held. 

• P r a g m a t i c  issues, such as the  fact  t ha t  t r a in ing  users 
'~in the  t renches  = in  how to  apply  t r u s t e d  software de- 
ve lopmen t  methodolog ies  was largely ignored  a t  t ha t  
t ime.  

• P a r a d i g m  shifts were p red i c t ed  by  the  par t i c ipan t s .  
A m o n g  t h e m  were the  following. 

- S u b j e c t - o b j e c t  level secur i ty  shi f t ing  to appl ica-  
t i o n  level security.  

- Cen t r a l i zed  h ie ra rch ica l  sys t ems  shif t ing to de- 
cen t ra l i zed  i n t e r o p e r a b l e  ne tworks .  

- T h e  reference m o n i t o r  p a r a d i g m  shi f t ing  away 
f rom the  "guard  ~ mode l  to a p roxy  mode l  to ad- 
dress i n t eg r i t y  a n d  avai labi l i ty  a long wi th  confi- 
dent ia i i ty .  

- -  T h e  idea  t h a t  i t  is possible  a n d  des i rable  ~o design 
a s y s t e m  f ight  the  first  t ime  shif t ing to sys temic  
flaw r e p o r t i n g  a n d  correc t ion .  

-- T h e  idea  t h a t  polices are u n d e r s t o o d  shif t ing to 
en te rpr i se  m o d e l i n g  of soc io terhnologica l  aspects  
of c o m p u t i n g .  

XLest anyone  get the  wrong  idea,  N S P W  is peer - reviewed 
a n d  N S P W  submiss ions  are r igorous ly  refereed - S J G .  
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Axe these worthwhile ideas? What  hM evolved since? Can 
we say that  NSPW has had any impact  on the field or com- 
muni ty  since its inception? .To help answer these questions, 
I present some of the latest ideas to emerge from NSPW. 

3.2 Post P o s t - M o d e r n  

• The idea that  defensive information warfare will al- 
ways fail, and that  offensive information warfare is 
necessary. 

• Optimistic security as an access control paradigm, 
where in  certain situations (e.g., hospitals) users are 
permit ted  to violate s tandard  access control paradigms 
in the interests of safety. 

• An  exAmlnAtion of the way market forces may drive 
the use of protection profiles in the Common Criteria. 

s Paradigm shifts in protocol ~nalysis that  involve 
changes in assumptions about  environment  and con- 
text. 

• A prolepsis on Tro jan  horse based integrity attacks. 
Does current practice takes the tacit and pessimistic 
view that the Trojan  horses problem is unsolvable? If 
the answer is "yes," (as  seems to be the answer in 
the prevailing paradigm), a case was made that  this 
view is in principle, wrong, and the problem is in fact, 
solvable. 

s A discussion as to the nature and definition of the old 
security paradigms due to the view that it is necessary 
to define the old paradigms before the novelty of "new" 
ones can be considered with anything approaching sci- 
entific rigor. 

• A new system integrity model that  is implementat ion 
independent .  

• A new method of downgrading that  uses decision trees 
to avoid the inference problem. 

• Since bugs are ubiquitous, a new paradigm called bug 
tolerance that  enhances the survivability of flawed sys- 
tems poJt hoc. 

4. STOCKING UP ON B A N D A I D S  A N D  DI- 
L U r E  IODINE 

During the organization of this panel, Mary Schaefer s ta ted 
the following. 

At the time when the NSPWs started, there was 
an established set of Hallowed Principles and Prac- 
tices (HPP) that  were nearly universally accepted 
and not  followed because we all knew that  t rusted 
technologies were effective bu t  not  efficient. HPP 
were being challenged at NSPW meetings in a 
majority of the papers and discussions, and pro- 
jections of problems and needs yet to be voiced 
were put forward along with a number of pro- 
posed means of approaching their solutions. Since 
then, alas, the prognostications came to pass: In- 
ternet Security has come to be synonymous with 

Bandaids and dilute Iodine (AKA Firewalls and 
virus scanners). Trusted operating systems and 
Network Security solutions have been replaced by 
cryptography with weak key dis tr ibut ion or key 
secrecy practices tha t  run  in easily penetra ted 
operat ing systems that  have been misconf igur~  
by untra ined system administrators.  Informa- 
tion Assurance appears to be an appeal for Tin- 
kerbelle (and her friendly security fmries) to run  
SATAN and  sprlnlde SecurityDust T M  (Patent  
Pending) on bad configurations. 

The above should convey a sense of the charge to the pan- 
elists. Our intent was to be both self-critical and self- 
congratulatory. Both castigated, and defended. Workshop 
member's interest and participation was high, and the panel 
was lively and provocative, while serving the useful role of 
helping to determine and define NSPW's proper place. 

In my role of N s P W  organizer, I am sometimes asked, "Is 
NSPW an honest  and serious workshop, or is it just  a place 
to publish whacko halF-baked stuff that  no one else wants?" 
When  the smoke cleared, we had an  answer to tha t  question! 

. COMMENTARY EXPERIMENTATION: 
GOING THROUGH SUBCOOL MUTA- 
TION 

What  follows are some of the comments  that  the NSPW par- 
ticipants had regarding issues brought up during the panel. 
They are in no way comp]ete. I think it is safe to declare 
tha t  everyone at  the workshop part icipated in  the panel. 

In what follows I am perhaps stealinE a bit from what is 
rightfully the domain of other panelist 's  positions~ but  I wish 
to give a holistic view of the entire panel discussion. I apol- 
ogize to my fellow pe~nelists if I have stepped on their toes, 
and I apologize to any readers who are offended at any re- 
dundancy that may occur. But I feel strongly that it is 
important to try to convey a sense of what NSPW is like 
to those that have never attended, and to also document 
as closely and totally as I can the interaction and mut, tion 
(if I may use that word) that occurred during the panel's 
brainstorming session and is so typical of NSPW. 

$.1 Metrics ahl Mez 

Victor Raskin wanted to lmow how many of this year's par- 
ticipants were advising graduate students.  Six people raised 
their hands. He thought that  it was possible tha t  the main 
source of paper citations came from advisors' graduate stu- 
dents who natural ly  cite their advisor's papers. Since NSPW 
has less than  the tradit ional  amount  of academic advisors 
(since we actively encourage graduate students and industry 
personnel to a t tend)  he thought tha t  this would natural ly 
skew Mary Ellen Zurko's (AKA Mez) ci tat ion metric. Victor 
also has heard that  many universities are considering drop- 
ping citation indices as a criterion for promotion because 
the data  are worthless. I 'm certain tha t  Mez has more to 
write about  this in here posit ion paper.  
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Bob Blakley specu la ted  t h a t  one rev~on his t ru ly  o u t s t a n d -  
ing  a n d  of t -quoted  1996 paper ,  "The  E m p e r o r ' s  Old  A r m o r  ~ 
i sn ' t  c i ted more  of ten  is because  he d o e s n ' t  have a wehsite 
a n d  therefore the  p a p e r  i sn ' t  available electronically.  How- 
ever, I have recent ly  discovered t h a t  the pape r  is available 
(for a fee) f rom the  A C M  Digi ta l  L ibra ry  (as are all N S P W  
proceedings /papers )_  Note  t h a t  m a n y  academics  get un l im-  
i ted  access to this l ibrary,  a n d  i t  is ce r ta in ly  wor th  pay ing  
to get a copy of Bob ' s  pape r  in  my  opinion.  

Carol  Tay lor  asked if there  are any  good measures  of a pa-  
pe r ' s  inf luence o the r  t h a n  c i ta t ions .  G o o d  quest ion!  

5 .2  I n f l u e n c e  o r  I n f l u e n z a ? '  

J o h n  M c H n g h  r e sponded  to  all of t~ds by asking a very pro-  
found  quest ion:  wha t  subfields have  we in i t i a t ed  in  the  l i t-  
e ra tu re?  For example,  Fred  Schneider ' s  work on in l ine  ref- 
exence moni to rs ,  and  S tephan ie  For res t ' s  work on  i m m u n e  
sys tems  approaches  'for i n t r u s i o n  de tec t ion  are two examples  
tha t  came f rom N S P W .  

. Several  people  t hen  n o t e d  t ha t  work which makes i ts  d e b u t  
a t  N S P W  i sn ' t  usua l ly  cited.  In s t ead  i t  is the l a t e r  more  
ILpolished" works t h a t  appea r  i n  o the r  places t h a t  are cited. 
I th ink  t h a t  the  list of topics f rom the  first N S P W  in  sec t ion  
3-1 bears  this out .  

K e n  Olthoff  wondered  whe the r  N S P W ' s  inf luence on  the 
a t t endees  is more  sj~rnlt~Cant t h a n  inf luence on  others.  In  
o the r  words, do the  N S P W  a t t endees  go out  a n d  '~prosely- 
tize?" A n  in te res t ing  quest ion!  M ~ y  people  confessed t h a t  
they did, a n d  I know t h a t  I do. 

Mm-v Schaefer po in t ed  ou t  tha t  du r ing  the  workshop itself, 
mos t  of the  ins ights  come f rom the  sessions themselves.  B u t  
elsewhere a t  o ther  conferences and. workshops mos t  of the 
insights  come f rom the  breaks .  Th i s  is a p ro found  insight.  
In  m y  opinion,  this is one of the d i s t ingu i sh ing  fea tures  of 
N S P W ,  a n d  a great  desideratum. We t ru ly  are p roduc t ive  
and  no t  j u s t  ano the r  group  t h a t  oc..ly "networks."  

5.2.1 An Interesting Diversion 
Victor  Rask in  went  off on  a l i t t le  t a n g e n t  (by the  way, this 
is very typical  of how N S P W  works).  He said he believes 
tha t  c o m p u t e r  science d o e s n ' t  have  to  be  science, because  
it  is re~ny j u s t  appl ied  m a t h e m a t i c s .  Th i s  is also a topic 
t h a t  w~s on  m y  m i n d  a n d  I agre~ t  to a po in t ,  b u t  I theo-  
rize t ha t  it  is ne i the r  science nor  engineer ing,  b u t  some th ing  
a l toge ther  new in  the t a x o n o m y  o[ h u m a n  knowledge.  We 
are d i s t ingu ished  by  the  n o t i o n  of ILpolicy" in  i n fo r ma t i on  
sys tems secur i ty  for example ,  a n d  c o m p u t e r  science is dis- 
t inguished  by  the  n o t i o n  of a u t o m a t i c  decision making .  Th i s  
is p robab ly  grist for a n o t h e r  paper .  I inc lude  this  d ivers ion 
to show how N S P W  acts  to spin-off ideas. Now b a r k  to the 
m a i n  discussion. 

Bob  Blaldey c o m m e n t e d  t h a t  the  value of N S P W  is tha t  i t  
p romotes  the  idea t h a t  d o u b t  is ,3kay_ P r o m p t e d  by  this, 
Mary  El len  Zurko observed t h a t  i t  is easy to get depressed 
in  a field in  which the  pe r fo rmance  c r i te r ion  is perfect ion.  

Vic tor  l~askin n o t e d  t h a t  he has  essent ial ly b e e n  aaccred- 

i ted" in to  the  secur i ty  c o m m u n i t y  by  N S P W .  This  means  
we are a n  avenue  for mu i t id i sc ip l ina ry  e n t ry  in to  security. 
S tephanie  Forres t  was also i n t r o d u c e d  in to  the securi ty com- 
m u n i t y  by  N S P W .  

Bob Blakley suggested t ha t  even the ezis tence of a confer- 
ence wi th  the n a m e  "New Secur i ty  P a r a d i g m s  Workshop" 
m a y  goad o the r  conferences to t ry  ha rde r  a n d  to b r o a d e n  
the i r  perspect ives .  

I t  is especially in t e re s t ing  to no t e  t h a t  Bob made  this com- 
m e n t  a l i t t le  l a te r  on in  the  s t r ic t  chronology of the discus- 
sion. I p laced  his r e ma r ks  here because  I t hough t  i t  was ap- 
propr ia te .  Th i s  po in t s  ou t  one of the  o the r  character is t ics  of 
N S P W :  ideas a n d  c o m m e n t s  h a p p e n  so fast  and  furious tha t  
there  are somet imes  delayed responses  t h a t  are m a d e  after  
the issue has  a l ready  passed.  Th i s  might  h a p p e n  because  i t  
j u s t  pops  in to  the  pa r t i c ipan t s  m i n d  at  t h a t  l a t e r  t ime, b u t  
usuaJly h a p p e n s  because  somet imes  it  is ha rd  to get a word 
in! Plus ,  Bob was ac t ing  as scr ibe for this  discussion which 
is a very difficult job .  

5 .3  M o t h s  to  t h e  F l a m e  o r  T r a v e l e r s  to  t h e  
S t a r s ?  

Ellen  M c D e r m o t t  asked why people  came  to the  workshop.  
T h e  u n a n i m o u s  answer  for first t imers  was s imply  to get 
their  papers  publ i shed .  Sami  Saydjar i  answered  El len ' s  ques- 
t ion  by  saying t h a t  m a n y  es tab l i shed  conferences  will no t  
e x p a n d  the i r  eJdsting focus a n d  will n o t  accept  papers  ou t  
of the  t r ad i t iona l  categories.  

I coun te red  E l len ' s  ques t ion  w i th  a different quest ion:  why 
do people  come back  even  w h e n  they  have  no  pape r  to pub -  
lish? For  example ,  S imon  Foley m e n t i o n e d  t h a t  he has pub-  
l ished a t  Founda t ions ,  Oak land ,  a n d  N S P W ,  a n d  keeps com- 
ing back.  J o h n  M c H u g h  observed,  a n d  m a n y  agreed tha t  it 
was because  of the  s t i m u l a t i o n  offered a t  N S P W .  Cr i s t ina  
Se rban  said t h a t  i t  was because  she enjoys be ing  in  a group 
of h u m a n s  discussing technical  issues where there  are no  
bat t les .  

El len M c D e r m o t t  sugges ted  t h a t  we might  wan t  to expand  
l i t t le  in  the  d i rec t ion  of p rac t i t i one r s  as opposed to  aca- 

demics, ind tmt ry  types,  etc. J o h n  M c H u g h  t h o u s h t  tha t  
we would be  very open  to d iscuss ion proposals  of this type  
a n d  m a n y  e~reed, mysel f  inc luded.  A l t h o u g h  Mike Williemis 
wondered  if we could  get people  f rom this b ~ u n d  who 
would  real ly  c o n t r i b u t e  to  the  discussion.  

5 , 4  I n t e r a c t i o n  

Bob B ] a ~ e y  sugges ted  tha t  a f ter  w a t r h i n g  people  s truggle 
wi th  ideas here,  a n d  going to o the r  conferences,  he is dis- 
a ppo i n t e d  w i th  the low level of ne w  concep tua l  con ten t  of 
m a n y  o the r  con[erences a n d  the  p red ic tab i l i ty  of m a n y  re- 
suits.  Most  a t t endees  seemed to agree w i th  h im,  a n d  I know 
l cer ta in ly  do. 

We w r a p p e d  u p  wi th  a c o m m e n t  by  Mike Wil l iams,  who 
said t ha t  he f inds the i n t e r a c t i o n  qua l i ty  a t  N S P W  higher  
t h a n  anywhere  else. Well  said Mike! 
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6. BOOM OR BUST? 

Based on the other  panelists  s ta tements  and  on the discus- 
sion, I have come to the  conclusion tha t  N S P W  is an  unqual- 
ified boom. "Metrics = of success are difficult, as the panel  
showed, bu t  there can be no question that  N S P W  is fulfill- 
hag its role as being a fertile breeding ground for new ideas 
tha t  might  not  be accepted a t  more or thodox conferences. 

One of the perceived problems is t ha t  N S P W  articles don ' t  
appear  to be  cited as often as they should, assuming we 
are presenting new and seminal work (which his tory shows 
we are). But as was po in ted  out,  most  of the  ideas tha t  
spring from N S P W  are ci ted in la ter  incarnat ions at  more 
malnAtream conferences. ]n addit ion,  the "citat ion mill" 
doesn ' t  work as well with N S P W  due to our  small  size and 
mix of s tudents  and non-academies.  

Also, i t  is impossible to quant i fy or qualify the unique brain- 
s torming environment of NSPW,  where the a tmosphere  is 
never confrontat ional  and is, instead,  helpful in the extreme. 
This is especially helpful for new ideas. 

If  there is a flaw in the N S P W  system it  is one of publicity. 
Perhaps  we need to do be t t e r  to get the ideas presented 
at  N S P W  more into the  ma;n~tream. Pa r t  of this problem 
stems from the fact tha t  our proceedings are pr in ted  and 
d is t r ibuted  after  the  workshop. 

I think i t  is clear t ha t  N S P W  has been a huge success over 
the pas t  10 years, and  gives every indicat ion of being so for 
the next  decade. 
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