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ABSTRACT 
Attack survival, which means the ability to provide some 
level of service despite an ongoing attack by tolerating its 
impact, is an impor tant  objective of security research. In 
this paper we present a new approach to survivability and 
intrusion tolerance. Our approach, which we call "survival 
by defense" is based on the observation that  many applica. 
tions can be given increased resistance to malicious attack 
even though the environment  in which they run  is untrust-  
worthy. This paper describes the concept of "survival by 
defense" in general and expla~s  the assumptions on which 
it depends. We will also explain the goals of survival by 
defense and how they can be achieved. 

1. INTRODUCTION 
Malicious attacks on computer systems are at the core of 

security research, and there have been various approaches to 
deal with the problem. One approach, which sets its goal at 
attack prevention, defines security policies identifying what 
needs protection and then a t tempts  to implement  that  pro- 
tection in hardware and software. This approach has lead 
to the development of what is known as a t rusted comput- 
ing base (TCB)[17]. Another approach, which is primarily 
concerned about  attack detection and situational auJareness, 
has lead to the development of various intrusion detection 
systems (IDS). 

Neither of these approaches is perfect. The TCB is trusted 
not to violate the security policy itself, and, in most systems, 
it is also t rusted to prevent other, possibly malicious, soft- 
ware from violating the policy. In practice, most computer 
systems today have no such t rusted computing base. In  fact, 
many of the world's computer  systems today run operating 
systems and networking software that  are far f~om the TCB 
ideal. These systems may lack any security policy, can be 
damaged using well-known attacks, and therefore cannot  be 
trusted to protect anything. These systems will continue to 

*This work is sponsored by DARPA in parts under contracts 
No. F30602-00-C-0172 and No. F30602-99-C-0188. 

Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without fee provided that copies are 
not made or dislfibuted for profit or commercial advantage and that copies 
bear this notic~ and the full citation on the first page. To copy otherwise, 
or republish, to post on servers or to redistribute to lists, requires prior 
specific permission and/or a fee. 
NSPW'OI. September 10-13 e', 2002, Cloudcrofl, New Mexico, USA_ 
Copyright 2002 ACM 1-58113-457-6/01/0009...$5.00. 

be used because of the many applications that  already target 
them, bu t  are unlikely to be redesigned to be more trust- 
worthy. Similarly, although there are many IDSs available 
today, they mostly work off-line, without any direct runt ime 
interaction or coordination with the applications (and with 
other IDSs) tha t  they aim to protect. Furthermore, many of 
the IDSs have questionable accuracy: sometimes they miss 
real attacks and sometimes they raise false alarms. 

In short, attack prevention is not absolute and attack de- 
tection is not  perfect. We therefore, ask the following ques- 
tion: what, ff anything,  can be done to tolerate and sur- 
vive cyber attacks assuming that  the envixonment in which 
applications will run  offers flawed protection and imperfect 
intrusion detection? In  principle, the answer is "close to 
nothing".  A determined attacker can, with sufficient work, 
defeat whatever flawed protection is offered by the operat- 
ing systems or networking, thus gaining privileges that  can 
be used either to kill the system completely or to corrupt it 
in some other way. Although one might t ry to protect data 
using encryption and digital signatures that  are computa- 
tionally infeasible to break[16], when that  data  is processed 
by the system it will almost certainly become vulnerable to 
an attacker with enough privilege: note tha t  encrypted data 
is worth]esa unless it is decrypted at some time, and it can 
be read at that  t ime by a privileged attacker; also note that  
digitally signed data  must  be re-signed when it is modified, 
and an attacker who gains the privilege to re-sign data  can 
forge new, corrupt data  as well. 

In  practice, though, an attacker may not  have the skill, 
perseverance, preparation,  or t ime needed to carry out the 
attacks that  are possible in the worst case. Some attackers 
rely on prepackaged attack "scripts" and do not have the 
skill to repair the scripts ff they fail. I t  may be possible to 
put  various kinds of obstacles and diversions in their path. 
An attacker who meets unexpected obstacles may look else- 
where for easier targets rather  than  persevere in an attack. 
An attacker who is not  prepared in advance to circumvent 
the protection in a specific system will be more likely to 
trigger intrusion detection alarms[8]. In any case, the more 
t ime an attacker takes, the more vulnerable he is to being 
detected and stopped by system admluistrators. 

These are the factors tha t  our =defense enabling" ap- 
proa¢.~, a|rnq to exploit. We make a distinction between sur- 
vival by protection, which seeks to prevent the attacker from 
gaining privileges, and survival by defense, which includes 
protection bu t  also seeks to fTustrate an attacker in case 
protection falls and the attacker gains some privileges any- 
way. Protection mechanisms are static and pro-active; de- 
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fense m e c h a n i s m s  e n h a n c e  t h e  p ro t ec t i on  m e c h a n i s m s  wi th  
a d y n a m i c  s t r a t egy  for r eac t ing  to a pa r t i a l ly  successful  a t -  
tack.  B o t h  p ro t ec t i on  a n d  defense a i m  to  keep a s y s t e m  
f u n c t i o n i n g  (i.e., surv iva l ) ,  b u t  p r o t e c t i o n  t ends  to  be  all- 
o r -no th ing ,  e i ther  i t  works or i t  doesn ' t ,  whereas  defense 
can  choose f rom a m o n g  a r ange  of responses ,  some more  
app rop r i a t e  a n d  cost-effective t h ~ a  o thers  u n d e r  different  
c i r cums tances .  

2. "SURVIVAL BY D E F E N S E "  OF CRITI-  
C A L  A P P L I C A T I O N S  

"Survived by  defense" is no t  a silver bu l l e t  for de fend ing  all 
app l i ca t ions  in  general .  Different  app l i ca t ions  have different  
s~trvivabili ty needs  a n d  wi l l ingness  to  bea r  t he  assoc ia ted  
cost. Somet imes ,  t h e  requirement .~ m a y  confl ict  wi th  each 
other .  Therefore ,  a u n i f o r m  defense for all app l i ca t ions  is 
p rac t i ca l ly  imposs ib le .  I n  oux work,  we focus on  the  specific 
n e e d  of a specific t y p e  of app l i ca t ions  namely ,  the  correct 
funct ioning of one or m o r e  critical appl ica t ions .  These  ap- 
p l i ca t ions  are cr i t ical  i n  the  sense t h a t  the  func t i ons  t h e y  
i m p l e m e n t  are the  m a i n  puxpose  of the  c o m p u t e r  sy s t em on  
which  t h e y  run .  D e f e n d i n g  o the r  app l i ca t ions  in  t h e  s ame  
e n v i r o n m e n t  x is n o t  a p r i m a r y  g o a l  Ne i the r  is de fend ing  t h e  
app l i ca t i on ' s  e n v i r o n m e n t  itself, e.;g., t he  o p e r a t i n g  sy s t e ms  
a n d  ne tworks  t h a t  s u p p o r t  t h e  cr i t ica l  appl ica t ions .  Defend-  
ing  t h e  e n v i r o n m e n t  is i m p o r t a n t  on ly  so far as it helps to  
de fend  the  cr i t ical  app l i ca t ions  the~,-qelves. 

Th i s  impl ies  t h a t  the  defense e n a b l i n g  t echno logy  m a y  
deploy a d d i t i o n a l  m e c h a n i s m s  in  t h e  app l i ca t i on ' s  env i ron-  
m e n t ,  b u t  i t  is used  in  t h e  contexi;  of de fend ing  the  cr i t ical  
app l i ca t ion .  No te  t h a t  we are a s s u m i n g  we can  mod / fy  or 
e x t e n d  t he  des ign  a n d  i m p l e m e n t a t i o n  of t he  cr i t ical  appl i -  
ca t ions .  Th i s  is in  sha rp  c o n t r a s t  w i t h  t he  des ign  a n d  imple-  
m e n t a t i o n  of t he  e n v i r o n m e n t ,  which  we a s sume  is ~lrnost 
comple t e ly  b e y o n d  our  control .  Z[n o ther  words,  we m u s t  
l ive w i th  flaws in  t h e  e n v i r o n m e n t  b u t ,  because  our  goal is 
de fend ing  cr i t ica l  app l ica t ions ,  we will  e x p e n d  t he  effort on  
t h e  app l i c a t i on  to  m a s k  t h e  impa~:t of the i r  exp lo i t a t i on  by  
t he  a t tacker .  Defense e n a b l i n g  is o rgan ized  a r o u n d  the  ap-  
p l i ca t ion  to  be  de fended  r a t h e r  t i t an  a r o u n d  the  o p e r a t i n g  
sys t ems  a n d  ne tworks  t h a t  s u p p o r t  it. T h i s  follows s i m p l y  
because  t he  a p p l i c a t i o n  can  be  modi f i ed  whereas  the  envi -  
r o n m e n t ,  for t h e  m o s t  pa r t ,  cann¢,t  z. T h e  ex is tence  of m i d -  
dieware is an  a d v a n t a g e  in  th i s  con tex t ,  because  i t  provides  
a m e a n s  to  i n c o r p o r a t e  a n d  c o o r d i n a t e  t he  capabi l i t i es  of 
t he  defense m e c h a n i s m s  w i t h  the  app l i ca t i on  w i th  m i n i m a l  
modi f i ca t ion  of t he  app l i ca t ion  itself. 

A n  app l i c a t i on  t h a t  does n o t  f u n c t i o n  cor rec t ly  is corrupt. 
A co r rup t  app l i ca t ion  m i g h t  del iver  b a d  service or i t  m i gh t  

XThroughout  the  p a p e r  we will tu~e the  t e r m s  environment,  
operatin 9 er~vironment or s y s t e ~  in.fTaJ~ruc~ur~ to  m e a n  
m o s t l y  t he  ha rdware ,  a n d  n e t w o r k i n g  a n d  o p e r a t i n g  s y s t e m  
software.  We will also a s sume  the  ex is tence  of midd leware ,  
a cJass of software des igned  to m a n a g e  the  complex i ty  a n d  
he t e rogene i ty  assoc ia ted  w i t h  an  i n t e r - n e t w o r k e d  a n d  dis- 
t r i b u t e d  e n v i r o n m e n t  [2], def ined  as a sof tware  layer above  
t he  o p e r a t i n g  s y s t e m  b u t  be low the  app l i ca t i on  p r o g r a m s  to  
p rov ide  a c o m m o n  a n d  t r a n s p a r e n t  p r o g r a m m i n g  abs t rac -  
t i o n  across a d i s t r i b u t e d  sys tem.  
2One  can,  however ,  add  m e c h a n i s m s  like IDSs  a n d  firewalls 
to  incxease t he  e n v i r o n m e n t ' s  l e ~ l  of p ro tec t ion ,  i n d e p e n -  
den t  of a n d  w i t h o u t  t he  con t ro l  of cr i t ical  appl ica t ions .  De- 
fense e n a b l i n g  does n o t  d i scoun t  such measures ,  b u t  w a n t s  
to  use  the i r  services in  a p p l i c a t i o n ' s  defense as well. 

fail to  del iver  a ny  service a t  all. A n  app l i ca t ion  can  become  
co r rup t  due  to  var ious  causes:  

• e i ther  because  of an  acc ident ,  such  as a ha rdware  fail- 
uxe, or because  of mal ice;  

• e i ther  because  flaws in  i ts  e n v i r o n m e n t  or in  i ts  own 
i m p l e m e n t a t i o n  cause  it  to  misbehave .  

T h e  flaws in  the  e n v i r o n m e n t  a n d  t he  i m p l e m e n t a t i o n  can  be  
explo i ted  by  a mal ic ious  a t t acke r  to  cause  a loss of p ro t ec t i on  
t h a t  allows the  app l i ca t i on  to  b e  damaged .  

I n  th i s  pa pe r  we focus on  c o r r u p t i o n  t h a t  resul t s  f rom a 
malicious attack e ~ l o i t i n  9 f la~s  in an application's environ- 
ment .  W e  a s s u m e  t h a t  th i s  is by  fax t he  m o s t  l ikely cause of 
c o r r u p t i o n  a n d  so t he  o the r  causes  will be  neg lec ted  in  this  
paper .  T h i s  a s s u m p t i o n  is r e a sonab l e  because :  

• Malicious attacks, which  are  d i r ec t ed  a n d  in t en t iona l ,  
are far more  effective in  c o r r u p t i n g  an  app l i ca t ion  them 
accident ,  which  are r a n d o m .  

• F laws  in  t he  application's implementat ion can  be  cor- 
r ec t ed  m o r e  easi ly t h a n  flaws in  t he  application's envi- 
ronment,  a n d  t h e  l a t t e r  are l ikely to  be  b e t t e r  k n o w n  
to  a t t ackers  a n d  exp lo i t ed  b y  t h e m .  

G i v e n  th i s  u n d e r s t a n d i n g  of c o r r up t i on ,  t he  goal of sur-  
vival  by  defense is to  delay or p re~en t  c o r r u p t i o n  of cri t ical  
appl ica t ions .  Note  t h a t  t he  u l t i m a t e  way to  p r e v e n t  th is  
k i n d  of c o r r u p t i o n  is to  p r e v e n t  t h e  a t t acker  f rom ga in ing  
the  pr iv i lege  r e q u i r e d  to  c o r r u p t  cr i t ica l  appl ica t ions ,  which,  
as we exp la ined  earl ier ,  h a p p e n s  to  be  the  goal of surv iva l  
b y  p ro tec t ion .  Defense  e na b l i ng ,  therefore ,  c an  be  d iv ided  
in to  two c o m p l e m e n t a r y  goals: 

1. T h e  a t t a r ~ e r ' s  acqu i s i t i on  of pr ivi leges m u s t  be  slowed 
down.  T h i s  issue is d i scussed  in  sec t ion  3. 

2. T h e  defense m u s t  r e s p o n d  a n d  a d a p t  to  the  pr iv i leged 
a t t acke r ' s  abuse  of resources .  Mechan i sms  for do ing  
th i s  are t h e  top ic  of sec t ion  4. 

T h e  first goal ma ke s  t he  p r o t e c t i o n  in  the  app l i ca t ion ' s  en-  
v i r o n m e n t  las t  longer .  T h e  second  goal makes  the  a t tacker  
work h a r d e r  t o  use n e w l y - g a i n e d  privi leges to  c o r r u p t  a cri t-  
ical app l i ca t ion .  Because  we have  a s s u m e d  t h a t  acquis i t ion  
of pr ivi lege by  a n  a t t acker  c a n n o t  be  comple t e ly  p r even t ed  
or de layed  indef in i te ly ,  b o t h  goals are n e e d e d  for defense. 

We  say t h a t  a n  a p p l i c a t i o n  is defense-enabled if  mecha-  
n i sms  axe in  p lace  to  cause  m o s t  a t t ackers  to t ake  signifi- 
c a n t l y  longer  to  c o r r u p t  i t  t h a n  wou ld  be  necessary  wi th-  
ou t  t he  m e c h a n i s m s .  I n  o the r  words,  an  a t t acker  m u s t  no t  
on ly  defeat  p r o t e c t i o n  m e c h a n i s m s  in  t he  e n v i r o n m e n t ,  he 
m u s t  s p e n d  add i t i ona l  t i m e  de fea t ing  defense m e c h a n i s m s  
a d d e d  to  t he  app l i ca t ion .  Sec t ion  5 exp la ins  t h a t  m a n y  de- 
fense m e c h a n i s m s  will  t e n d  to  be  p laced  in to  middleware[2] ,  
which  is n o t  p a r t  of t he  e n v i r o n m e n t  ( in  the  t r a d i t i o n a l  sense 
we have def ined  i t  here)  b u t  is sti l l  s epa ra t e  f rom the  ap- 
p l i ca t ion ' s  func t iona l i ty .  T h i s  s e p a r a t i o n  keeps the  defense 
m e c h a n i s m s  f rom c o m p l i c a t i n g  each a p p l i c a t i o n ' s  des ign  a n d  
allows for easy  reuse  in  m u l t i p l e  app l ica t ions .  

3. A C Q U I S I T I O N  OF P R I V I L E G E  
I f  pr ivi leges cou ld  b e  o b t a i n e d  in s t an t ly ,  t he  a t t acker  could  

i m m e d i a t e l y  g rab  all t h e  pr ivi leges  n e e d e d  to  s top all ap- 
p l i ca t ion  process ing  a n d  t h u s  d e n y  all service.  No defense 
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would be possible a g a ~ s t  this unl imited at tack.  Therefore, 
defense enabling depends on slowing the  spread of privilege 
to at tackers to such degree tha t  it  renders ineffective the  
objective of shut t ing down critical services instantaneously.  

In  order to prevent  quick spread of privilege, we divide 
the system into several security domains, each with its own 
set of privileges. The intent  is to force the  at tacker  to take 
more t ime accumulat ing the privileges needed to  corrupt  the  
applications. 'This will be t rue  if: 

• Each critical appl icat ion has par ts  t ha t  are intelligently 
d is t r ibuted  across many  domains  so tha t  privilege in 
a set of several domains is needed to corrupt  it. This 
d is t r ibut ion of par t s  will be discussed in section 4. 

• The  at tacker  cannot  accumulate  privileges concurrently 
in any such set of domains. This constraint  will be dis- 
cussed la ter  in this  section. 

A security domain may  be a network host, a LAN consist- 
ing of several hosts, a router,  or some other structure.  The 
domains are chosen and configured to make best use of the  
e . ~ t i n g  protect ion in the  environment to l imit  the  spread 
of privilege. The domains must  not  overlap; for example,  if 
the  domains are sets of hosts then each host is in exact ly 
one domain. 

Each security domain  may  offer many  different kinds of 
privilege. The  following hierarchy, described in order of in- 
creasing privilege (i.e., each of these privileges subsumes all 
the previous ones), is a minimal  set t ha t  is typical  in many 
domains: 

s a n o n y m o u s  u s e r  p r i v i l e g e :  allows interact ion with 
servers in a securi ty domain only via network protocols 
such as H T T P  tha t  do not  require the  client to be 
identified; 

• d o m a i n  u s e r  p r i v i l e g e :  allows access only to a well- 
defined set of d a t a  and processes in one par t icular  se- 
curi ty domain (e.g., the  user must  "log in" to get this  
access); 

• d o m a i n  a d m i n i s t r a t o r  p r i v i l e g e :  allows reading 
and writ ing of any da t a  and s ta r t ing  and s topping 
any processing in one par t icular  security domain (e.g., 
"root" privilege on Unix hosts). 

In addit ion,  we propose to create a new kind of privilege 
in each domain to impede  the a t tacker ' s  progress towards 
collecting privileges: 

s a p p l i c a t i o n - l e v e l  p r i v i l e g e :  allows interact ion with 
a defeuse-enabled appl icat ion using application-level 
protocols (e.g., COKBA calls t ha t  query the applica- 
t ion or issue commands) .  

Application-level  privilege di~ers from other kinds of priv- 
ilege in tha t  (a) i t  is not  par t  of the  environment but  is cre- 
a ted specifically to defend an applicat ion (b) it  uses cryp- 
tographic techniques (which will be described later) (c) it  
does not  subsume any of the  other kinds of privilege and i t  
is not not  subsumed by any of them. In part icular ,  gaining 
domain adminis t ra tor  ('~root") privilege does not guaran- 
tee application-level privilege; this will be explained shortly. 
However, an at tacker wi th  application-level privilege would 
find i t  easy to control, and thus corrupt ,  an application. So 

defense enabling must  make it ha rd  for an at tacker  to get 
this privilege. 

Ideally, one would want  the  privileges to be diserete and 
the acquisition process be independant  because tha t  will 
gauarntee an increase in a t tacker ' s  risk and cost. However, 
this ideal goal can only be reached par t ia l ly  as explained be- 
low. In the sequence of anonymous, domainuser, domainadmin 
privileges, each subsumes the preveous ones, so if an at-  
tacker gains domain  admin  privilege he does not  need to 
obtain anonymous or domain user privelege. Domain privi- 
lege does not  imply  appl icat ion level privilege (or vice versa), 
as explained later ,  i t  is possible to obta in  applicat ion level 
privilege if the a t tacker  gains domain admin privilege. On 
the other hand,  a malicious in t ruder  will a t tack a critical 
applicat ion by collecting the min imum privileges needed to 
damage its integr i ty  or to s top i t  from providing service. 
Attackers typical ly  gain new privilege by  converting from 
another privelege using some flaws in the  environment as 
opposed to directly obtaining the desired level of privilege. 
In this sense the  independance goal is par t ia l ly  achieved. 

Using the  set of privileges jus t  listed, there  are three ways 
for an at tacker  to gain new privileges: 

1. C a s e  1: by convert ing domain  or anonymous user 
privilege into domain admiuis t ra tor  privilege (e.g,, ex- 
ploit ing bugs in t rus ted  services, such as ssndmaJ.1, 
tha t  have domain adminis t ra tor  privilege already); 

2. C a s e  2: by convert ing domain adminis t ra tor  privilege 
in one domain into domain ar imlu~tra tor  privilege in 
another  (e.g., using '~root" in one domain to log in as 
"root" in another);  

3. C a s e  3: by converting domain adminis t ra tor  privilege 
into application-level privilege (e.g., using '~root" priv- 
ilege to  invoke unauthor ized appl icat ion commands).  

The at tacker  must  be slowed down or prevented from gain- 
ing new privileges in each of these ways. How to do this 
will depend on the na ture  of the  domains  and therefore no 
generally-applicable rules can be given. However, security 
domains tha t  are sets of network hosts are a very common 
si tuat ion and the following discussion is applicable in this 
context.  The general idea is to  enginee~ lots of comple~t ies  
and obstacles in the  privilege escalation process so tha t  the  
at tacker work load and l ikelyhood of tr iggering detection is 
increased. 

In  the  first case, the  a t tacker  tr ies to convert domain or 
anonymous user privilege into domain  adminis t ra tor  privi-  
lege by exploit ing opera t ing  sys tem security flaws.. As ex- 
plained in section 1, we assume this will always be possible. 
We also assume tha t  it  takes some time, possibly only a 
ma t t e r  of minutes,  bu t  it  is not  instantaneous.  The t ime 
it takes can be maximized  by careful configuration of hosts 
and ftrewalls, for example,  by applying the latest  operat ing 
system patches, disabling or blocking unnecessary network 
protocols, and  making the  password file unreadable.  

In the second case, our object ive will be achieved if the  
at tacker is prevented from converting a~lmlnistrator privi- 
lege in one domain into v~hninistrator privilege in another.  
This can be done by proper  host  configuration and adminis- 
t ra t ion,  and having a heterogeneous environment with vari- 
ous types  of hardware and opera t ing  systems. For example, 
hosts in different domains must  not  respect  each other 's  priv- 
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l ieges. Th i s  forces t h e  a t t a c k e r  to  s t a r t  f r om s c r a t c h  w h e n  
t r y i n g  to  ga in  p r iv i l ege  in each d o m a i n .  

Once  h a v i n g  b e c o m e  a d o m a i n  a d m i n i s t r a t o r ,  t h e  a t t a c k e r  
can  qu ick ly  d a m a g e  a p p l i c a t i o n  p rocesses  in  t h a t  d o m a i n  
s i m p l y  b y  s t o p p i n g  t h e m .  W i t h  th is  pr iv i lege ,  he  can  b y p a s s  
t h e  o p e r a t i n g  s y s t e m  access  con t ro l s  t h a t  w o u l d  n o r m a l l y  
p r e v e n t  t h i s  d a m a g e .  Th i s  damas;e ,  t h o u g h ,  is cont~d~aed 
b e c a u s e  t h e  a p p l i c a t i o n  is d i s t r i b u t e d  across  m a n y  sec t t r i ty  
d o m a i n s .  

I n  t h e  t h i r d  case,  a d e f e n s e - e n a b l e d  a p p l i c a t i o n  m u s t  use  
c r y p t o g r a p h i c  t e c h n i q u e s  t o  p r e v e n t  t h e  a t t a c k e r  f rom gain-  
ing  a p p l i c a t i o n - l e v e l  pr iv i lege .  A n  a~.tacker h a v i n g  th i s  p r iv i -  
lege w o u l d  b e  worse  t h a n  an a t t a c k e r  who  b e c o m e s  a d o m a i n  
a d m i n i s t r a t o r  b e c a u s e  d i r e c t  a t t a c h s  on  t h e  a p p l i c a t i o n  can -  
n o t  b e  c o n e n e d  t o  a s ingle  s e c u r i t y  d o m a i n  a n y m o r e :  w i t h  
a p p l i c a t i o n - l e v e l  pr iv i lege ,  t h e  a t t m t e r  m a s q u e r a d e s  as  p a r t  
of t h e  a p p l i c a t i o n  i tself ,  b y p a s s i n g  i ts  access  con t ro l s  a n d  
caus ing  i t  to b e h a v e  i n c o r r e c t l y  hy  s end ing  i t  b o g u s  com-  
m a n d s  a n d  d a t a ,  w h i c h  t h e  a p p l i c a t i o n  i t se l f  p r o p a g a t e s  
across  t h e  b o u n d a r i e s  b e t w e e n  s e c u r i t y  d o m a i n s .  T h e  fol- 
lowing t e c h n i q u e s  are  t h e r e f o r e  essen t i a l  for eve ry  defense-  
e n a b l e d  c r i t i ca l  a p p l i c a t i o n :  

• A p p l i c a t i o n  p roces ses  m u s t  b e  s t a r t e d  w i t h  a u t h e n t i -  
ca t ion ,  e.g.,  e x e c u t a b i e s  a re  s t o r e d  on  d i sk  e n c r y p t e d  
w i t h  p a s s w o r d s  k n o w n  on ly  t o  a u t h o r i z e d  users  a n d  
o t h e r  a p p l i c a t i o n  processes ;  

s A l l  c o m m u n i c a t i o n  b e t w e e n  a p p l i c a t i o n  p rocesses  is 
d i g i t a l l y  s i gned  w i t h  p r i v a t e  keys  k n o w n  on ly  t o  t h e  
a p p l i c a t i o n  i t se l f  a n d  uses s equence  n u m b e r s  t o  p re -  
ven t  rep lay .  

T h e s e  t e c h n i q u e s  wil l  m a k e  i t  h a r d  for an  a t t a cke r ,  even  
one  w i t h  d o m a i n  a d m i n i s t r a t o r  pr iv i lege ,  to  m a s q u e r a d e  as  
p a r t  of  t h e  a p p l i c a t i o n .  A s s u m i n g  t h e  e n c r y p t i o n  is un-  
brealc~ble,  t h e  a t t a c k e r  wi l l  b e  u n a b l e  t o  c o r r u p t  t h e  app l i -  
c a t i o n  p roces s '  c o d e  on  disk .  A~suming  t h e  d i g i t a l  s igna-  
t u r e s  a re  u n b r e a k a b l e ,  t h e  a t t a c k e r  wilt  b e  u n a b l e  t o  d i s r u p t  
c o m m u n i c a t i o n  s. However ,  s o m e o n e  w i t h  d o m a i n  sr l rnin-  
i s t r a t o r  p r iv i l ege  c o u l d  ga in  a p p l i c a t i o n - l e v e l  p r iv i l ege  w i t h  
e n o u g h  effort .  Fo r  e x a m p l e ,  w i t h  a d m i n i s t r a t o r  p r iv i lege ,  
one  can  r e a d  t h e  core  i m a g e  of  a r u n n i n g  process ,  m o d i f y  i t  
t o  change  t h e  p roces s '  b e h a v i o r ,  or  s ea rch  i t  to  f ind  t h e  p r i -  
v a t e  keys  used  for d ig i t a l  s ignatm-es .  T h i s  a t t a c k  c o u l d  b e  
m a d e  h a r d e r  w i t h  t e c h n i q u e s  for concea l ing  or  r a n d o m i z i n g  
t h e  l o c a t i o n  of  d a t a ,  e.g.,  passworc~ ,  w i t h i n  a core  image .  I n  
p rac t i ce ,  however ,  t h e  effort  n e e d e d  for th i s  k i n d  of  a t t a c k  
is l ike ly  to  b e  m u c h  g r e a t e r  t h a n  t h e  effort  n e e d e d  s i m p l y  
to  ki l l  all  a p p l i c a t i o n  p roces ses  i~  t h e  d o m a i n ,  fol lowed b y  
a t t a c k s  on o t h e r  d o m a i n s .  

F ina l ly ,  t h e  a t t a c k e r  m u s t  n o t  b e  ab le  to  g a t h e r  p r iv i -  
leges in m a n y  d o m a i n s  concu r r en t l y .  Th i s  c o n s t r a i n t  m e a n s  
t h a t  an  a t t a c k  on  a n  a p p l i c a t i o n  in m u l t i p l e  d o m a i n s  c a n n o t  
go j u s t  as fas t  as  an  a t t a c k  on  one  s ingle  d o m a i n .  A n  a t -  
t a c k  t h a t  p r o c e e d s  sequen t i a l ly ,  r a t h e r  t h a n  concur ren t ly ,  is 
ca l l ed  a sLaged a t t a c k .  Defense  e n a b l i n g  ret ies  on  an  a t t a c k e r  
us ing  on ly  s t a g e d  a t t a c k s .  W e  ,:an e i t he r  s i m p l y  a s s u m e  
t h a t  a t t a c k e r s  a r e  l i m i t e d  to  s t a g e d  a t t a c . b  or  we can  t r y  
to  m a k e  t h e  a l t e r n a t i v e  h a r d e r  to  accompl i sh .  As  a p r a c t i -  
ca l  m a t t e r ,  m o s t  a t t a c k e r s  wil l  g a t h e r  p r iv i l eges  s e q u e n t i a l l y  
as  t h e y  exp lo r e  a s y s t e m ' s  infras~.ructure,  so th is  is n o t  an  

s a t  a logical  level~ b e c a u s e  t he  a t t a c k e r  can  d i s r u p t  t h e  
p h y s i c a l  c o m m u n i c a t i o n  b y  c u t t i n g  t h e  cables ,  for ins tance .  

u n r e a s o n a b l e  a s s u m p t i o n .  O n  t h e  o t h e r  h a n d ,  some  a t t a c k s  
can  b e  a u t o m a t e d  a n d  c a r r i e d  o u t  m a n y  t i m e s  in para l l e l ,  so 
in  t h e  wors t  case  t h e  a t t a c k e r  c a n  v io l a t e  an  a s s u m p t i o n  of  
s tag ing .  T h i s  wor s t  case  c a n  b e  m a d e  less l ike ly  b y  des ign-  
ing  an  a p p l i c a t i o n  to  use  a d ive r se  se t  of  s ecu r i t y  d o m a i ~  
D i v e r s i t y  m e a n s  t h e  a t t a c k e r  m a y  n e e d  to  p r e p a r e  s e p a r a t e  
a t t a c k s  for each  k i n d  of d o m a i n .  I t  m a y  also b e  poss ib l e  t o  
enforce s t a g i n g  b y  conf igu r ing  f i rewal ls  so t h a t  an  a t t a c k e r  
c a n n o t  access  r e m o t e  d o m a i n s  a t  al l  w i t h o u t  f i rs t  ga in ing  
pr iv i leges  in  n e a r b y  ones.  T h i s  p a p e r  does  n o t  add re s s  t h e  
issue  how to  enforce  s t a g i n g  b u t  h e n c e f o r t h  a s sumes  t h a t  
on ly  s t a g e d  a t t a c k s  a r e  poss ib le .  

T h i s  s ec t ion  has  s h o w n  how defense  e n a b l i n g  m a k e s  an  
a t t a c k e r  t a k e  longer  to  co l lec t  p r iv i leges .  T h e  n e x t  sec t ion  
shows how th i s  e x t r a  t i m e  can  b e  u s e d  for defense.  

4. C O N T R O L  OF R E S O U R C E S  
I n  t h e  t r a d i t i o n a l  a p p r o a c h  t o  c o m p u t e r  secur i ty ,  t h e  de-  

f ende r  is g iven  a d d i t i o n a l  p r iv i l ege  in i t ia l ly ,  wh ich  is u sed  
for  s e t t i n g  u p  s t a t i c  p r o t e c t i o n  b o t h  for c r i t i ca l  a p p l i c a t i o n s  
a n d  for e n s u r i n g  t h a t  t h e  a t t a c k e r  m u s t  neve r  ge t  d o m a i n  
a d m i n i s t r a t o r  p r iv i l ege  for  h imse l f .  I n  c o n t r a s t ,  defense  en-  
a b l i n g  a s sume s  t h e  a t t a c k e r  will e v e n t u a l l y  ga in  d o m a i n  ad-  
m i n i s t r a t o r  p r iv i l ege  in  s o m e  s e c u r i t y  d o m a i n s ,  a n d  in  t hose  
d o m a i n s  t h e  a t t a c k e r  a n d  d e f e n d e r  wil l  b e  in s y m m e t r i c a l  
pos i t ions .  W h a t  t h e n ?  Se c t i on  3 s h o w e d  how t h e  de fende r  
cam se t  u p  a new k i n d  o f  p r iv i l ege  a t  t h e  a p p l i c a t i o n  level  
a n d  t r y  to  p r o t e c t  i t  u s ing  c r y p t o g r a p h y .  B u t  t h e  de fende r  
c a n  also use  d o m a i n  a d m i n i s t r a t o r  p r iv i l ege  t o  d i s p u t e  t h e  
a t t a c k e r ' s  c on t ro l  of  d o m a i n s .  T h i s  is e spec ia l ly  i m p o r t a n t  
in  l igh t  of  t h e  o b s e r v a t i o n  t h a t  t h e  a t t a c k e r  a n d  t h e  c r i t i ca l  
a p p l i c a t i o n s  c o m p e t e  over  s y s t e m  resources :  t h e  a p p l i c a t i o n  
needs  t h e m  a n d  t h e  a t t a c k e r  a t t e m p t s  to  t a k e  t h e m  away  
f rom t h e  a p p l i c a t i o n .  T h i s  s e c t i on  d iscusses  t h e  capab i l i t i e s  
t h a t  can  b e  u sed  to  t i p  t h e  b a l a n c e  away  f rom t h e  a t t a cke r .  
T h e y  inc lude :  

• U s e  o f  r e d u n d a n c y :  C r e a t i n g  m u l t i p l e  s e c u r i t y  do-  
m a i n s  is n o t  b y  i t se l f  suff ic ient  to  force  t h e  a t t a c k e r  to  
s p e n d  m o r e  t i m e  co l l ec t ing  p r iv i l eges :  i f  some  d o m a i n  
were  a s ingle  p o i n t  of  f a i lu re  for t h e  a p p l i c a t i o n ,  t h e  a t -  
t a c k e r  w o u l d  n e e d  on ly  t o  ga in  d o m a i n  a d m i n i s t r a t o r  
p r iv i l ege  in t h a t  d o m a i n  a n d  kil l  a p p l i c a t i o n  processes  
the re .  C l e a r l y  t h e  a p p l i c a t i o n  m u s t  b e  d i s t r i b u t e d  re-  
d u n d a n t l y  across  t h e  d o m a i n s .  

T h e  s i m p l e s t  s o l u t i o n  is t o  r e p l i c a t e  eve ry  essen t ia l  
p a r t  of  t h e  a p p l i c a t i o n  a n d  p l a c e  t h e  r ep l i cas  in  dif- 
fe rent  d o m a i n s .  D o i n g  th i s  t u r n s  t h e  p r o b l e m  of  de-  
fense in to  a p r o b l e m  of  f au l t  t o l e r ance ,  w h e r e  a "faul t"  
is t h e  c o r r u p t i o n  of  a s ingle  r e p l i c a  b y  t h e  a t t acke r .  
T h e  rep l i cas  m u s t  b e  c o o r d i n a t e d  to ensu re  t h a t ,  as a 
g roup ,  t h e y  will  n o t  b e  c o r r u p t e d  w h e n  t h e  a t t a c k e r  
succeeds  in  c o r r u p t i n g  s o m e  o f  t h e m .  M a n y  p r o t o c o l s  
for f au l t  t o l e r a u t  r e p l i c a  c o o r d i n a t i o n  exist[15],  [5],[12], 
[14]. 

T h e  f au l t  t o l e r a n c e  p r o b l e m  t o  solve  b e c o m e s  h a r d e r  
or  eas ie r  d e p e n d i n g  on  w h e t h e r  t h e  a t t a c k e r  is ab le  t o  
ga in  a p p l i c a t i o n - l e v e l  p r iv i lege .  I f  t h e  a t t a c k e r  c a n n o t  
ga in  a p p l i c a t i o n - l e v e l  p r iv i l ege  t h e n  a p p l i c a t i o n  rep l i -  
cas  will ,  a t  wors t ,  c r a s h  w h e n  c o r r u p t e d ,  a n d  so i t  wil l  
n o t  b e  n e c e s s a r y  for  t h e  a p p l i c a t i o n  t o  use  t h e  m o r e  
e x p e n s i v e  p r o t o c o l s  t h a t  p r o t e c t  a ga in s t  ~Byzant ine"  
cor rup t ion[3] .  If,  on  t h e  o t h e r  h a n d ,  t h e  a t t a c k e r  does  
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gain application level privilege, such expensive proto- 
cols become necessary. In  one of our research efforts, 
we assume attackers cannot  get application level priv- 
ilege and in another we relax tha t  assumption and ex- 
plore the use of hybrid-mode fault-tolerance and dy- 
namic switching between tolerating crash and Byzan- 
t ine failures of application replicas. 

Redundancy  is not necessarily restricted to redundant  
processes (replicas as described above) or hosts and 
security domains. Communicat ion redundancy in the 
form of r edundan t  bandwidth  or al ternate network path 
must  also be used by the defense. 

M o n i t o r i n g :  As with any other conflict si tuation, in- 
formation superiority is an advantage. Therefore, it 
is impor tant  that  the defense is aware of incidents in 
the environment  tha t  are related to attacks and their 
impact  on the system resources. Intrusion detection 
systems (IDSs)[8] can be used, to collect da ta  at the 
infrastructure level about  possible attacks. Data  col- 
lected at the application level is also desirable, though, 
because it can give a more comprehensive view of the 
nature  of the attack and more insight into potential  
remedies, and because it is more relevant to the needs 
of the application. Two kinds of monitoring are im- 
por tant  at the application level: 

1. Quali ty of Service (QoS): whether the application 
is getting the QoS it needs from its environment  
and whether it is providing the QoS required by 
its users. A decrease of either QoS measure is a 
potential  indication of a possible attack. 

2. Self-checking: whether the application continues 
to satisfy invariants specified by its developers. A 
violation of such invariants is an indication that  
the application is corrupt, possibly because the 
attacker has gained application-level privilege. 

A d a p t a t i o n :  It  should be obvious that  survival is 
impossible without adaptat ion.  The consequence of 
attacker's abuse of the obtained privilege is, almost 
always, some change in the application's environment  
ranging from loss or corruption of application compo- 
nents  to loss or corruption of resources need by the 
application. If the application is not  able to adapt  to 
the changed si tuation,  the application will not be able 
to survive. This kind of adaptat ion may take various 
forms. If the attacker denies resources to a critical 
application, for example by flooding communicat ion 
channels, the defense mechanism may try to adapt  to 
restore the QoS it needs or the application may adapt 
to live with the reduced resource (thereby degrading 
the service it offers). If the source of an attack can 
be diagnosed with high confidence, resources can be 
denied to the attacker, for example, by killing the at- 
tacker's processes. 

Each of these capabilities are worth separate discussions. 
We have discussed how to use replication and intrusion de- 
tection services to develop adaptive applications tha t  survive 
certain kinds of attacks in [10]. We will outline our work on 
use of mixed mode fault tolerance in intrusion tolerance in 
an upcoming p a p e r  [6], and in the next  Section, we briefly 

application 
level 
QoS mgmt 
level 
infrastructure 
level 

Defeat I Work Around Guard Against 
Attack I Attack Future Attack 
retry failed redirect reqst; increase 
request degrade srvc self-checking 
reserve CPU, migrate tighten crypto, 
bandwidth replicas access control 
block IP change ports, configure 
sources protocols IDSs 

T a b l e  1: A c l a s s i f i c a t i o n  o f  defe rmive  a d a p t a t i o n s  

discuss the various ways defensive adaptat ion can be used 
in application's survival. 

Note tha t  it is possible for the attacker to defeat or abuse 
any of these capabilities if he manages to acquire sufficient 
privilege. For instance, with domain privilege, he can per- 
haps jeopardize the replication mechanism by shut t ing down 
the replication management  components  tha t  run in that do- 
main.  Similarly, with application privilege he can defeat the 
application level self-checking which a~ects the application 
across domain boundaries.  We assume that  it is not  possible 
to prevent attacks on defense mechanisms that  offer these 
capabilities, jus t  as much as it is not  possible to prevent 
the attacks on the application tha t  these mechanisms aim to 
protect. However, we have showed tha t  the attacker's acqui- 
sition of privilege can be prevented or slowed down earlier, 
which makes such attacks on the capabilities more difllcult 
and t ime consuming. Note also that ,  even though protec- 
tion of defense mechanisms ar.e not perfect, they raise the 
bar tha t  an attacker has to overcome in order to successfully 
stop a critical application from functioning. 

5. USE OF DEFENSIVE ADAPTATION IN 
APPLICATION'S SURVIVAL 

One can think of multiple dimensions in which defensive 
adaptat ion c~n be used. The level of system architecture at 
which these adaptat ions work is one such dimension. At the 
top end along this "dimension are defensive adaptations in- 
volving the application itself: for instance, in the face of an 
attack the application may find an al ternate way to proceed 
or degrade its service expectations. At the other end along 
this dimension are defensive adaptat ions tha t  involve ser- 
vices from the operat ing system and network level, such as 
changing the details of how application components commu- 
nicate among themselves. Between these two are defensive 
adaptat ions tha t  manipula te  QoS management  facilities to 
obtain the QoS it needs. 

In  another dimension, adaptat ions dither according to how 
aggressively the attack can be countered. At best, the at- 
tack can be defeated, i.e., the effect of the attack on the 
application can be completely canceled. Second best is for 
the application to work around the attack, avoiding its ef- 
fects. Finally, if the attack can neither be defeated nor its 
effects avoided the application can make changes to protect 
against similar attar.ks in the future. 

Table 1 shows some example adaptat ions based on the 
two dimensions described above. The table is not intended 
to be comprehensive: undoubtedly  others can be invented 
or would be available with specific operating systems. There 
may also be other useful categories; for example, the table 
does not  show any adapta t ion  involving "honeypots" where 
an attacker is lured into wasting effort on a decoy. 

Attacks can be thought  of as two broad kinds: 
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1. d i r ec t  a t t a c k s  aga in s t  t h e  a p p l i c a t i o n ,  for e x a m p l e  by  
d i s r u p t i n g  t h e  c o m m u n i c a t i o n  b e t w e e n  i t s  p a r t s ;  

2. i nd i r ec t  a t t a c k s ,  in  wh ich  resources  n e e d e d  b y  t h e  ap -  
p l i c a t i on  a re  den ied .  

This categorization provides the third dimension for classify- 
ing defens ive  a d a p t a t i o n s :  some  w o r k  a g a i n s t  d i r ec t  a t t a c k s  
a n d  s o m e  a g a i n s t  i n d i r e c t  a t t a c k s .  D i r e c t  a t t a c k s  are  coun-  
t e r e d  b y  t h e  m e c h a n i s m s  w o r k i n g  a t  t h e  a p p l i c a t i o n  level,  
p lus  t h e  use  of  encryp. t ion .  A n  i n d i r e c t  a t t a c k  m i g h t  b e  
c o u n t e r e d  by  m e c h a n i s m s  t h a t  a r e  a t  va r ious  levels of  t h e  
s y s t e m  a r c h i t e c t u r e ,  b u t  genera l ly ,  lower- level  m e c h a n i s m s  
are  m o r e  focused .  Fo r  e x a m p l e ,  conf igur ing  a f i rewall  to  
b lock  p a c k e t s  f rom a p a r t i c u l a r  so~arce is a h igh ly  focused  
defense,  b u t  one  t h a t  n e e d s  d e t a i l e d  i n f o r m a t i o n  a b o u t  t h e  
a t t a c k  t o  have  b e e n  co l l ec t ed  f i rs t .  A t  t h e  QoS level ,  f lood-  
ing  t h e  n e t w o r k  can  b e  c o u n t e r e d  b y  b a n d w i d t h  r e se rva t ion ,  
o v e r - c o n s u m p t i o n  of  C P U  t h r o u g h  s£hedu l ing  a n d  p r io r i t i e s ,  
c r a s h i n g  o f  a n o d e  r u n n i n g  a n  a p p l i c a t i o n  c o m p o n e n t  by  mi -  
g r a t i n g  t h e  c o m p o n e n t  e l sewhere ,  a n d  r e l a t i v e l y  p r i v i l e ge d  
o p e r a t i o n s  can  b e  d i s a b l e d  w i t h  access  con t ro l  i f  t h e r e  is a 
h igh  r i sk  t h a t  t h e y  m i g h t  b e  u s e d  mal ic ious ly .  

W h e t h e r  i t  c a n  b e  u sed  for p r o t e c t i o n  f rom a t t a c k  as  well  
as  for  r e s p o n s e  to  a t t a c k ,  or  j u s t  for r e s p o n s e  a lone,  seems  t o  
b e  y e t  a n o t h e r  w a y  t o  c lass i fy  defens ive  a d a p t a t i o n .  Mech-  
an i sms  n e e d e d  to  s u p p o r t  s o m e  of  ' the defens ive  a d a p t a t i o n  
d e s c r i b e d  in  t a b l e  1, can  a~so be  u s e d  for p r o t e c t i o n .  For  
i n s t ance ,  one  can  s t a r t  w i t h  a h igh  level  of  se l f -checking  or  a 
v e r y  t i g h t  access  con t ro l  o r  a C P U  or  b a n d w i d t h  r e se rva t ion .  
W h i l e  th i s  m a y  offer b e t t e r  p r o t e c t i o n  t o  b e g i n  w i th ,  s o m e  of  
t h e m  come  w i t h  a h igh  p r i ce  t ag .  Fo r  i n s t ance ,  a n  H3S con-  
f i gu red  to  b e  v e r y  sens i t i ve  t o  a t t a c k ,  has  s ign i f ican t  cos t s  
a n d  so needs  t o  b e  u s e d  spa r ing ly .  A n o t h e r  case  in  p o i n t  
is t h e  use  of  B y z a n t i n e  t o l e r a n c e  -~echniques in  r e p l i c a t i o n  
m a n a g e m e n t :  a l t h o u g h  i t  wil l  offer b e t t e r  p r o t e c t i o n  a ga in s t  
c o r r u p t i o n  i t  m a y  b e  i m p r a c t i c a l l y  e x p e n s i v e  t o  r e p l i c a t e  
a l l  c o m p o n e n t s  of  a n  a p p l i c a t i o n  in a B y z a n t i n e - t o l e r a n t  
m o d e .  Th i s  is one  of  t h e  p r i m a r y  r ea sons  we a re  i nves t i ga t -  
ing  a d a p t i v e  use  of  m i x e d - m o d e  r e p l i c a t i o n  [6], w h e r e  on ly  
s o m e  of  t h e  a p p l i c a t i o n  componen ' t s  wil l  be  r e p l i c a t e d ,  a n d  
t o l e r a n c e - m o d e s  can  be  s w i t c h e d  b e t w e e n  c r a s h  a n d  B y z a n -  
t ine .  F u r t h e r m o r e ,  r u n n i n g  in Ubest p r o t e c t i o n  n m o d e  m a y  
i m p e d e  t h e  n o r m a l  f u n c t i o n i n g  of  the  s y s t e m  in some  eases  
a n d  so s h o u l d  b e  u sed  on ly  w h e n  necessary .  FOr in s t ance ,  
d i s a b l i n g  h i g h l y  p r i v i l e g e d  o p e r a t i o n s  m a y  b e  t h e  safes t  op-  
t ion ,  b u t  o p e r a t o r s  a n d  a r l rn i~ i s t r a to r s  will  need  t h e s e  to  
p e r f o r m  t h e i r  t a sks .  T h e s e  o b s e r v a t i o n s  p o i n t  o u t  t h e  im-  
p o r t a n c e  of  t h e  c a p a b i l i t y  to  c h a n g e  b e t w e e n  va r ious  m o d e s  
a n d  t h e  a s s o c i a t e d  t rade-of f s ,  wh ich  a r e  f u n d a m e n t a l  to  our  
su rv iva l  b y  defense  a p p r o a c h .  

Defens ive  a d a p t a t i o n ,  as  d e s c r i b e d  so far ,  is m o s t l y  resc .  
~ e ,  i.e., t h e s e  a d a p t a t i o n s  t a k e  p l a c e  in r e s p o n s e  to  some  
t r i gge r s  ( m o s t  o f t en  t h e  moni tor in l~  m e c h a n i s m s  a re  r e s p o n -  
s ib le  for  g e n e r a t i n g  t h e  t r igge r s ) .  Defeus ive  a d a p t a t i o n  cou ld  
b e  p r o - a c t i v e  as  we l l ,  in  w h i c h  case  t h e  a d a p t a t i o n  t a k e s  
p l ace  w i t h o u t  a n y  e x t e r n a l  t r igger ,  Fo r  e x a m p l e ,  a c l ient  
c a n  p e r i o d i c a l l y  c h a n g e  t h e  s e rve r  i t  t a l k s  to, or  a se rv ice  
p r o v i d e r  p e r i o d i c a l l y  changes  t h e  p o r t  t h r o u g h  which  i t  of- 
fers i t s  services .  T h i s  k i n d  of  a~ . ap t a t i on  is gene ra l ly  ap -  
p r o p r i a t e  for l i m i t i n g  t h e  a t t a c k e r ' s  k n o w l e d g e  a b o u t  t h e  
c r i t i ca l  s y s t e m .  

A d e t e r m i n e d  a t t a c k e r  c a n  p o t e n t i a l l y  o v e r c o m e  t h e  ef- 
fec ts  of  defens ive  a d a p t a t i o n  if  he  c a n  eas i ly  p r e d i c t  t he  

a d a p t i v e  response .  Fo r  i n s t ance ,  cons ide r  an  a t t a c k e r  whose  
o b j e c t i v e  i t  is t o  cu t  off a p a r t i c u l a r  i n t e r - o b j e c t  i n t e r a c t i o n  
b y  f lood ing  an  a p p r o p r i a t e  n e t w o r k  s egmen t .  I f  t h e  defens ive  
a d a p t a t i o n  r e s p o n d s  w i t h  e s t a b l i s h i n g  a b a n d w i d t h  reserva-  
t ion ,  t h i s  a t t a c k  wil l  b e  t h w a r t e d  a t  f irst .  I f  however ,  t h e  
r e sponse  is p r e d i c t a b l e ,  t h e  a t t a c k e r  m a y  c o m e  wi th  a two 
s t a g e  s t r a t e g y :  in t h e  f i rs t  s t age ,  h e  wil l  e i t he r  exp lo i t  t h e  
r e s e r v a t i o n  m e c h a n i s m  t o  e s t a b l i s h  a l a rge  r e s e r v a t i o n  for 
h i m s e l f  or  a t t a c k  t h e  b a n d w i d t h  m a n a g e m e n t  m e c h a n i s m  
to  m a k e  i t  ineffect ive.  T h e n  in  t h e  second  s tage ,  he will  
f l ood  t h e  ne twork .  To cope  w i t h  th i s  k i n d  of  p l a n n e d  a t -  
t acks ,  some  u n c e r t a i n t y  n e e d s  to  b e  i n j e c t e d  in  t h e  defense  
so t h a t  t h e  a d a p t i v e  r e s p o n s e  is n o t  p r e d i c t a b l e  to  t h e  a t -  
t acke r .  Th i s  u n c e r t a i n t y  can  c o m e  f rom some  secre t  t h a t  is 
n o t  k n o w n  t o  t h e  a t t a c k e r  or  can  be  b a s e d  u p o n  s o m e  non-  
d e t e r m i n i s m  i n c o r p o r a t e d  in  t h e  a d a p t a t i o n  m e c h a n i s m .  I n  
genera / ,  u n c e r t a i n t y  s e e m s  t o  e n h a n c e  t h e  va lue  of  defens ive  
a d a p t a t i o n ,  e spec ia l ly  in  t h e  c o n t e x t  of  p l a n n e d  a n d  coord i -  
n a t e d  a t t a c k s .  

T h e  defense  s t r a t e g y  of  a p a r t i c u l a r  c r i t i ca l  a p p l i c a t i o n  
m a y  invo lve  use  of  m u l t i p l e  defens ive  a d a p t a t i o n s .  I n c o r p o -  
r a t i n g  m u l t i p l e  m e c h a n i s m s  r e q u i r e d  for i n d i v i d u a l  defens ive  
a d a p t a t i o n  in to  a s ingle  a p p l i c a t i o n  c a n  g r e a t l y  c o m p l i c a t e  
t h e  a p p l i c a t i o n ' s  des ign .  F o r t u n a t e l y ,  eve ry  one of t h e s e  
m e c h a n i s m s  is o r t h o g o n a l  to  a n  a p p l i c a t i o n ' s  func t iona i i ty l  
i.e., t h e  a p p l i c a t i o n  s h o u l d  c o m p u t e  t h e  s a m e  resu l t s  r e g a r d -  
less of  w h e t h e r  or  how m a n y  defense  a d a p t a t i o n s  have  b e e n  
used .  I n  o t h e r  words ,  e v e r y  one  o f  t h e s e  a d a p t a t i o n s  changes  
h o w  a n  a p p l i c a t i o n  c o m p u t e s  i t s  r e su l t s ,  n o t  what  r e su l t s  a r e  
c o m p u t e d .  T h i s  o r t h o g o n a l i t y  a l lows t h e  des ign  of  defenses  
to  b e  s e p a r a t e d  fTom t h e  des ign  o f  func t iona l i t y .  

S e p a r a t i n g  t h e  des ign  of  t h e  f u n c t i o n a l  (or  bus iness )  as- 
p e c t s  of  t h e  a p p l i c a t i o n  f r o m  t h e  de s ign  of  defens ive  a d a p -  
t a t i o n  is g o o d  so f tware  eng inee r ing .  I t  is on ly  n a t u r a l  to  
p u t  t h e  l a t t e r  i n to  m i d d l e w a r e  [2], w h i c h  ac ts  as an  in te r -  
m e d i a r y  b e t w e e n  t h e  a p p l i c a t i o n  a n d  t h e  i n f r a s t r u c t u r e  a n d  
p r o v i d e s  va r ious  se rv ices  t o  t h e  a p p l i c a t i o n  t r a n s p a r e n t l y .  
I n  a d d i t i o n ,  a d v a n c e d  m i d d l e w a r e  such  as  Q u O  ( shor t  for 
Q u a l i t y  O b j e c t s ) i l l ] ,  p r o v i d e s  s u p p o r t  for a d a p t i v e  b e h a v -  
ior  a n d  QoS awaxenees  w h i c h  is e spec i a l l y  useful  for  defen-  
s ive a d a p t a t i o n  a n d  m o n i t o r i n g .  T h i s  w a y  t h e  f u n c t i o n a l i t y  
a n d  the  defense  m e c h a n i s m s  c a n  b e  d e v e l o p e d  in  a decou-  
p l e d  m a n n e r .  Idea i iy ,  de fens ive  s t r a t e g i e s  a n d  m e c h a n i s m s  
w o u l d  b e  r e u s a b l e  for m a n y  d i f fe ren t  a pp l i c a t i ons .  I n  fact ,  
in  m o s t  cases,  t h e r e  s eems  to  b e  a f a i r ly  gene ra l  a n d  r e u s a b l e  
m e c h a n i s m  t h a t  i n t e r p r e t e s  or  enforces  a p p l i c a t i o n  specif ic  
p a r a m e t e r s  or  ru les .  F o r  i n s t ance ,  t h e  s~=-e access  con t ro l  
m e c h a n i s m  can  b e  u sed  in  d i ~ e r e n t  a p p l i c a t i o n s  w i t h  differ- 
en t  access  c on t ro l  pol ic ies .  However ,  t h e r e  a re  cases  w h e r e  
t h e  m e c h a n i s m s  a re  m o r e  c lose ly  t i e d  w i t h  t h e  app l i c a t i on .  
Fo r  e x a m p l e ,  se l f -checklng  of  a p p l i c a t i o n  i nva r i an t s  wil l  de-  
p e n d  on  a p p l i c a t i o n - s p e c i f i c  d a t a  s t r u c t u r e s .  

6. ISSUES A N D  L I M I T A T I O N S  
T h e  use  of  d i s jo in t  s e c u r i t y  d o m a i n s  n o t  on ly  r e su l t s  in  re-  

d u n d a n c y  ( t h a t  t h e r e  a re  m u l t i p l e  d o m a i n s )  b u t  also he t e ro -  
gen ie ty  (s ince  ga in ing  access  t o  one  d o m a i n  does  n o t  gua r -  
an t ee  t h e  s a m e  in o t h e r  d o m a i n s ) .  T h i s  is he lp fu l  in t e r m s  
r e p l i c a t i n g  a p p l i c a t i o n  c o m p o n e n t s  s ince  th i s  m a k e s  i t  diffi- 
cu l t  t o  success fu l ly  a t t a c k  m u l t i p l e  rep l /cas .  O u r  use  of  ap -  
p l i c a t i o n  level  r e p l i c a t i o n  is f u r t h e r  s u p p o r t e d  b y  d y n a m i c  
a d a p t a t i o n  t e c h n i q u e s  ( such  as choos ing  t h e  p l a c e  to  s t a r t  a 
new r e p l i e c a  u n p r r e d i c t a b l e ) .  

76 



Our approch to  prevent  quick spreading of privilege by 
using securi ty  domains  and  appl ica t ion  level privilege can 
be combined with  t rad i t iona l  mechanims like firewalls, even 
though a firewall can be a single point  of failure. However, 
unlike firew-ails, our appl icat ion level privilege mechanism 
involves cryptographic  keys. We assume tha t  the  signs- 
tures are unforgeable. We also assume tha t  the keys are 
d i s t r ibu ted  a-priori  in a t rus t ed  manner .  The  reliance on 
crypto  systems is a l imi ta t ion  [1], bu t  addressing i t  is be- 
yond the  scope of our work. In addit ion,  in the  context  of 
a mission crit ical appl icat ion the  overhead associated with 
enforcing the appl icat ion level privilege may  impac t  its per-  
formance level. 

Defense-enabling makes use of the  capabil i t ies  of  various 
defense mechanisms.  However, it  is not  simple to  combine 
mult iple  mechanisms in a defense s t ra tegy since different 
mechanisms may  have conflicting goals and  assumptions.  
Al though the defense mechavl r ,  s used in a defense enabled 
appl icat ion is coordinated  at  runt ime by the  QuO adapt ive  
middleware,  the  ini t ial  work of designing and  implement-  
ing a defense s t ra tegy  t h a t  involves selection of appropr ia te  
mechanism, potent ia l  conflict analysis and resolution has to 
be done manual ly  by an expert .  

Finally, defense-enabling relies on the fact t ha t  a t tacks 
proceed sequential ly  so t ha t  the  appl icat ion have t ime to 
make defensive response. As noted  in Section 3, there  are 
at tacks tha t  may  not  follow sequential  stages. For instance, 
DDOS at tacks  involving a t t ackbo t s  or zombies can all at-  
tack a ta rge t  simultaneously.  However, if we consider the  
act of placing zombies as pa r t  of the  a t tack  we can clearly 
see a sequence of gaining privilege, insert ing processes and 
then  tr iggering the  at tack.  The  problem here is that. the  
most  of the  p repara to ry  sequences of such an a t tack  can go 
undetec ted  and can be carried over a large per iod of t ime  
making it ha rd  to correlate.  One aproach we are exploring 
in this  regard  is to employ autonomous  low level mecha- 
nisms tha t  perform knee-jerk react ion to anomalies  within a 
host. The idea is t ha t  each host  will act on its own as soon 
as it  sees an anomaly wi thout  the  need for a coordinated  
detect ion and corelat ion of events. For example,  as soon as 
i t  sees an anomalous file in a local disk i t  may  erase tha t  
file. This react ion will then  be followed up by  more coordi- 
na ted  domain  or system-wide responses taken at  the  higher 
levels. For instance mul t ip le  ocurrance of such a myster ious 
file may  lead to isolating tha t  host  from its domain.  

7. RELATED WORK 
MAFTIA[7~ is an E S P R I T  project  developing an open 

architecture for t ransact ional  opera t ions  on the  Internet .  
M A F T I A  models  a successful a t t ack  on a securi ty domain,  
leading to  corrupt ion of processes in tha t  domain,  as a '~ault";  
the  archi tecture  then  exploits  approaches to fault  tolerance 
tha t  apply  whether  the  faults have an accidental  or mali-  
cious cause. The  M A F T I A  archi tecture  appears  to  be an 
example of  defense enabling. 

Other  projects  have similar  goals. The  "Survivabil i ty 
Architectures"[9],[18] project  aims to  separa te  survivabil-  
i ty requirements  from an appl icat ion 's  functional  require- 
ments.  "An Aspec t -Or ien ted  Secur i ty  Assurance Solution" 
is a DARPA-funded  project  at Cigital  Labs t ha t  uses aspect-  
oriented p rogramming  to implement  secur i ty-re la ted code 
t ransformat ions  on an appl icat ion program.  

8. CONCLUSION 
We are implement ing  technology for defense enabling un- 

der  the  D A R P A  project  t i t led  "Applicat ions tha t  Part ici-  
pa t e  in their  Own Defense" (APOD) .  The  defense s t ra te-  
gies have been implemented  using the QuO adapt ive  mid- 
dleware[ l l ] .  The  implementa t ion  is discussed in detai l  in 
[13]. 

The "Intrusion Tolerance by  Unpredic tab le  Adapta t ion"  
( ITUA) project[4], also being conducted  at  BBN Technolo- 
gies, in cooperat ion with Univers i ty  of Illinois and The  Boe- 
ing Company,  is exploring two re la ted  issues: 

1. Tolerat ing p lanned  and coord ina ted  at tacks by making 
defensive responses unpred ic tab le  to the  at tacker,  

2. Tolerat ing a t tacks  t ha t  can gain application-level priv- 
ilege and take control  over appl icat ion components  , 
by  using the  services of a hybr id -mode  fault- tolerance 
mechanism. 

Defense enabling can increase an appl ica t ion 's  resistance 
to malicious a t t ack  in an environment  tha t  offers only flawed 
protect ion.  This increased resistance means  t ha t  an at tacker 
must  work harder  and take  more t ime  to corrupt  the  appli- 
cation. This,  in turn,  means  greater  survivabil i ty  for the  
appl icat ion on its own and an increased chance for system 
a~4mlnistrators to  de tec t  and  thwar t  the  a t t ack  before it suc- 
ceeds. 
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