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ABSTRACT

The modern world increasingly requires us to prove our identity.
When this has to be done remotely, as is the case when people
make use of web sites, the most popular technique is the password.
Unfortunately the profusion of web sites and the associated pass-
words reduces their efficacy and puts severe strain on users’ limited
cognitive resources. There is clearly a need for some creativity in
terms of providing viable alternatives to passwords. This paper re-
ports experiences of the use of a musical password, one composed
of melodies instead of alphanumerics. Music is universal all over
the globe and humans have superior memory for music.

We report here on the evaluation of a prototype of such a mu-
sical password system, which demonstrates superior memorability
and acceptance by users and is particularly useful to those with im-
paired memory or cognitive function.

Categories and Subject Descriptors
D.4.6, H.1.2 [Authentication, User Factors]

General Terms

Design, Experimentation, Human Factors, Security

Keywords

Authentication, musical password

1. INTRODUCTION

People have to authenticate themselves on the Web many times
a day. This is most often achieved by means of a shared secret,
termed a password. Unfortunately, the sheer numbers of secret
passwords people are expected to remember is placing them under
undue pressure, and they are responding by behaving insecurely:
writing down or sharing “secrets”, using personal details or reusing
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passwords for various systems [23]. The main problem is that pass-
words rely on uncued recall, which is increasingly difficult for hu-
mans as they age, or for those with memory problems.

It would therefore be beneficial to use some alternative technique
to strengthen the knowledge-based mechanism and to make it eas-
ier for people to remember their secrets. Ideally, the alternatives
should rely on recognition rather than recall, to reduce cognitive
load.

A number of alternative systems have been trialed. Some sys-
tems rely on recognition of images from a challenge set [17, 10,
44, 22, 57]. Since humans have superior picture memory these
mechanisms have the potential to perform better than traditional
passwords and are an area of promising research.

Other systems rely on memory of an association. There is evi-
dence that passwords based on associative memory are more mem-
orable and harder for other people to guess [42]. Associative pass-
words have been trialed for sound clips [33] and for other words
[51, 42]. Word association works well, but is very time consuming,
both at enrollment and authentication. Liddell et al. [33] tested the
association between sound and image. Unfortunately participants
merely memorized the image and did not listen to the sound or use
it as a cue.

Both Conrad et al. [14] and Chiasson et al. [13] have argued
for the use of music in authentication. Music is arguably universal:
there is no doubt that humans everywhere, irrespective of culture
or creed, enjoy listening to music [45]. Indeed, Peretz et al. [40]
suggest that our auditory pathways have been specifically wired
to process music-related stimuli. Another suggestion comes from
Scherer and Zentner [46]. They argue that music expresses emo-
tion, or that we express emotion by means of music. Reimer argues
that wherever humans are found, there you can find music too [43],
stating that the value of music is in “enhancing the depth, quality,
scope, and intensity of inner human experience in ways particu-
lar to how music operates; ways that distinguish music from other
human endeavors”. Luckily people do not need to have musical
training in order to have some musical capability: it appears to be
inherent. Bigand and and Poulin-Charronnat [7] investigated ca-
pacity for processing music amongst both trained musicians and
untrained people. They found that the human brain is predisposed
to process music and that this is triggered by everyday exposure
to music, which occurs over the person’s lifetime, and is not due
to any training the person may have received. This means that a
musical password would not require any specific musical training,
which enhances the accessibility thereof — all that is required is
the ability to hear.



This paper presents a system called Musipass, which uses mu-
sic to authenticate users. The general idea is that people choose a
series of sound clips from a set of options at enrollment, which to-
gether form their “password”. They then choose “their” clips from
a larger group at authentication. The excess clips are referred to as
distractors. A number of issues need to be resolved if this mech-
anism is to be viable. These include the mechanism for choosing
the user’s clips, the length of the clips, the number of clips to be
used, and how to present these to the person being enrolled and/or
authenticated.

Section 2 provides a justification for the use of music in authen-
tication and explains what kind of sound clips have to be used in
order to maximize their efficacy in this context. The section con-
cludes by provising a justification for the use of alternative authen-
tication mechanisms such as Musipass.

Section 3 details the design and implementation of the authen-
tication software system. Section 4 provides a security analysis,
Section 5 discusses a user study of our implementation, Section 6
presents the results and Section 7 discusses the results. Section 8
concludes.

2. EFFICACY

In contemplating any knowledge-based authentication mecha-
nism, we have to consider two primary aspects: memorability and
security. Memorability is important because the knowledge is in-
tended to be secret and therefore should not be physically recorded.
The more memorable it is, the less need there is for a tangible
record of the secret to be kept. The security needs require the mech-
anism to ensure that only authorized users gain access to the sys-
tem. The first two subsections discuss memorability and security
aspects of music in authentication, and the third subsection presents
implementation decisions made for the Musipass system, based on
the presented principles.

2.1 Memorability

The core issue here, in terms of using music to authenticate peo-
ple, is: “How well do people remember melodies?”.

Jéncke [29] argues that music evokes emotions and, due to this,
hearing music will tend to lead to formation of memories. These
memories could be related to the music itself, or to particular episod-
es related to the music. Eschrich et al. [20] tested both arousal
rates and emotion when participants listened to 20-30 second mu-
sic clips. They showed that emotion, but not arousal, was related
to the memory of the sound clips. Furthermore, researchers have
found that music plays a role in the laying down of autobiographi-
cal memories [28]. These memories can then be evoked when the
music is heard again.

It is a well established fact that advertisements using music are
better remembered than adverts without music [52, 2]. Scherer and
Zentner [46] point out that music is involved in memory formation
for two reasons. The first is that music often accompanies emotion-
ally charged events such as religious ceremonies, weddings, funer-
als and other celebrations. The second is that music, they argue,
could be processed at a lower level of the brain than other seman-
tic memories [32] and that musical memories could thus be more
resistant to interference than other memories.

In conclusion, like images, music may also have memorial ad-
vantages that we can tap, and it is worth experimenting with its use
in authentication.

2.2 Security

The security of authentication mechanisms can be judged in terms
of guessability, observability, recordability [16].

2.2.1 Guessability

If we want to use music in an authentication system, we have to
ensure that their secret sound clips are not guessable. People are
usually open about their music preferences. Some musical prefer-
ences are fairly predictable [26, 27]. Therefore, it is infeasible to
allow users to upload their own favorite sound clips: we will have
to use a fixed set of clips and ask users to choose from these. This
might have an impact on the memorability of the clips but since the
raison d’étre of the musical password is to implement security, we
cannot be too flexible in this respect.

2.2.2  Observability

Observability of musical passwords is potentially less of a prob-
lem than it is for image-based systems. If the user is not alone, he or
she merely inserts headphones into the computer, and anyone ob-
serving the user interacting with the system will get no clues as to
the secret clips. With the increasing popularity of MP3 players and
mobile phones that play music, many people carry earphones with
them. Figure 1 shows that ATM machine producers are beginning
to take this into account in their designs.

If the playback volume of music clips is loud enough, a per-
son in the close vicinity could still listen in as they are selected.
Many headphone manufacturers design earphones to reduce audio
leakage, since many people wish to listen in public areas without
intruding on others. Certainly when we are exposed to music sud-
denly (for example when we first turn our car on in the morning),
the volume of the radio can be uncomfortable to bear, although at
the time we were listening to it, our perception had adjusted for the
volume. By using multiple short clips separated by a short period
of silence, instead of one continuous clip, we can recreate this ef-
fect. Playback of discrete clips at a high volume setting would at
the very least be unnerving, if not uncomfortable to the majority of
users.

Still, attacks utilizing specialized hardware, such as directional
microphones cannot be categorically ruled out. Further research
is required into the possibility and success rates of these. The re-
quirement for additional hardware would make them more difficult
to carry out than would a simple glancing over of keys during al-
phanumeric password entry.

Additionally, a scheme wherein a user needs to tell an authenti-
cation system that he or she recognizes a sound, would inherently
require some mapping of the sound to a control that the user can
interact with so as to signal recognition. Thus musical passwords
might be observable by ignoring the musical tunes altogether, and
simply recreating the sequence of user interactions. In a system
where the user selects from a number of distractor clips, this prob-
lem can be remedied by “shuffling” the placement of the clips in
the interface with distractor clips between log in sessions. Shuf-
fling the placement rules out the possibility for users to make se-
lections using neuromuscular, or "muscle” memory. However, if
the clips themselves are as memorable as we hope, this should not
be necessary to elicit successful authentication.

2.2.3  Recordability

With respect to recordability, the musical password is neither
stronger nor weaker than traditional knowledge-based mechanisms.
Someone who wishes to write down the titles of his or her secret
sound clips can do so. However, if the enhanced memorability of
the sound clips becomes evident, this might make it less necessary
to write them down.
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Figure 1: ATM taking ear phones

2.3 Implementation Choices

We need to deliberate about the characteristics of the sound clips
to be used in our Musipass system. The following aspects are im-
portant:

o Familiarity: The first decision we made was that the sound
clips would come from melodies that were familiar to most
people — so-called old familiar tunes. This was based on
the findings of researchers which show that recognition of
highly familiar melodies will tend to be both pleasurable and
effortless.

In 1932 Smith [50] wrote a paper titled “The Pleasures of
Recognition”. He points out that we gain great pleasure from
the familiarity of things, and that this lies behind our inertia
for change. In discussing memory for tunes, he argues that
tunes “seem, by dint of frequent repetition, to hollow out a
sort of channel in the memory, a channel that never loses its
shape or contours” (p82). Smith argues that popular music
is characterized by the fact that it has fragments of easily rec-
ognizable tunes in it and concludes that humans crave some-
thing to recognize and that composers would do well to heed
this craving. Brain scans show that when people listen to mu-
sic a number of different regions of the brain become active
[19]. When people like a particular piece of music, Blood
and Zatorre [8] found that the brain areas associated with
pleasure are activated. This finding provides physical confir-
mation of Smith’s arguments. Lazarsfeld and Field [31] car-
ried out an experiment to determine preferences for one of
three types of music: popular, classical and old familiar. He
surveyed 2200 people and found that 76% liked to listen to
music and, of those, 16% favored familiar music. Lower per-
centages preferred the other music types. Once again there is
clear evidence of preference for the familiar.

There is another advantage in using familiar well-known tunes.

It is more likely that people will have been exposed to them
if they have been around long enough to become familiar,
since they will be played on the radio and television at regu-
lar intervals, and possibly in restaurants [36] and stores [45]

ent exposures to music, but such exposures will nevertheless
serve to strengthen the memory trace related to that partic-
ular melody. Furthermore, Willems er al. [59] found that
familiarity influences preference, especially in a recognition-
based task.

Length: The next decision to be made relates to the length
of the sound clips. Bella et al. [4] carried out experiments
investigating the process of melody recognition. They found
that a feeling of familiarity for a familiar melody could be
experienced after only 3 to 6 notes and recognition could oc-
cur after a further 2 notes were heard. In general they also
found that high-familiarity melodies were recognized faster
than low familiarity melodies. Unfamiliar melodies could
only be judged after far more notes had been heard.

Rhythm: When one considers sound clips, there are many
ways of analyzing them. For example, one can consider the
rhythm, tempo, contour, timbre, loudness, reverberation and
melody of the piece.

Wells et al. [58] argue that the kind of rhythmic music that
encourages people to tap their feet or snap their fingers has
enhanced memorability. Mélen and Deliége [34] carried out
an experiment to determine what it was that caused melodies
to be recognized. They compared melodic contour, harmonic
structure and local surface cues for efficacy in assisting recog-
nition. They transformed a melody using reduction and two
different kinds of rhythmic transformations. They found that
recognition was better for the rhythmic transformations but
this only happened when the local surface cues were pre-
served in the transformation. They concluded that melody
recognition was assisted by particular surface cues in the
melody which seem to be encoded when the music is heard,
and these are then used to elicit recognition when it is heard
again. We should therefore exploit this proven memorability
by offering our participants a range of different clips with an
easily-recognized rhythm.

Vocal: The next decision relates to whether the sound clips
will feature voice or be merely instrumental. Vocal music
is more memorable than instrumental music for the average
listener, as shown in research into the use of music in adver-
tising [5, 56, 48].

Researchers argue that the lyric and the tune of a melody in a
vocal are processed independently in the brain [6]. However,
there are strong connections between the parts of the brain
processing them [41, 24]. Crowder and Repp [15] showed
that the lyrics and melody of a song could cue each other.
These effects only exhibit when the music is familiar to the
listener.

Hooks: Burns [12] quotes Monaco and Riordan’s [38] defi-
nition of a hook as: “a musical or lyrical phrase that stands
out and is easily remembered” (p178). A hook could consist
of a series of notes, could include some repetition and is the
part of the song that stays in the person’s memory. Exam-
ples are: “With a little help from my friends”, or “Michelle,
my belle”. The use of hook sound clips would obviously be
a good way of increasing the possibility that the sound clip
will be recognized.

as well. Research has shown that background music has an Musipass used short sound clips which had as many of the above
impact on behavior without people being aware of it. Peo- characteristics as possible. This should, based on the literature,
ple may be unaware, at least consciously, of all their differ- maximize the efficacy of the sound clips in terms of memorability.



A number of security-related implementation choices also need to
be made:

e How many sound clips will be displayed at a time? Here we
have a balance between convenience and security. Working
through all the different options is far more time-consuming
than for images, which are taken in at a glance. The user
has to listen sequentially to each clip in order to identify his
or her clip. On the other hand, we have to offer a decent
number of alternatives in order to provide an acceptable level
of security.

e How many sets of sound clips will the user progress through
to be authenticated? This has a direct bearing on the security
and convenience of the mechanism. An aligned question is
whether we include decoy screens, which display a full set
of distractors if a user makes an incorrect choice at any stage
during authentication.

The Musipass system will display nine icons at a time, each rep-
resenting one sound clip, and work through four screens to authen-
ticate. Decoy screens will be deployed to provide error feedback
to the user without providing additional clues to any would-be in-
truder. Asking users to select a relatively short password sequence
from a small set of distractors will allow us to gain a reliable picture
of how they react to the idea of authenticating with music, which is
of primary importance at this early stage in our investigations. In
addition, should users react positively to the system, we will have
an established baseline with which we can compare future imple-
mentations that can be more tailored toward providing increased
password space.

The final decisions relate to user convenience:

e How will the user activate the sound clip in order to hear it?
Either users have to click on an icon, or move the mouse over
it. The latter is advisable since it requires less effort.

e Will we include a training session after enrollment? Use of a
training section should enhance memorability, but will make
enrollment far more time-consuming. On the other hand, the
ease of recognition for familiar tunes might make training
unnecessary.

In Musipass, users will hear the clips when they move their mouse
over the icon. Since we we plan to compare with traditional pass-
word systems, on which users will typically "train" by re-entering
the password they select, our users will also work through a train-
ing session at enrolment. If people remember melodies by their
physical nature in addition to the associations triggered while lis-
tening, we should focus training on both repetition and association.
Our results can then be compared in future studies where training
has not been implemented.

2.4 Why Musical Passwords?

There are large numbers of users who have great difficulties with
alphanumeric passwords. Some have disabilities such as dyslexia
[9] or dyspraxia [18]. The former leads to unpredictable spelling.
Dyspraxic users have difficulties in sequencing of numbers and let-
ters.

Younger users may have developmental or language difficulties
which makes entering an obfuscated password challenging and frus-
trating [47]. On the other hand, people are living longer than before
and the elderly sector of society is growing yearly. It is well known
that memory is less reliable as we age, especially when it comes to
retaining newly learnt information [49]. Elderly users consequently

find it very difficult to remember passwords. The use of password
alternatives is also particularly useful where the intended users of
the system are illiterate [30], have poor reading skills [47], or use a
different alphabet [35].

The problems these users experience are due to the fact that they
have to recall their password without a cue and enter it correctly
without feedback. The alphanumeric password is clearly “user-
hostile” in many situations [3].

Whilst biometrics and token-based systems, when implemented
thoughtfully, can provide sufficient levels of security and conve-
nience, they clearly generate new dependencies and possible exclu-
sions of minorities. Contributing factors include, cost of purchase,
lack of installation and operating knowledge or, specifically in the
case of biometrics, incompatibility between the characteristics to
be measured and those of the person requesting access. In addition,
instantaneous access is often not achievable, until the hardware is
first forwarded (possibly collected by hand or delivered by mail)
to the person requesting access. If we wish to promote inclusion in
society for members who are economically, physically, cognitively,
and technologically impaired, then it seems we should certainly be
considering software based alternatives, particularly with the ad-
vent of initiatives such as e-voting and e-banking.

Alternative, software based approaches aim to address the prob-
lems of the traditional password. Firstly they provide the user with
cues and typically require recognition or cued recall rather than
free recall. Secondly, these systems do not require correct entry of
a precise alphanumeric string, requiring only the simple click of a
mouse.

A variety of image-based password mechanisms have been pro-
posed [17, 10, 44, 22, 57]. Schemes wherein the user typically is
required to identify a selection of previously chosen images from a
larger repository of possible options are conceptually closest to our
envisaged sound-based design. Depending upon implementation,
image-based schemes are often shown to provide greater resistance
to statistical attacks than an equivalent length text password, and
can show a high rate of successful registrations and logins. How-
ever, they do encompass inherent drawbacks of their own, in that
they cannot be used by those who are blind and are likely to be dif-
ficult for those who are partially sighted [21]. Image-based pass-
words are restricted in that they cannot be used in situations where
it is not possible to use a screen, such as when authentication is
required over the telephone [14].

Musical passwords can potentially retain the memorial and ease
of use advantages of image-based schemes [14], whilst providing a
solution where a graphical user interface is not available, or when
the user is visually or otherwise impaired. Natural areas for system
deployment hence include,

e Mobile banking: Particularly in developing nations, where
internet access is not always so easy to come by [37], and
handsets may not be so advanced [1], or where many mem-
bers of the community share access to a limited number of
phones [54].

o Internet web sites and ATM interfaces: Especially for those
users who otherwise experience difficulties gaining access
with passwords and PINS and who are visually or otherwise
impaired.

3. MUSIPASS
3.1 Enrolling

During the enrollment phase, users work through a four-stage
process. Each stage being carried out on a different "setup screen".
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1) Roll over the speaker icons to listen to song clips.
2) Select your favourite by clicking on it.
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Figure 2: Enrolling with Musipass

An example of one of the setup screens is shown in Figure 2. Each
screen displays icons representing 9 different sound clips. The user
hears the sound by floating their mouse cursor over the icon. They
can listen to clips as many times as they like and then choose their
clip by clicking on it. The server itself holds 201 sound clips, al-
though only 36 are used for each user’s password alphabet. Due to
the randomization in selecting the alphabet, these clips would, in
general differ somewhat between users, thus increasing the global
space.

Once the user has chosen one sound clip from each of the four
setup screens, these become their secret password and they progress
on to a training session. During this session they listen to their
password clips again, and are asked to enter some text to describe
each one, as shown in Figure 3. This is done to ensure that the
memory trace for the sound clip is well established and will be less
likely to fade.

Training is followed by an authentication stage which requires
the user to step through 4 screens. Each will have an icon repre-
senting one of their chosen clips and also the 8 randomly chosen
distractor clips.

3.2 Authentication

At authentication, the user provides an identification email ad-
dress which is used to instantiate the system into loading the correct
password alphabet. They then proceed to step through 4 screens, al-
most identical to the ones shown in the enrollment phase, but with
the addition of a recovery button, as shown in Figure 4. The place-
ment of the sound icons is randomized to guard against shoulder
surfing attacks. If at any stage during the authentication task an
error is made the system will proceed to display only decoy sound
clips in subsequent screens (when this happens the screens are re-
ferred to as "decoy screens"), the unfamiliarity providing useful
feedback for the authentic account owner. The sounds contained
in a given user’s decoy screens are selected arbitrarily from the
remaining 165 sounds not already in use as part of the password

Musipass

xperimental musical password system

© Home | @ Register | @ Login | @ Credits | @ Help | @ Contact

Training activity for password clip one

Listen to your first selected clip by hovering over the sound icon, then use
the space below to make notes. This will help you remember it later.
Note: Descriptions are not made available during log in.

This song clip is the hippy hippy shakes. | picture teenagers
doing the hippy shake dance to it during the 60's

voume |||

I'm finished, take me to the next sound ..

Figure 3: Training with Musipass

alphabet. The set of decoy sounds selected for each decoy screen
does not change between log in attempts. It should be noted that use
of decoy clips can lead to the possibility of an intersection attack if
not implemented securely, further discussion of such an attack and
details for a secure implementation can be found in Section 4.3.

In order to guard against timing attacks that might take advan-
tage of the caching of sound clips in a web browser, which would
result in decoy music clips taking longer to load than authentic
sets, an override mechanism was deployed so that no sounds were
cached locally during the experiment. Although this meant that
users would wait slightly longer to hear sounds, it put less strain on
the (shared) web server than would taking the opposite approach,
which would involve downloading a potentially very large corpus
of information onto the client machine.

The recovery button was provided to support legitimate users
should they suspect that a selection error had been made during
interactions with one of the previous log in screens.

If the user clicks the recovery button, he or she can start the au-
thentication process again. Dhamija and Perrig’s [17] Déja vu sys-
tem implemented this kind of recovery option, and found that users
were able to recover by using this button after they had made a mis-
take. If, as we hope, melody memory is as strong, or stronger than,
image memory, then users should easily detect the absence of one
of their melodies and recover. Attackers, on the other hand, should
continue undeterred, thereafter to be denied access to the system.

3.3 Replacement

If a user has forgotten which tunes were chosen during enroll-
ment, or suspects that the secret key has been discovered, he or
she can request a re-registration. Once this has been approved, the
user steps through the enrollment process once again, choosing a
new set of sound clips. It should be noted that this functionality
was disabled for our evaluation system so that we could investigate
recognition and general reactions, without at this stage concerning
ourselves with the issue of memory interference.
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1) Roll over the speakers to listen to song clips.
2) When you recognise your favourite clip, select it by clicking it.

Figure 4: Authenticating with Musipass

One easily implementable mechanism to minimize interference
effects is to ensure that the re-registering user is not offered the
same sound clips as those previously chosen. A particular strength
of a sound-based system is that the dictionary is potentially very
large and thus excluding a particular set of sounds from those of-
fered to the user is not problematical.

4. SECURITY ANALYSIS

We consider the following typical scenarios where an attacker
Mallory attempts to access Alice’s account

4.1 Brute force attack (online)

Mallory knows Alice’s username and enters it at the interface.
The system responds by returning the first subset of Alice’s indi-
vidual log in alphabet. From here Mallory selects sounds at random
until the correct password sequence is obtained.

The number of possible permutations in Alice’s alphabet is ¢",
where ¢ is the number of sounds contained in the alphabet and r is
the length of the password sequence.

In our implemented system, users choose password clips over
four selection screens, each offering a choice of nine clips, there-
fore ¢ =9 and r = 4 this gives a total of 6561 permutations and
means the average brute force attack would elicit the correct se-
quence in 6561/2 attempts. This is lower even than the space of-
fered by a four digit PIN over an alphabet of ten digits, although
for practical purposes we can mitigate this risk by blocking authen-
tication after a given number of attempts is exceeded.

This approach does not rule out a so called, "low and slow" at-
tack, where Mallory circumvents the lock out policy by distributing
his guesses over a number of user accounts (i.e. he isn’t concerned
with whose account he accesses, he is only concerned that he will
gain access). As countermeasure, we can increase the length of the
password sequence and/or the number of distractors provided, until
the average number of guesses required is substantially higher than
the available number of accounts we want to support in the system,

multiplied by the number of attempts we allow during authentica-
tion, although further research is required to ascertain whether and
how password memorability and level of interference with distrac-
tors would be affected.

4.2 Brute force attack (offline)

Internally to the Musipass system, Alice’s musical password is
represented as a character string. Let us assume that the string can
be encoded or hashed in some way so as to obfuscate its origi-
nal form to anyone viewing its encoded representation. We will
refer to this as the password "hash" (since this is conceptually simi-
lar to what happens with traditional passwords), although specifics
and methods for the encoding a musical alphabet is still a current
area of research. Let us then assume that attacker Mallory gains
access to Alice’s hashed musical password string. He also has ac-
cess to the entire list of sounds held on the server and their clear-
text equivalents. Mallory then systematically creates password se-
quences using the list of sounds, applies the same encoding func-
tion implemented in the system to their cleartext equivalents and
compares the result with the hashed version of Alice’s password.
Since we prevent the user from selecting the same clips more than
once, the maximum possible number of permutations Mallory can
create based on the number of sounds in the list is:

q!
(g—r)!

In our implemented system the database contains ¢ =201 sounds,
of which r = 4 are selected. The total number of permutations is
hence, g!/(q—r)! =1,583,960,400. This is approximately equiv-
alent to a 5 character traditional password over an alphabet of 62
letters (mixed case letters and digits a-z, A-Z and 0-9).

However, if Mallory has not been exposed to an enrolment se-
quence for the system, or because the length of the password se-
quence may vary between users, Mallory may not be able to ex-
trapolate the length of the password based upon its encoded string
representation. This is especially so, as most hashing algorithms
return a string of a set size regardless of the length of the input
string. In this case, Mallory would need to set a value for the max-
imum password length he would like to compute, and then search
exhaustively through them (e.g. passwords of length 1, followed by
passwords of length 2, followed by passwords of length 3...) until
he finds the correct sequence.

The following equation describes how many permutations are
possible in this scenario, where ry,,, is the maximum length of
password sequence Mallory decides to test.

For Musipass passwords (with repetition disallowed)

permutations =

Tmax \
. q!

permutatlons =
,:ZI (g—r)!

For traditional passwords (with repetition allowed)

Vinae
permutations = Z q

r=1

Here we see that a potentially much larger space must be searched
depending on the value of r. For demonstration purposes, we can
continue the example, and imagine Mallory sets length 7,4 = 4,
with the actual password length, r = 4 in both the traditional and
musical password schemes. The number of possible permutations
in Musipass is then, 1,640,402,004 compared to that of the tradi-
tional password, 15,018,570. Regardless of whether Mallory knows
the length or not, we can conclude that a password created in Musi-
pass is more secure against offline brute force attacks than a tra-



ditional password of equal length, due to the inherent strength af-
forded by its large alphabet.

4.3 Intersection attack

Mallory enters Alice’s username at the interface and is presented
with the first subset of her password alphabet. Mallory then se-
lects each song clip in that subset once, making a note of the clips
that appear on the subsequent screen, each time clicking the re-
covery button to restart the authentication attempt. Due to the use
of decoy screens, it is possible for Mallory to identify the correct
password element if, on selection, it leads to a screen that contains
a different set of song clips than the ones returned by the other non-
password elements. This attack possible due to the existence of a
M:1 mapping between distractor clips and decoy screens. It has a
recognizable signature, and hence measures could be put into place
to monitor for and safeguard against it. This signature would take
the following form:

In each of the first three stages (screens) of authentication: A
minimum of 2 distractor sounds selected, in addition to the pass-
word element, with each of the selections separated by a restart of
the authentication attempt.

In our testing of the Musipass prototype, discussed in Section
5, the maximum number of restarts taken by any given participant
who was presented with decoy screens during an authentication at-
tempt was 2 (3 users) over both phases of testing. Clearly partici-
pants did not attempt to attack the system in this way.

Although monitoring might be used to thwart this attack, it can
also lead to false positives, where an authentic user takes the same
path through the system as described, during authentication. It is
therefore advisable to remove the vulnerability altogether, by re-
moving the M:1 mapping between distractor clips and decoy screens,
replacing them with 1:1 relationships (i.e. so that each clip, on
selection, leads to a unique screen). Implementation could be as
follows:

We store the catalog of music clips U = {uy,u, ...u, } on a trusted
server, where 1, is an individual music clip, k = 1,2,...n. From this
we derive individual user alphabet A C U which is separated into
two subsets, one containing log in clips, that will be presented dur-
ing a normal authentication session, L C A and the other consisting
of "decoy" clips D C (A\ L) that can be presented after a selection
error is made.

L is then split for sequential presentation, in Musipass this takes
the form M = {Ny,N,»,N3,N4} C L since authentication is achieved
over four screens. All members of M contain nine music clip el-
ements, of which one is selected to become part of the password
sequence, the rest are classified as distractors. N, C L, where r =
1,2,3,4 and ), N, C L. We refer to the set of user selected pass-
word elements as P = {p1, p2, p3,pa}. P C M, moreover, p, € N;.

We create a "decision tree", where if the correct password ele-
ment is picked in each N, the authentication attempt is successful.
Anexample N is N| = {py,n1,nz,...,ng } for each correct password
clip, p; that is selected, a password screen N, is presented.

For each n, distractor clip, there is a mapping to a specific, unique,
decoy screen i.e. from the first log in screen there is a possibility
of 8 unique decoy screens being returned, each containing 9 music
clips that are not in the set M. The total number of clips contained
in unique decoy screens is hence, in the 1% order decoy screens,
3x(8x9), in the 2"? order decoy screens, (2x(8x9))x9, and in the
3" order decoy screens, (((1x(8x9))x9))x9. This gives the total
number of decoy screen clips = 7344.

We did not implement this 1:1 mapped design in our prototype,
since it would require a large set of song clips, for which we also
wanted to assess relative popularity as part of our analysis into vul-

nerability to dictionary attacks, (next section). Using such a large
number of clips would have required us to attract an infeasibly large
number of participants in order to gain accurate results.

4.4 Dictionary attack

Dictionary attacks utilize non-standard frequencies in the dis-
tribution of selected passwords over the available space. In a text-
based system, instead of trying every possible combination of char-
acters, attacker Mallory uses a list of historically common pass-
word sequences and submits these to the system in an attempt to
elicit access to Alice’s account.

The principal requisite for a successful attack of this type is that
non-standard frequencies must exist in the passwords selected (i.e.
there needs to exist common passwords). The strength of a musical
password against an attack of this type then, is a result of the rela-
tive popularity of the song clips used to form the alphabet. If a small
group of sound clips are popular for users, then it is likely that they
would be chosen as password "letters" more often, in turn increas-
ing the likelihood that common passwords will be created in the
system and therefore making it more vulnerable to entry through
this attack.

If we look to the example of text-based schemes, we are re-
minded that the reason users choose passwords that are vulnerable
in this way, is because strings that are meaningful, that contain pat-
terns, or that can be pronounced, intrinsically allow for the easy
creation of cues that can assist recall; while wholly arbitrary char-
acter sequences do not. We hope that as Musipass relies on clip
recognition and not recall, the presented sounds themselves will
act as external cues for the user, and hence creation of additional
cues will be unnecessary. We can test this hypothesis using data
about the password selections our participants made during testing
(full discussion of user tests and results can be found in Sections 5
and 6).

We can rate the popularity of sound clips by assigning a statis-
tical significance level to each, based upon its number of appear-
ances during enrollment and the number of times it was selected to
become part of a password sequence. We then assess each sound by
defining a null hypothesis, the hypothesis to be tested for rejection,
and its alternative.

Sound is popular

Alternative hypothesis, Hy

True null hypothesis, Hy Sound is unpopular

Effective null hypothesis, Hy

Sound is not popular or unpopular

We then apply the following tests:

H() * Mpopularity = Mbinomial

Hr @ Hpoputariey < Mbinomial

If both the true null hypothesis and the effective null hypoth-
esis are rejected, then the alternative hypothesis is accepted (i.e.
the sound is said to be "popular" for our users). uinomia = ap is
defined by a, the number of times the specific sound appears and

p = Hmiy (77 the averaged amount of times any sound is
chosen and @ is the averaged amount of times any sound appears).
Hpopularity 15 the number of times a specific sound is chosen and ginomiat
is the binomial average for the specific sound. In deciding to accept
or reject the effective null hypothesis, we will use a critical value,
which we will take to be 5%, (specifically 0.05) and use this as a
tolerance threshold for acceptance.



After applying this to our data, we found that 62% of the alphabet
was neither popular or unpopular and 36% were biased in that they
were either too popular or unpopular (15% and 21% respectively).

In practice user selected traditional passwords tend to utilize a
much smaller subset of the space they can theoretically provide, al-
though this alphabet is available to all of the users, all of the time.
When we scale our figures over the 36 alphabet sounds a user in
our system would be exposed to during enrollment, we would ex-
pect, on average to see around 5 popular sounds to be included.
However in order to be able to form the sounds into a password, at
least one of them would need to appear on each selection screen,
the chance of this happening is 27% (104,976 of 272,016 possible
permutations). This is seemingly why, after comparing the pass-
words created in the system (133 accounts) we can confirm that no
identical passwords were selected (i.e. in practice there were no
common passwords selected by users).

Even so, if it is possible to predict which songs are more popular
than others in this context, it may be possible to reduce the bias in
future systems, this, along with any ramifications, is an interesting
area for further research.

Finally, regardless of whether or not common passwords are se-
lected by users, an important aspect of our design is that each Musi-
pass system can be populated with an individual sound clip alpha-
bet. We could altogether do away with the practice of attackers
employing standard password cracking dictionaries to gain access,
since any dictionary created would only be of use against the sys-
tem it was originally created from. This is because the letters used
to create a commonly selected password sequence therein, would
not be present in another system.

4.5 Prediction attack

Attacker Mallory comes to know Alice’s musical preferences
along with her username. He proceeds to enter the username at
the interface and the system responds with the first 9 clips from Al-
ice’s password alphabet. Mallory then attempts to predict Alice’s
clips given her taste, in an attempt to gain access.

There is evidence of people having particular music preferences
[46, 25, 11] and by way of a countermeasure, it therefore reason-
able to ask people to choose one out of a set of proffered sounds.
It might still be possible for guessable passwords to be selected in
the scheme, and it is therefore important to ensure that the overall
number and diversity of clips stored globally in the system is large
enough to support the number of sounds implemented in individu-
alized alphabets without too much repetition of similar artists and
genres appearing on sequential password selection screens. A pos-
sible solution (not implemented due to time restrictions) might be
to ask the user to provide details about their preference during en-
rollment. If the user specifies for example that he or she mostly
enjoys ballads, it might be possible to populate her entire alphabet
with clips belonging to that category. This may however, also re-
sult in a reduction of memorability. On the other hand, if the user
is familiar with the song clips presented, by perhaps listening to
them regularly, memorability might be enhanced, therefore this is
an area we must leave open to further research and debate.

5. TESTING MUSIPASS

We developed a prototype of the Musipass system, embedding
a Flash application within a Web page. Using Flash enabled rapid
prototype development and platform independence.

The experiment was advertised via email and the Facebook so-
cial networking site, both directly to personal contacts and via groups
including one for students at the University of Bedfordshire, one
entitled, "Information Security" and one, "Promote Web Accessi-

bility and Web Standards". These groups were selected in partic-
ular, because both the Information Security and Web Accessibility
groups are open to an international audience and the University of
Bedfordshire has a culturally diverse student body with nearly one-
third of students coming from outside of the UK. In addition it was
felt members of these groups might be interested in our work.
Visitors to our site were provided with a description of the ex-
periment and proceeded where they opted to participate. During
the experiment they were asked to carry out the following steps:

1. Provide an email address (as unique identifier and means for
communication).

2. Provide a text-based password that had not been used previ-
ously and that they felt would be secure.

3. Re-enter the password (a practice traditionally followed to
ensure the password has not been mistyped and to strengthen
the memory trace).

4. Authenticate using the new password

Once the user had authenticated (or gave up their attempt), a page
containing the Musipass interface was loaded. We then asked the
participant to:

1. Select a password song clip from a choice of nine over each
of four screens. Participants using a mouse listened to clips
by floating the pointer over icons and made selections by
clicking their mouse. Those using a keyboard listened to
clips by tabbing into the icons and selected by pressing the
"Enter" key.

2. Enter a short description for each of the chosen clips. (to
strengthen the memory trace — akin to asking users to re-type
their password).

3. Authenticate with the new musical password.
4. (Optional) Fill out a questionnaire to express their opinion.

A week later, participants were sent an email inviting them to return
and attempt a second authentication with their text-based and Musi-
pass passwords. Any user returning before the end of the seven day
period was prohibited from accessing the test. On completion, re-
turning participants were given the opportunity to complete a final
post-evaluation questionnaire.

5.1 Playback difficulties

Some people who had enrolled to participate reported that they
were unable to hear the sound clips. This was the result of two
separate issues:

1. On speaking with some participants, we found that level of
technical expertise could be an obstacle. Some did not know that
their computer could play sound and did not have the speakers
switched on, or had audio muted and did not know how to switch
it on. It would therefore be beneficial in future versions, to include
an instructional sound configuration page.

2. Other users could hear audio on their computer, but not from
Musipass. Data gathered during the course of the experiment in-
cluded information about the software architecture of access de-
vices. We analyzed this, and found that some participants with
identical operating system, web browser and Flash plugin configu-
ration could hear the sounds, whilst others could not; indicating the
problem is not merely one of compatibility as we had suspected,
but is more likely to be a low level error resulting from the way
playback objects are interpreted and organized in the Flashplayer



environment at runtime. This, more abstruse, problem requires fur-
ther investigation. If it is decided to implement future versions of
Musipass in Flash, then porting the code over to Actionscript 3,
with it’s new Sound API might relieve the issue.

The results outlined in Section 6 exclude data gathered from
those participants experiencing playback problems, since it would
not have been possible to separate the efficacy of musical pass-
words from the technical issues.

6. RESULTS

The experiment ran for 52 days, during which time 133 people
carried out the initial enrollment and authentication process (we
will refer to this as phase one), with 94 returning for a second au-
thentication attempt seven or more days later (referred to as, phase
two).

6.1 Participant demographics

6.1.1 Age

A central factor to be investigated in a study of this nature is
memorability. However results could well be affected by the age of
participants. For this reason we asked them to provide details about
their age group. During both phases of the experiment, the biggest
majority were aged between 26 and 35 years (39.85% overall dur-
ing phase one and 39.36% in phase two). The participation of older
users was small, with only 2.26% (three users) in the 56-65 age
group, and 1.5% (two users) in the over 65 category during phase
one. During phase two, two users returned to participate from each
of the 56-65 and over 65 groups (Figures 5 and 6).
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Figure 5: Phase one participant age groups

6.1.2 Geographical distribution

Although we did not ask participants about their cultural back-
grounds in the questionnaire, we were able to look up the locations
of machines used to source page requests based upon IP addresses.
We found that most were from the United States (60%) and Great
Britain (19%). This came as no surprise given our advertisement
strategy. A further 14% originated from Europe, including Ger-
many, France, Ireland, Austria, Sweden, Norway, Italy and Spain.
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Figure 6: Phase two participant age groups

Just over 1% of requests were from Australia. Countries making
up less than 1% each of page requests were Canada, Jordan, the
Russian Federation, Mexico and Japan. Location of a further 1%
of requests could not be resolved.

It should be stressed that geographical distribution of page re-
quests is only indicative of cultural demographic, since not every
page request would necessarily lead to experiment participation. If
we assume that a roughly equal proportion of page requests lead
to registration for all countries, then the figures suggest that our
results are relevant mainly to users from the West. Particularly as
those from outside of this region may not have been exposed to the
clips we deemed as belonging to the "old familiar" category. One
strength of using music to form passwords, is that users can be sup-
plied an individual alphabet based upon their own cultural needs
and experiences.

6.1.3 Impairments that could affect results

We asked participants about their hearing ability. Almost all
phase one respondents said that they have full hearing, with the
only exceptions being one person with mild hearing loss, and one
whose hearing is corrected to normal with an aid. One of the two
returned for the second phase of the experiment.

Quality of vision could also affect the way in which people inter-
act with the system. Four of the phase one participants (3.01%) said
that they had suffered a 20% loss of vision, all others had normal or
corrected to normal vision. All four returned to participate in phase
two. Four participants signified that they had a disability, one had
a color vision deficiency, one was dyslexic, and one had attention
deficit hyperactivity disorder. One participant opted not to disclose
the nature of the disability. Three of the four participants returned
to take part in phase two.

6.1.4 Musical experience

We considered that the musical experience of our participants
might play a role in their performance when remembering musical
passwords. We asked participants to categorize their experience as
follows:



Musical Experience No. Participants | Overall %
None 18 13.53
Listen frequently 49 36.84
Play instrument 44 33.08
Professional Musician | 22 16.54

Table 1: Participants grouped by musical experience (phase
one)

Musical Experience No. Participants | Overall %
None 11 11.7
Listen frequently 33 35.11

Play instrument 33 35.11
Professional Musician | 17 18.09

Table 2: Participants grouped by musical experience (phase
two)

e None

e Listen frequently

e Play instrument

e Professional musician

The number of participants in each category for both phases of
the experiment are shown in Tables 1 and 2. These figures in-
clude nineteen participants who specified that their experience was
“Other”, but whose level of expertise could be mapped to one of
the four categories. For example, one participant who described
their experience as “married to a pianist and composer” was re-
classified as, “Listen frequently”. Another participant said: “de-
gree in e-music; musical performer since age 5 - some pro; impro-
visor” and was re-categorized as “Professional musician”.

6.1.5 Download speed

On average our participants had a fast download speed, with con-
nections typically ranging between 300 and 10,000 Kbps. The low-
est recorded download speed was 198 Kbps, this user was able to
authenticate successfully in both phases of the experiment. Due to
the average speeds, our results might not be relevant for those with
very slow connections.

6.2 Memorability of passwords at phase one

The results for each Musipass authentication attempt were coded
as follows:

Successful where the participant successfully logged in.

Failed where the participant at the end of the experiment had failed
to recognize and hence recover from instances of decoy sound
set presentation after incorrectly guessing a song clip, or who
had reached the final log in screen and had selected a non-
password element, and

Quit where the participant realized that decoy songs were being
offered, but when given the choice of re-attempting the au-
thentication or proceeding to the questionnaire, opted to quit.

Table 3 shows that text passwords were more memorable for our
participants than musical passwords right after they had been set
up. The values contained in the Failed and Quit columns were
combined to give an overall unsuccessful number of authentication
attempts, these along with number of successful attempts for both

Successful | Failed | Quit | % Success
Traditional | 133 0 N/A | 100
Musipass 131 0 2 98.4

Fisher’s p = 0.4982.

Table 3: Phase one authentication results

Successful | Failed | Quit | % Success
Traditional | 58 36 N/A | 62
Musipass 86 5 3 91

Fisher’s p = 0.000002.

Table 4: Phase two authentication results

traditional and Musipass passwords underwent Fisher’s exact test,
the result of which however, showed the difference to be statisti-
cally insignificant (Fisher’s p > 0.05)

6.3 Memorability of passwords at phase two

During phase two, we found that participants found it easier to
remember their Musical passwords than the traditional passwords
with a 91% authentication success rate in Musipass compared to a
62% success rate for traditional passwords (Table 4). Many partic-
ipants returned after a period of disuse that was much longer than
seven days (the mode was seven, but the mean was nine), with one
user successfully authenticating with Musipass after 36 days away
from the system. Full details of success rates grouped by number of
days passing between the two phases are given in Figure 7. A high
success rate (88-100%) was achieved, at least up until the eleventh
day, after which time the data set becomes sparse and we begin to
observe less of a marked difference in success rates between the
two authentication modes.
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Figure 7: Phase two authentication results grouped by number
of days passed since initial set up

6.3.1 Testing the relationship between age and mem-
orability

The phase two results were broken down by age group. There
were too few participants in the older age groups to analyze perfor-
mance rates, so we focused our attention on participants up to the
age of 55.



We found that those under 25 years of age had the highest suc-
cess rate with Musipass (100%), followed by the 25-35 age group
(91.89%). These in turn were followed by the 36 to 45 group with
an 81.25% success rate. For every successive increase in age group,
in these first three, there seemed to be an approximate drop of 10
percentage points in Musipass log in success rate. However, those
in the 46-55 group outperformed the 36-45 group, contradicting
this hypothesis.
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Figure 8: Phase two authentication results by age group

This leveling of success rate been the two groups could indicate
one of three possibilities: First, that the memory undergoes a grad-
ual deterioration up to the age of 36-45, after which time it plateaus
(at least up until around 55 years). Secondly, that the participants
in the 36-45 group were closer to the age 45 than the participants in
the 46-55 group were to 55, biasing the result. Or, thirdly that the
varied length of time in returning for phase two or another factor,
such as musical ability, affected the results.

In order to investigate the first two scenarios we would need the
exact age from all participants (something that we did not have).
However we could test the third possibility by removing the vari-
able of time passed, breaking the results down further by age and
musical experience and then examining the data further for corre-
lations. If there is a relationship between age and memorability, we
would expect to observe a relative increase or decrease in success
rates between people in the different age groups, but with the same
level of musical expertise.

We therefore isolated the results from participants who had re-
turned to complete phase two on the seventh day only (removing
the days passed variable), and then reordered the data by age and
experience (Table 5, and Figures 9 and 10). We did not find a cor-
relation between age group and ability to authenticate with either
password type up to the 46-55 age group when the data was an-
alyzed in this way, leading us to conclude that in our particular
sample the age variable had no affect on authentication success.

6.3.2 Testing the relationship between musical expe-
rience and memorability

We broke down the authentication results by the four categories
of musical experience (Figure 11). Initially there did not seem
to be a correlation between memorability and musical experience.
Even though the professional musician’s overall authentication suc-
cess rate with Musipass was slightly higher than that of the non-

ggzlrc;_ﬂ Age Il\’lgl:tic- Musipass | Traditional
ence ipants success % success %
None Under 25 | 1 100 0

25-35 0 0 0

36-45 1 0 100

46-55 2 100 100
Listen Under25 | 3 100 66.67
frequently 25-35 8 87.5 37.5

36-45 3 100 0

46-55 3 100 66.67
Play Under 25 | 4 100 50
instrument 25-35 6 100 66.67

36-45 4 75 25

46-55 1 100 100
Professional | Under 25 | 4 100 75
Musician 25-35 3 100 100

36-45 3 100 50

46-55 2 100 100

Table 5: Phase one authentication results

musical participants, this was also the case with traditional pass-
words. This suggests that perhaps professional musicians had bet-
ter memory capabilities overall (not just for melodies) or that an-
other non-music related memory factor might have affected results,
such as number of days passing between phases one and two.

In order to illuminate matters, we decided again to isolate re-
sults only from those participants returning on the seventh day, this
time grouping the data by musical experience (Figure 12). Here we
found that professional musicians and non-musicians tested simi-
larly for traditional password authentication success rates, but that
there was a higher success rate in Musipass from professional mu-
sicians than there was from the non-musical group. However, only
four non-musical participants returned on the seventh day and with-
out more data we still could not be sure about the existence of a
relationship between level of musical experience and the ability to
log in with Musipass.

Data from participants from the Listen frequently, Play instru-
ment and Professional musician categories was more abundant. We
observed a positive correlation for traditional password memorabil-
ity — the more experienced people were, the better they remembered
their password strings. Since ability to recall text strings is not usu-
ally associated with musical ability, we can conclude that level of
musical experience most likely affects memorial ability in general.
‘We believe this is possibly due to the way musicians are trained to
recall complicated patterns whilst performing, strengthening mem-
ory as a whole.

6.4 Overall perceptions

In addition to the demographic questions highlighted in Sec-
tion 6.1.1 we used the questionnaire to gather information about our
participants’ attitudes towards authentication in general and their
perceptions of, and reactions to, Musipass.

6.4.1 Phase one questionnaire

We asked participants whether they usually had difficulties in
remembering their passwords and PINS and whether they usually
write them down. 39.1% of participants said that they had difficul-
ties remembering, and 33.08% said that they write them down.

We asked users to tell us how long it took for them to recognize
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Figure 10: Musipass success rate grouped by musical experi-
ence and age

their sound clips, by selecting from one of four options: “Almost
immediately”, “After 2-3 seconds”, “Only after a full clip” or, “I
needed to listen more than once”. Most participants (74.44%), rec-
ognized their clips almost immediately, whilst a further 19.55%
recognized their clips after 2-3 seconds. The remaining minority
(6.01%) said that they had to listen to the full clip, or that they
needed to listen more than once.

When asked to rate how much they liked Musipass on a five point
Likert scale, with 1 being disliked very much and 5 liked very much,
the mode average response given was 4, showing that most users
liked the system, but not to any extreme.

When asked to rate how easy it was to remember their sound
clips on a scale from 1 (very difficult) to 5 (very easy). The mode
average response given was 5: very easy.

We asked users how satisfied they were after Musipass set up
and training was complete, with the amount of time it took to carry
out the final log in on a scale from 1 (Very dissatisfied) to 5 (Very
satisfied).
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Figure 11: Phase two authentication results grouped by musical
experience

Overall our participants were not satisfied with the amount of
time it took to authenticate, with the mode response given being 2:
(dissatisfied).

When asked how easy it was to go through the process of choos-
ing their password sounds on a scale from 1 (Very difficult) to 5
(Very easy) the most common response was 4, suggesting that most
users found this easy enough to do.

Participants rated how time consuming it was to choose their
password sounds on a scale from 1 (Not time consuming) to 5 (Very
time consuming). The mode average response given was 4, show-
ing us that users felt it took too long to enrol.

We asked participants how much mental effort was involved in
choosing their sounds on a scale from 1 (Very little effort) to 5 (A
great deal of effort). The average response was 2.

When asked if they thought someone who knew them well would
be able to guess the songs they chose, on a scale ranging from
1(Yes) to 5 (No). The mode average response given was 2, indi-
cating that most people thought their musical passwords might be
guessable by friends and family.

6.4.2 Phase two questionnaire

We were pleasantly surprised at how positive the overall response
from phase two participants was. When asked how much mental ef-
fort was involved in logging in with Musipass on a scale of 1 (very
little mental effort) to 5, (too much mental effort). The mode aver-
age response was 1: very little mental effort.

Likewise, most participants found recognizing their song clips
very easy, rating this aspect on average 1, on a scale of, 1 (very
easy) to 5 (very difficult).

We now include some example comments received about mem-
orability below that are typical (all emphasized text that follows are
quotations from the responses, for authenticity spelling and gram-
matical errors have been retained):

“I thought it worked very well and found it very easy,
without cheating! Though I did recognize some of the
other songs in each group I knew instinctively that they
were not the right ones. When I came across my choice
1 immediately knew it and moved on without listening
to the others. Million times more easy to recall using
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Figure 12: Phase two authentication results for people return-
ing on day 7

the songs, I couldn’t remember my text password hav-
ing a random word. Very impressed with the system
Cheers and good luck”

“..i’'m also amazed on how easy it was to identify the
selected clips (believe it was by emotional connections
but also by negative relationships with the other clips;
btw i still can’t remember my textual password!)”

“After trying unsuccessfully to log in with my alphanu-
meric password, the usefulness of Musipass became
clear. I wouldn’t want to have to use it for things I
log in to often, such as online banking or email, but
for lesser used passwords, this would be a better op-
tion than guessing, trying to retrieve it from a note or
document, or waiting to have it emailed to me...”

Although most users were able to authenticate successfully with
Musipass, a few expressed some valid concerns about memory in-
terference between password clips and the distractors, or should
audio passwords be used to access multiple systems, commenting:

“well, I couldn’t remember my text password either,
so it’s a wash! :) it was particularly confusing when
there were two or more songs on the same screen that
i’'m fond of or familiar with; it was hard to find a rea-
son to choose one over the other during password se-
lection, and hard to remember which I'd picked when
I returned.”

“If several other sites were using Musipass and, po-
tentially, using similar songs I'm not sure it will work.
I recognized “the songs I liked” and I would need to
be persuaded that I could successfully disambiguate
different selections of songs. I hope you’ll pursue it.”

We asked users how long it took them in general to recognize
their sound clips, asking them to select from the same options as
given in phase one, these were: “Almost immediately”, “After 2-3
seconds”, “Only after I had listened to the full clip” or, “I had to
listen to the options more than once”. The figures had not changed

very much from the phase one responses to this question, with most
(50%) of participants stating that they were able to recognize their
sounds almost immediately, and a further 40.43% recognizing them
after 2-3 seconds. The remaining 9.57% listened to the clips in their
entirety or needed to listen multiple times. One participant made
an interesting point on this aspect, again it related to the issue of
interference:

“I was pleasantly surprised by the immediacy of my
recognition of the music clips. Perhaps this is because
my mind is less clogged with musical passwords than
with text-based passwords?”

When asked how frustrated they felt during the authentication
process on a scale of 1 (Not frustrated at all) to 5, (Very frustrated),
the average response given was 1 (Not frustrated at all).

When asked how they felt about the time involved in logging in
to Musipass on a scale from 1 (It was very quick) to 5 (it took too
much time), the average response we received was 4 — Even though
participants said they enjoy using the system, they did not seem to
think it was practical in terms of the time required to authenticate.
Some examples of typical feedback we received are as follows:

“I remebered the music login easily, though had for-
gotten the text one. Probably if i had to log in more
often than the one week gap I prob would have remem-
bered it. Also if I was trying to log in for something
specific that I really needed to know then the time re-
quired for loggin in may get annoying. However in
the scenario given, ie leasurly login with no urgency,
it was pretty much the most fun login I've ever done
:D”.

“I think it was really fun, but I am not sure how I would
like it if I had to play so many clips just to login to
my email, or something like that, which I want to do
quickly.”

Finally, we asked participants how much they liked Musipass
overall on a scale of 1 (Disliked very much) to 5, (Liked very much)
The average response given was 4, most users liked the system.

A few participants expressed security concerns about the pos-
sibility of observation-based attacks and password strength of the
system (at no point did we tell them that their password alphabet
would differ from someone else’s, extending the range of possibil-
ities, or that the placement of songs was shuffled each time they
were loaded). However we do feel it is important to include these
viewpoints, as perception of security offered is an important fac-
tor when considering likelihood of technology acceptance. Some
typical comments we received are:

“even though it sometimes takes me several attempts
to remember which of 5 passwords I have used for a
site, this still felt longer, and i was also conscious that
if it wen’t wrong I was potentially going to have to do
it again which would definately be longer. I also am
always using my computer in public space and would
not want to long into anything confidential in an audi-
ble way that others could overhear”

“it’s an interesting concept but I'm not sure how it
would work in practice while making the paranoid nerd-
types like myself feel secure in our password selec-
tions. (nothing like random strings to make you sleep
better at night!)”



“Doesn’t seem very secure, and takes a while to log in.
Reusing an easy-to-remember text password would be
faster.”

7. DISCUSSION

In Section 2 we argued that the efficacy of an alternative authen-
tication mechanism should be judged based on two criteria: mem-
orability and security. In terms of memorability Musipass appears
to pass muster. Users authenticated successfully after a full week
away from the system. Furthermore, they appeared to like the sys-
tem, enjoying the experience of choosing the sound clips and re-
turning to attempt to remember them a week later. They clearly
found Musipass easy to use and were not at all frustrated either
during enrollment or authentication.

In terms of security, it was clear that our participants had some
concerns about the guessability of their choices. Certainly alphanu-
meric passwords are often too easy to guess if one knows someone
well enough, and we had hoped that Musipass would offer supe-
rior strength in terms of guessability as well. Guessability may be
worsened if we allowed users to upload their own choices into the
system. We could also run into problems with digital copyright.
The question remains as to exactly how guessable musical pass-
words are. If our user’s perceptions are correct, and passwords in
Musipass are guessable, do we accept this as an inherent weakness
of the system, or is there a way to make the choices less so? If the
former, this does not make Musipass superfluous in the world of au-
thentication. Many systems which ask users to authenticate them-
selves require this more for their own convenience than to achieve
any measure of protection. For these systems, where authentica-
tion is required merely to deliver a measure of customization or
to attribute contributions, we could feasibly make use of Musipass
because of its superior memorability.

Techniques for hardening the system against guessing attacks
might include, issuing the user with sound clips rather than allow-
ing freedom of choice. This option is likely to impact negatively on
the memorability of the sound clips and therefore may prove unten-
able. Another option would be to populate the system with many
different musical genres, and to vary the genres offered to different
users. It is then less likely that users’ choices will be predictable
although a price might be paid, once again, in terms of memorabil-
ity.

Finally, the one measure we alluded to, but did not discuss in
great detail, was the convenience of the mechanism. Even though
people complain about passwords, the undeniable fact is that they
are very convenient [39]. Although participants indicated that they
liked the Musipass system, some of their comments show that some
exasperation was experienced due to the time-consuming nature of
the authentication process.

We know that computer users are definitely concerned about
their convenience, which is not unreasonable of them. If they an-
ticipate that they will have to authenticate using a time-consuming
mechanism such as Musipass a number of times a day, one can
readily anticipate their dismay. Certainly Liddell e al. [33] experi-
enced this reluctance when he hoped that users would listen to mu-
sic and then choose an associated picture, but they simply chose the
picture, considering the listening phase to be too time-consuming.

Liddell’s study used students as participants and it must be noted
that most students are young and have few memory difficulties. On
the contrary, older users are plagued by memory problems and will
probably be more willing to accept some inconvenience in return
for increased memorability. Indeed, Renaud [44] found that older
users were not concerned about the time-consuming nature of the
image-based authentication mechanisms tested. Their memory dif-

ficulties made the memorial nature of the mechanism far more im-
portant than how long it took them to authenticate.

Perhaps the future of Musipass will lie within the context of low-
risk systems, which are used infrequently, by users who are more
concerned about forgetting than convenience.

This experiment has been a good starting point, and opens the
way for much future research, to attempt to address the security
concerns and convenience limitations of Musipass, while retaining
the superior memorability thereof.

8. CONCLUSION AND FUTURE WORK

In this paper we report on early trials of a scheme we called
“Musipass”, which used sound clips as the password alphabet. Au-
dio password systems can be designed so that they rely on recogni-
tion to authenticate (such as in our design) and therefore are able to
offer some of the memorial utility that image-based passwords can
offer, whilst at the same time being less prone to shoulder surfing
attacks as they can be used with earphones in any public place.

We tested the Musipass system and traditional passwords for
overall memorability after a period of disuse. We found that, over-
all, Musipass offered better performance, with 48% more success-
ful authentication than with traditional passwords.

Participants returned for the second phase of our experiment from
seven to thirty-eight days from the date of initial set up. However,
we found that when we isolated data from participants returning on
the seventh day for phase two, there was no identifiable correlation
between the age variable and memorability. We found that there
was a correlation between musical experience and ability to au-
thenticate using Musipass. However, this effect was also observed
in traditional password system authentication, suggesting that the
level of musical experience not only affects the ability of music
clip recognition, but the memory as a whole.

Musipass consistently supported a large proportion of users to-
ward their goal of successful authentication throughout all sub-
categories that were analyzed (including number of days taken to
return for the second authentication, age and musical experience).
Therefore, regardless of these factors, users were more able to au-
thenticate successfully with musical passwords than when using a
text-based scheme. The overall reaction to the system was positive.
The majority of participants liked the system and found it easy to
use. However (as with all recognition-based authentication sys-
tems) one drawback of the design was that participants were less
satisfied with was the amount of time required of them.

We hope that the work we have outlined in this paper will en-
courage further research into the efficacy and feasibility of sound-
based passwords to compliment the existing research into image-
based schemes. In addition to the questions we have raised, other
areas for future work include validation of Smith’s [50] and Blood
and Zatorre’s [8] findings in the context of Musipass — Is it possi-
ble that a previously unfamiliar tune might become familiar with
use and would a user persevere with it long enough to reach this
point? If so, the possibilities for alphabet inclusion are increased.
‘We might, for example, use creative commons licensed music (ours
was a research prototype and hence in US and UK copyright law
would be treated as "fair use" [53, 55]. In a non-research system,
even if that system is non-profit making, this may not be the case.
In this situation, the system can no longer be considered "cost less"
as the clips will need to be paid for. If we are to remain faithful
to our originally intended purpose, ensuring inclusivity for groups
who find using traditional approaches difficult, it would seem un-
fair to ask them to pay, or to view advertisements, only to be given
the same opportunity to authenticate that others take for granted. A
solution, might be to invite record companies to submit clips, pay-



ment to them would take the form of showcasing work of emerging
artists. Since we all have a preference for the familiar, this could in
turn, positively affect sales.

Another question relates to scalability over multiple sites. How
many musical passwords can people remember? Is there a way to
ensure music clips on one web site differ from those on another?
If not people might become confused as they select clips that are
familiar, but incorrect in the wider context. In this case, implement-
ing Musipass as single sign on might provide a solution.

The majority of participants told us that they didn’t have to listen
to all of the music clips presented to them, selecting "their" clip as
soon as they heard it and moving on. This, along with some of
the comments received, serves as anecdotal evidence that people
do not find the distractor clips becoming as familiar to them as
their selected password clips. Our study involved a lengthy delay
between enrolment and authentication. trials involving regular use,
perhaps on a daily basis, might be better placed to confirm this as
fact.

Reporting task times from our web based study would have been
misleading, since it cannot be guaranteed that our participants did
not stop during the experiment to do something else (at least one
participant told us that they did this). Although many users found
the time to authenticate to be too time consuming, the question still
remains as to exactly how long it took. Repeating the experiment in
a lab-based environment could provide more reliable data on which
to carry out an analysis.

Finally, the design outlined in this paper should be considered
as an example of a possible implementation for an audible pass-
word. The choices we have made for included music clips and the
procedure for password selection were based upon research into
enhancing memorability and security. It should also be possible to
populate the system and to create musical passwords in other ways
so as to enhance these properties. We hope that the work outlined
in this paper will provide a starting point for development in this
field.
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