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ABSTRACT

ternal thinking or “tacit knowledge” of the people by just
observing from outside as pointed out by Michael Polanyi
[5]. Polanyi also found out that “We can know more than
we can tell.” Cybersecurity practitioners work based on “intuition” or “hunch feeling” which is primarily due to their
years of experience in looking at data. Through the study
of Jeane Lave and Etienne Wenger it is found that knowledge in a community is (1) not always explicit, (2) often
embodied in practice, and (3) the knowledge may not even
be “in” an individual but emobodied in the community of
practice [3]. Also this tacit knowledge can only be acquired
not just by being part of the community but also doing what
they do on a daily basis [1].
My PhD work will focus on applying anthropological methods to identify the “tacit knowledge” of incident responders
and make them explicit through tools, processes, and publications.

Current tools and solutions to handle incident response and
forensics focus only on one piece of evidence, doing very little towards presenting the big picture. My PhD dissertation
will focus on developing analytical tools that can automate
repeated tasks whenever possible and also be able to connect the dots among multiple data sources. The tools of my
research will focus more on reducing the time incident responders spend on mundane tasks through automation also
by providing data in a more abstract and context specific
manner. Such presentation will be more useful in constructing the intrusion scenario than when it is presented raw.
Another challenge security researchers face today is validating their research ideas on real-world data.
The traditional approach taken by the security research
community for innovation is to read the current literature on
a problem, identify areas for improvement, and then develop
tools and methodologies that address those problems. While
this process may result in theoretically sound solutions there
has always been a issue of how usable these solutions are in
the real-world. The main reason, I believe, for this problem
is the discrepancy between what the security practitioners
actually want and what the researchers perceive as what
they want.
Few years back I worked on validating our previous work
SnIPS [4] a correlation engine that works on top of Snort
alerts and host logs to identify high-confidence attacks in an
enterprise network. In addition to manual analysis we also
worked with the Kansas State University (K-State) Computer Science Department System Administrator to identify
the value he sees in such a tool as ours. We did this by
spending some time asking questions for an hour or so every
semester. Since he was already overwhelmed with other departmental duties we were not able to continue our interview
process further on.
Anthropologists study a community by spending significant amount of time with the people of that community
[2]. The reason being that one cannot understand the in-
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