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General Chairs’ Message 
 
While we had hoped for an in-person conference this year, it was not to be�  We 
recognize the additional complexity posed by virtual attendance and participation�  The 
demands are compounded by the extended pandemic, which has drawn upon everyone’s 
reserves in every imaginable way�  Nonetheless, thanks to the efforts of the Program 
Committee and our authors, we had an excellent selection of papers once again�  

This year, papers were generally themed around the intersection of people and 
security�  Whether discussing the “influencers” of cybersecurity policy, novel security 
models and assessment methods, looking at ways to convey security concepts to non-
expert audiences, or ways to shift discourse on social media, we benefited from the 
diverse perspectives and disciplines that are the hallmark of the workshop� 

We are indebted to everyone who volunteered their time to help organize and support 
NSPW, review and shepherd papers, and participate in thoughtful discussion�  The 
success of the workshop is due to your effort, commitment, and enthusiasm�  In 
particular, we would like to recognize our program committee chairs and members, as 
well as our long-serving scribe� 

It was a great pleasure to chair and participate this year, and we look forward to 
returning to an anticipated in-person venue for the thirtieth New Security Paradigms 
Workshop in 2022! 
 
Tom Walcott (General Chair) and Tom Longstaff (Vice-Chair) 
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PC Chair’s Mssage 
 
The New Security Paradigms Workshop aims to provide a home for works that challenge 
conventional wisdom and working models in the field of information and computer 
security� Since 1992, NSPW has accepted papers on a wide variety of topics� These 
papers have pushed boundaries and provided speculation and reflection in all areas of 
computer security� This year, we continued some traditions, such as theme submissions, 
and reworked others, such as introducing double-blind submission and reviewing� 
 
We received 32 paper submissions this year and accepted 8 papers from a diverse range 
of fields� Seven distinct subfields of computer and information security were represented 
by the eight papers accepted, with three papers related to this year’s theme of 
“interdisciplinarity and translation zones in the context of emerging technologies.”  
The range of NSPW paper topics spans insurance market analysis, truth on social media, 
vulnerability management, organizational policy, and user experiences of shame�  
 
Encouraging this wide diversity requires work and effort from an amazing group of 
authors, program committee members, and organizing committee members� 89 authors 
were involved in writing our 32 submissions, and we would like to thank all of them for 
their participation in NSPW 2021� NSPW asks more engagement from its authors than 
many conferences, and we would particularly like to thank the authors of accepted papers 
for their dedicated engagement with the shepherding and revision processes� 
 
The Program Committee assisted us in assembling this year’s program. We had 20 
program committee members, who brought their expertise on a wide variety of security 
topics to the review process� Each PC member reviewed between three and four 
submissions� Many of them also acted as shepherds of conditionally accepted papers�  
Their enthusiastic engagement with the submissions and “workshop” process 
characterizes much of the in-depth and thoughtful engagement that NSPW is known for� 
 
A wonderful program is not much without a time and place to discuss it� We would like 
to thank the general chairs and other members of the organizing committee for creating 
this space� Although we would like to be able to meet in person, NSPW was held online 
again this year� However, we built on our experience from last year and each paper was 
workshopped in an interactive 60-minute time slot�  The level of participation with papers 
this year was again comparable to that of our in-person sessions� The paper authors 
benefited from the detailed feedback and we are grateful to have been able to conduct a 
safe conference that still provided the NSPW interaction we expect�  We are pleased to 
present this year’s program. 
 
Jonathan Spring and Lizzie Coles-Kemp, PC co-chairs 
 
  

 iii 

General Chairs’ Message 
 
While we had hoped for an in-person conference this year, it was not to be�  We 
recognize the additional complexity posed by virtual attendance and participation�  The 
demands are compounded by the extended pandemic, which has drawn upon everyone’s 
reserves in every imaginable way�  Nonetheless, thanks to the efforts of the Program 
Committee and our authors, we had an excellent selection of papers once again�  

This year, papers were generally themed around the intersection of people and 
security�  Whether discussing the “influencers” of cybersecurity policy, novel security 
models and assessment methods, looking at ways to convey security concepts to non-
expert audiences, or ways to shift discourse on social media, we benefited from the 
diverse perspectives and disciplines that are the hallmark of the workshop� 

We are indebted to everyone who volunteered their time to help organize and support 
NSPW, review and shepherd papers, and participate in thoughtful discussion�  The 
success of the workshop is due to your effort, commitment, and enthusiasm�  In 
particular, we would like to recognize our program committee chairs and members, as 
well as our long-serving scribe� 

It was a great pleasure to chair and participate this year, and we look forward to 
returning to an anticipated in-person venue for the thirtieth New Security Paradigms 
Workshop in 2022! 
 
Tom Walcott (General Chair) and Tom Longstaff (Vice-Chair) 
 
 
  



v

Table of Contents

Blessed Are the Lawyers, for They Shall Inherit Cybersecurity����������������������������������������1
Daniel W. Woods and Aaron Ceross

COLBAC: Shifting Cybersecurity from Hierarchical to Horizontal Designs������������������13
Kevin Gallagher, Santiago Torres-Arias, Nasir Memon and Jessica Feldman

Change that Respects Business Expertise: Stories as Prompts for a Conversation  
about Organisation Security����������������������������������������������������������������������������������������������28
Simon Parkin, Simon Arnell and Jeremy Ward

The Tragedy of Common Bandwidth: rDDoS������������������������������������������������������������������43
Arturs Lavrenovs, Éireann Leverett and Aaron Kaplan

Beyond NVD: Cybersecurity Meets the Semantic Web���������������������������������������������������59
Raúl Aranovich, Muting Wu, Dian Yu, Katya Katsy, Benyamin Ahmadnia,  
Matthew Bishop, Vladimir Filkov and Kenji Sagae

Shame in Cyber Security: Effective Behavior Modification Tool or  
Counterproductive Foil?���������������������������������������������������������������������������������������������������70
Karen Renaud, Rosalind Searle and Marc Dupuis

VoxPop: An Experimental Social Media Platform for Calibrated  
(Mis)information Discourse����������������������������������������������������������������������������������������������88
Filipo Sharevski, Peter Jachim, Emma Pieroni and Nathaniel Jachim

“Taking Out The Trash”: Why Security Behavior Change Requires  
Intentional Forgetting������������������������������������������������������������������������������������������������������108
Jonas Hielscher, Annette Kluge, Uta Menges and M. Angela Sasse



vi
 vi 

Program Committee 
 
Carrie Gates   Bank of America 
Ceri Jones   Natwest Group 
Christian Probst  Unitec Institute of Technology 
Cormac Herley  Microsoft 
Debi Ashenden  University of Portsmouth 
Eirann Levrett   Concinnity Risks 
Elizabeth Stobert  Carleton University 
Jassim Happa   Royal Holloway University of London 
Karen Renaud   University of Strathclyde 
Laura Koksch   Ruhr University Bochum 
Leonie Tanzcer  University College London 
Lori Flynn   CERT 
Matilda Rhode   Airbus 
Matt Bishop   University of California, Davis 
Reem Talhouk   Northumbria University 
Richard Ford   Cyren LLC 
Rikke Bjerg Jensen  Royal Holloway University of London 
Shamal Faily   Robert Gordon University 
Simon Parkin   TU Delft 
Tom Millar   CISA 
Volker Roth   Freie Universitaet Berlin 
  



vii
 vii 

Organizers 
 
General Chair: Tom Walcott 
Vice Chair: Tom Longstaff, CMU SEI 
Local Chair: Prashant Anantharaman, Dartmouth College 
Treasurer: Sean Peisert, Berkeley Lab and University of California, Davis 
Publications Chair: Josiah Dykstra, National Security Agency 
Registration Chair: Carson Brown 
Scribe: Bob Blakley, Team8 
Web Chair: Anil Somayaji, Carleton University 
Program Committee Co-Chairs: 
Jonathan Spring, CERT/CC, SEI, Carnegie Mellon University 
Lizzie Coles-Kemp, Royal Holloway 
 
Steering Committee: 
Matt Bishop, University of California, Davis 
Bob Blakley, Team8 
Rainer Böhme, Universität Innsbruck 
Marco Carvalho, Florida Institute of Technology 
Serge Egelman, University of California at Berkeley / ICSI 
Jeremy Epstein, National Science Foundation 
Richard Ford, Cyren 
Carrie Gates, Bank of America 
Cormac Herley, Microsoft Research 
Hilary Hosmer, Data Security 
Tom Longstaff, CMU SEI 
Sean Peisert, Berkeley Lab and University of California, Davis 
Wolter Pieters, Delft University of Technology 
Christian Probst, RMTP IT-Beratung und Service GmbH 
Cristina Serban, AT&T Security R&D Center 
Abe Singer 
Anil Somayaji, Carleton University 
Tara Whalen, Cloudflare 
Mary Ellen Zurko, MIT Lincoln Laboratory 
 
NSPW Founder: Hilary Hosmer, Data Security 
 
Steering Emeritus: 
Angelos Keromytis, Georgia Tech 
Catherine Meadows, US Naval Research Laboratory 
Carol Taylor, Eastern Washington University 
Konstantin Beznosov, University of British Columbia 
Paul van Oorschot, Carleton University 
Simon Foley 
 


