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ABSTRACT CCS CONCEPTS

The General Data Protection Regulation (GDPR) came into effect
in May 2018 and is designed to safeguard European Union (EU)
citizens’ data privacy. The benefits of the regulation to consumers’
rights and to regulators’ powers are well known. The benefits to
regulated businesses are less obvious and under-researched.

We conduct exploratory research into understanding the socio-
technical impacts and resilience of business in the face of a major
new disruptive regulation. In particular, we investigate if GDPR is
all pain and no gain. Using semi-structured interviews, we survey 14
senior-level executives responsible for business, finance, marketing,
compliance and technology drawn from six companies in the UK
and Ireland.

We find the threat of fines has focused the corporate mind and
made business more privacy aware. Organisationally, it has created
new power bases within companies to advocate GDPR. It has forced
companies to modernise their platforms and indirectly benefited
them with better risk management processes, information security
infrastructure and up to date customer databases. Compliance, for
some, is used as a reputational signal of trustworthiness.

Many implementation challenges remain. New business devel-
opment and intra-company communication is more constrained.
Regulation has increased costs and internal bureaucracy. Grey ar-
eas remain due to a lack of case law. Disgruntled customers and
ex-employees weaponise Subject Access Requests (SAR) as a tool
of retaliation. All small and medium-sized businesses in our sample
see GDPR as overkill and overwhelming.

We conclude GDPR may be regarded as a pain by business but
it has made it more careful with data. It created a short-term dis-
ruption that monopolised IT budgets in the run-up to GDPR and
created a long-term disruption to company politics as Compliance
and Information Security leverage the regulation for budget and
control. The rising trend in the number of fines issued by national
data protection regulators and the establishment of new case law
will continue to reshape organisations.
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1 INTRODUCTION

Regulation has long suffered an image problem for being boring,
bureaucratic and unnecessary. And while this can be true, regu-
lation is a vital lever of government to achieve policy objectives.
Governments regulate business to deliver better outcomes for the
economy, the environment and society: for example to correct mar-
ket failures, to protect people and wildlife from pollution and to
safeguard citizens’ privacy. The EU’s GDPR is a good example of
the latter and is a major disruptor in the context of data privacy
and security.

Our focus is on the resilience of an overlooked stakeholder:
business. Most attention has concentrated on the benefits of GDPR
to the regulator in terms of stronger powers and to the consumer in
terms of stronger privacy rights. However little research has tracked
the benefits to business who, after all, have had to substantially
modify their socio-technical systems to operate it.

Academic literature, prior to the introduction of GDPR in May
2018, proposed a variety of potential GDPR benefits to business in-
cluding better data management and analytics, brand enhancement
and access to a level playing field. Since then, however, interest in
the business perspective has waned and it lacks empirical follow-
up data. Even recent studies [4, 47] rely on earlier papers and still
speak in terms of potential opportunities and possible benefits.

While regulation is viewed by most as all stick and no carrot,
the EU promoted and promotes the benefits of GDPR to business.
Hence we are interested in exploring if there are benefits in reality
and how they affect different groups or departments within an
organisation.

For this reason, we employed a semi-structured interview tech-
nique to ask 14 senior executives in a range of companies what has
been the actual impact of GDPR on them and across their organiza-
tions since 2018.
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We investigate:

RQ1: What are the perceived benefits of GDPR to business?
RQ2: Where are the effects of GDPR felt within a business?

After discussing the background to GDPR in Section 2, related
literature in Section 3 and our methodology in Section 4, we analyse
and discuss the findings in Sections 5 & 6. We show there are both
direct and indirect positive impacts on business from GDPR despite
ongoing implementation issues.

We believe this is the first study to analyse the lived experience
of GDPR by business since its introduction over three years ago and
the first to identify how GDPR has changed the balance of power
and decision making within organisations.

2 BACKGROUND

This section provides a quick recapitulation of what is the pur-
pose of regulation, what are the fundamental principles behind
formulating good regulation and how privacy and data protection
regulation has developed over time. It summarises the GDPR, its
objectives and the results of subsequent surveys by the EU on the
success of its implementation. Since 2018, we note the dearth of
assessment of the benefits to business of GDPR by the EU. We note
a similar lack of follow-up by the professional advisory firms who
were active commentators in 2017 & 18. Academic assessments
follow in Section 3.

2.1 Why Regulate?

Regulation can generically be defined as a (set of) intervention(s)
that either correct or enable a desired social and/or economic be-
haviour in response to public policy goals and objectives. In a nar-
row sense it can refer to a set of authoritative rules used alongside
processes for monitoring and promoting compliance often referred
to as traditional ‘command and control’ approaches. A broader
interpretation of ‘regulation’ includes a range of interventions in-
cluding market based instruments, etc, i.e. “all mechanisms of social
control—including unintentional and non-state processes” [6, 7].
Thus, interventions may be used as alternatives, but more com-
monly as complementary activities, to traditional ‘command and
control’ approaches. The mix is important because evidence sug-
gests that SMEs for example "will only act when there is a specific
requirement to do so” [58]. Regulation bridges the gap between an
operator’s self-interest and the interests of society [58].

Governments regulate business to guarantee minimum stan-
dards and protections. Left unchecked, the profit motive of business
can lead to damaging behaviours that are detrimental to society
e.g., price-fixing cartels, unsafe working conditions, abuses of con-
sumers rights. While governments may also regulate the actions of
individuals, public-sector or civil society organisations, our focus
is on the regulation of business and data.

2.2 The Foundations of Good Regulations

Regulation brings both benefits and costs. It can stimulate ideas and
can block their implementation. It can increase or reduce the risk
of investing in new products and business models. It can determine
how much funding is available for innovation and how much goes
into tick-box compliance. It can influence consumer confidence and
demand and determine whether firms enter or exit a market.
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For this reason, most developed economies have policies, pro-
cedures and institutions to govern how regulations are developed,
administered and reviewed. While approaches vary, such policies
typically affirm the importance of openness, proportionality and
fairness [59].

Openness demands transparency and participation in the policy
design to ensure regulation serves the public interest and engages
all the stakeholders that it affects or who hold an interest in it.
Proportionality demands that the costs of compliance are com-
mensurate with the benefits the regulation is intended to deliver.
Fairness demands that regulatory decisions should be made on an
objective, impartial and consistent basis, without conflict of interest,
bias or improper influence. The theory is that this enables busi-
nesses to compete on a level playing field (LPF), and helps ensure
that the best ideas, products and business models are those that
succeed [16].

2.3 The Evolution of Data Regulation

The roots of GDPR can be traced back to two concepts — privacy
and data protection.

Privacy is covered by Article 8 European Court of Human Rights
(ECHR) - Right to respect for private and family life [31].

Data protection is covered by Article 8 of the Charter of Funda-
mental Rights of the European Union (CFR): Protection of personal
data [19].

In Germany, personal data protection was linked to more ex-
pansive, more fundamental societal values. The term informational
self-determination became key to understanding the German view
of privacy after a constitutional case in 1983 ruled that "the au-
thority of the individual to decide himself, on the basis of the idea
of self-determination, when and within what limits information
about his private life should be communicated to others." Norway,
Sweden, France and the UK enshrined the right to data protection
as a sui generis (in a class by itself) right, but they did not adopt the
German concept of self-determination. They saw data as a valuable
resource and subject to competing interests. For them, data protec-
tion aims to safeguard a just and reasonable equilibrium between
the interests of the individuals and those of the community con-
cerning the processing of personal data as enshrined in the 1980
OECD Privacy Guidelines, 1981 Convention 108 and 1995 Directive
95/46/EC [5, 29, 40].

GDPR (EU 2016/679) is a European Union Regulation that re-
placed and repealed the EU’s 1995 Data Protection Directive (DPD,
also known as Directive 95/46/EC. It talks to "the protection of
individuals with regard to the processing of personal data and on
the free movement of such data." This dual mandate explains the
mix of prohibition and permission contained in GDPR. It is prohibi-
tive because it says that personal data cannot be processed unless
certain conditions are satisfied, which has echoes of informational
self-determination and individual control. At the same time, it is
permissive in that it says personal data can be processed provided
certain conditions are satisfied. This dual mandate provides a bal-
ancing of interests, but it also underlies many of the critiques of
the day to day operation of GDPR [55].
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2.4 GDPR Objectives

GDPR came into force on 25 May 2018 [22], after which all organi-
sations were required to be compliant. The UK GDPR, post-Brexit,
was ruled as adequate by the EU in June 2021.

Unlike its predecessor, GDPR is an EU Regulation and not a
Directive. This means it has binding force in every member state
and there is no discretion over how it is transposed into national
law.

The primary purpose of GDPR is to define standardised data
protection laws for all member countries across the European Union.
In summary, it was intended to [23]:

Increase privacy and extend data rights for EU residents.

Help EU residents understand personal data use.

Address the export of personal data outside of the EU.

Give regulatory authorities greater powers to take action

against organisations that breach the new data protection

regulations.

o Simplify the regulatory environment for international busi-
ness by unifying data protection regulations within the Eu-
ropean Union (a.k.a. the level playing field).

e Require every new business process that uses personal data

to abide by the GDPR data protection regulations and Privacy

by Design rule.

It has strict rules such as the rights for data subjects to access
their own data (known as SARs), to be forgotten and to expect
affirmative consent. It applies to companies inside and outside the
EU if they hold personal data belonging to EU citizens. And it has
tight data breach notification requirements and hefty fines of up to
four percent of an organisation’s total worldwide annual turnover
if found in violation [27].

GDPR is strong on the obligations of business. It makes no refer-
ence to any benefits to business.

2.5 GDPR Scorecard

The EU has commissioned a number of surveys since the GDPR was

applied. We highlight three surveys here: the 2019 Eurobarometer,

the 2019 SME Survey and the 2020 EU Self-Evaluation Report.
The 2019 EU Barometer 487a [20] found that:

e Over 66% of EU citizens have heard of GDPR, over 50% have
heard of their rights under GDPR, and almost 60% have heard
of their data regulator.

o A majority feel they have partial control over the information
they provide online. Only 20% say they see the Terms &
Conditions (T&C’s) to the collection and use of their personal
data online, and only 13% say they read privacy statements
in full.

The 2019 GDPR Small Business Survey was run by Proton Tech-
nologies AG [28]. Part-funded by a EU Horizon Project, it found:

o Millions of small businesses still do not comply with the
GDPR.

e Encryption technology is still not widely understood.

o Small businesses want to comply and have invested heavily
on GDPR compliance.

On June 24, 2020, the European Commission (EC) submitted
its first report on the evaluation and review of the GDPR to the
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European Parliament (EP) and Council [11]. The report is required
under Article 97 of the GDPR and will be produced at four-year
intervals going forward. In its report, the Commission concludes
that generally the GDPR has successfully met its objectives, namely
those of strengthening personal data protection and guaranteeing
the free flow of personal data within the EU. It identified a number
of areas for improvement, including:

o Fragmentation between member states: differential interpre-
tation of discretionary details

e Uneven enforcement: different “data protection cultures’, dif-
ferent budgets & resources

e Unforeseen Issues with Emerging Technologies: Al IoT or
facial recognition

e Unused Potential of Data Portability Rights: to avoid unfair
practices and lock-in effects

o Adequacy Decisions: Pending third country regimes such as
South Korea and UK

e Extra-territorial Reach: “This approach should be pursued
more vigorously in order to send a clear message that the lack
of an establishment in the EU does not relieve foreign operators
of their responsibilities under the GDPR.”

Whilst this report is akin to the EC marking its own homework and
not an impartial external assessment, it is still a useful checklist of
where the EC sees shortcomings in GDPR.

2.6 Gap in GDPR Scorecard

Our search has revealed a significant gap in the assessment of GDPR.
There seems to be no equivalent to the EC’s four-yearly evaluation
and review from the perspective of one important stakeholder: the
regulated businesses that handle customer data.

In the run-up to GDPR going live in 2018, there was a flood
of surveys, studies and benchmarking reports by IT vendors and
professional services firms. Since then, they have dried up.

One exception is the EU Multistakeholder Expert Group. Set up
in 2017, it assists with identifying the potential challenges in the
application of the GDPR from the perspective of different stake-
holders, and to contribute to the EC’s evaluation of GDPR in 2020.
It is composed of up to 27 members drawn from trade and business
associations, NGO’s, academics, legal practitioners and privacy ad-
vocates. It is quite technocratic. Their “contribution addressed topics
such as the impact of the GDPR on data subjects’ rights, the conditions
for a valid consent under Article 7(4) of the GDPR, the one-stop-shop
mechanism, the principle of accountability and the risk-based ap-
proach, data protection officers’ (DPOs’), the relationship between
controllers and processors, and the development of Standard Contrac-
tual Clauses for the transfer of personal data” [21]. Benefits analysis
is not part of its mandate.

One of the few non-EU follow up surveys was a survey by
Deloitte’s “A new era for privacy: GDPR six months on” [14]. The
headline was that consumer awareness has risen and 48% of or-
ganisations had made “significant” investment to improve their
compliance. In addition:

e 70% of organisations had increased staff focused on GDPR
compliance.
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® 92% of organisations claimed confidence in their ability to
comply with GDPR in the long term. 65% of organisations
felt they had enough resources to comply.

e 78% had invested in new data loss prevention and 71% in
unstructured data scanning.

Another non-EU study is the annual implementation progress
report that is published by Access Now, a digital rights group. In
their latest, “Three Years Under The EU GDPR” [18], they describe
GDPR as “nothing but hot air” because of slow and weak enforce-
ment by the Data Protection Authorities (DPA). The EU is criticised
for under-resourcing its DPAs and failing to levy sufficient fines
and sanctions on business. This presents the EU and its DPAs with
a media communications challenge - satisfying consumer rights
protection groups and, at the same time, selling the benefits of a
level playing field and GDPR compliance to business.

3 LITERATURE REVIEW

There is no shortage of academic GDPR studies. A Google Scholar
search of General Data Protection Regulation will yield circa 3
million hits. Limit the search to papers published after GDPR went
live in 2018 however and interest drops precipitously. Search for
papers that contain the two keywords “GDPR success” or “GDPR
benefits” anywhere in the text yields less again. As we narrowed
the search, we quickly reached zero hits for keyword combinations
such as “GDPR business benefits” or “GDPR consumer benefits” or
even “benefits of GDPR to business”. The lack of curiosity about
GDPR’s benefits to business after 2018 is curious.

In this section, we review the plentiful literature on the imple-
mentation challenges of GDPR. We examine papers that contained
the word pair “GDPR success” and “GDPR benefits” anywhere in
their text as well any relevant papers from multiple rounds of back-
ward and forward searches. Most of these do not talk to our topic
because they are not interested in how GDPR might deliver value
or return from a business perspective. The studies in Section 3.2
explore exclusively regulatory angles. Other papers discussing ben-
efits in fact only consider drawbacks (Section 3.3).

The two papers [4, 47] that do explore positive aspects of GDPR
to businesses rely mainly on pre-GDPR work. We conclude that
given the newness of GDPR, there are still few scientific follow-up
studies.

3.1 GDPR Implementation Challenges

Unlike benefits, there is a surfeit of studies on the challenges of
GDPR. It is a complex regulation [25], it fails to specify technical
solutions [53] and it involves subjectivity [2]. Compliance can be ex-
pensive [1, 53]. Companies may need extra administration staff and
expert DPO staff [38], extra employee training and face difficulty
recruiting and retaining these people [35]. Regulatory restrictions
may impact an organisations performance [54] and persuade some
to cut back their service offering in the EU to avoid it [3].

GDPR brings increased technical complexity [9, 17, 46]. Data
portability [33] as well data consent, rectification and deletion
processes will require technical and organisational investment [17].
Data erasure (aka the right to be forgotten) is seen as particularly
problematic for bigger companies [12, 15]. System and process
audits [17] and recruiting more cybersecurity professionals will
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require more investment. Clamping down on how personal data
is handled may slow down the development and application of
emerging technologies such as IoT and blockchain [37, 56].

3.2 Studies on GDPR Success

Unlike challenges, there is a dearth of research on success. Un-
der “GDPR success”, the most relevant literature has a regulator
or regulatory success focus rather than any reference to business
success. Thus, Oxford Analytica’s appraisal of GDPR on its first
anniversary [43] looked at key shortcomings such as ensuring
the compliance of business beyond “big tech”, concern that public
awareness of the GDPR in smaller EU states will lag that in larger
states and criticism of the Irish regulator if it failed to demonstrate
a clearer commitment towards robust regulation. Sanders, in “The
GDPR One Year Later” [49] suggests the key to the GDPR’s success
requires data protection officials and judges to seriously evaluate
situations in which privacy and freedom of the press appear to con-
flict. Kessler in “Data Protection in the Wake of the GDPR: California’s
Solution for Protecting “the World’s Most Valuable Resource™ [34]
argues that the United States should adopt a federal standard that
offers consumers similarly strong protections as the GDPR.

3.3 Studies on GDPR Drawbacks

Despite searching for “GDPR benefits”, the literature is about the
dis-benefits of GDPR, albeit with more of a focus on businesses.
“The Economic Impact of the European Reform of Data Protection”
is a 2015 paper by M Ciriani [10] of the Regulatory Office of the
giant French mobile phone operator Orange. She argued that the
extraterritorial application of European law would promote a level
playing field within the European market. However, with the excep-
tion of the GDPR’s impact assessment conducted by the European
Commission, she claimed the literature she had examined shows
that the costs of GDPR’s adoption might offset the efficiency gains.
She expressed concern that increasing the administrative burden
might not help improve the competitiveness of European digital ser-
vice providers, such as her employer. Flexible ex-post effects-based
accountability would help industry.

Sarah Shyy, in the self-explanatory “The GDPR’s Lose-Lose Di-
lemma: Minimal Benefits to Data Privacy & Significant Burdens on
Business” [50] argues that GDPR fails to promote consumer pri-
vacy because, in today’s data collection practices, consumers are
forced to accept an online company’s privacy policy and data collec-
tion practices. Meanwhile, the GDPR has disadvantaged SMEs by
imposing cost-prohibitive measures, hindering SMEs growth, and
spurring SMEs to exit the market. Rather than copying the GDPR
model, she argues US lawmakers should learn from the GDPR’s fail-
ings and adopt regulation that is both more effective in protecting
consumer privacy and less burdensome on businesses.

3.4 Studies on GDPR Benefits to Business

There are two academic papers [4, 47], published in 2019, that are
relevant from a business perspective.

Poritskiy et al. ask what are the main benefits offered by GDPR
for IT companies [47]. They surveyed 286 Portuguese IT companies
that were partners of their educational institution on eight benefits
(and nine challenges) drawn from a literature review. On closer



“It may be a pain in the backside but..” Insights into the resilience of business after GDPR

reading, the benefits stem from opinion pieces that pre-date the
introduction of GDPR rather than empirical research.

They concluded the two most significant benefits were trust (con-
sumer confidence) and legal clarification. These two benefits chime
with two of their sources, Bilyk [17] and White [57]. The Bilyk
study references a blog on theappsolutions.com website credited to
a different author and the White study appears to reference a (now)
broken link to a GDPR news report. Another two of the eight bene-
fits of GDPR, better decision-making and better risk-assessment,
are also credited to Bilyk. Two more of the eight benefits, increased
security of products / services and increased quality of documen-
tation, are credited to Krikke et al. [36] which appear to reference
brochure-style content on the site of the law firm Stibbe.com. An-
other benefit, create new competitive advantages, is credited to
Dellie [13] which references a blog on the ITASCA.org site. Two
further benefits, minimisation of the collected personal data and
improved data management processes, are credited to Fimin [24]
which references an article in Forbes magazine by the CEO of cy-
bersecurity firm. The eight benefits surveyed in the questionnaire
may indeed be real but the cited evidence behind them is not based
on any qualitative or quantitative data.

In the second paper, Teixeira et al. [4] conducted a systematic lit-
erature review to identify the critical success factors that contribute
to the implementation of GDPR. One of the research questions was
“What are the benefits of complying with GDPR?”

Their review identified four potential areas of benefit: proper
data management, use of data analytics, cost reduction and an
increase in reputation and competitiveness.

Regarding data management, Lopes and Oliveira view GDPR
as an opportunity for companies to document their processes and
procedures [39]. Presthus et al. sees it as an opportunity to cleanse
and audit personal data to cap any liability to abuse of personal
data [48] and similarly, Skendzi¢ et al. view GDPR as an opportunity
to bring data consistency across the organisation [51].

Better data management enables better data analytics. Garber
argue data-driven insights will help inform companies optimise
their business processes and identify new business development
opportunities [26]. Enhanced data management will lower costs by
eliminating surplus data, redundant data and, thus, data storage
costs [8, 41, 45]. O’Brien reports it could reduce costs by up to 2.3B
EUR per annum according to estimates by the European Commis-
sion [44]. Beckett postulates that GDPR compliance and safe data
governance skills may enhance a company’s trustworthiness and
generate new business and new customers [8]. Tikkinen-Piri et al.
argue the adoption of GDPR may give a competitive advantage to
organisations [53]. Garber and Miglicco believe compliance may
also boost an organisations’ performance by improving operational
efficiency [26, 41].

The first paper [47] is a quantitative survey of GDPR dimensions
based mainly on pre-GDPR literature. The second [4] is a systematic
review of historic literature regarding GDPR success factors. Both
look to the future and talk in terms of potential barriers and enablers.
The former admits it does not explore implementation challenges
nor company specifics and the latter admits it is unable to identify
or present practical outcomes.
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3.5

Given GDPR is a relatively recent regulation, there are still few
scientific follow-up studies. Neither of the two 2019 papers [4, 47]
nor our review here were able to identify or substantiate specific
benefits to business of implementing GDPR. Hence our research aim
is to obtain information on the actual impacts of GDPR on business
and how those effects are felt within and across the organisation.

Motivation

4 METHODOLOGY

Due to the newness of the issue and the absence of reliable data,
we decided to take an exploratory qualitative research approach
and use thematic analysis on semi-structured interviews.

4.1 Data Collection and Analysis

Data was collected via a series of semi-structured one-to-one inter-
views with business executives who work in companies that handle
customer data. The study covered a range of small, medium, and
large companies to maximise the sample’s representativeness. It
deliberately targeted senior and middle-management executives
drawn from across the various functions within an organisation to
get as holistic a perspective as possible. It included two Chief Ex-
ecutive Officers (CEO), three Managing Directors (MD), one Chief
Marketing Officer (CMO), one Chief Information Officer (CIO), one
Chief Information Security Officer (CISO), one Finance Director
(FD), three senior legal departmental heads and two marketing
executives drawn from public relations (PR) and digital marketing
analytics.

The interviews were conducted over Microsoft Teams in April
and May 2021 during one of the Covid lockdowns across Europe.
Ironically, this situation probably made it easier to access senior
executives and made the conversations more relaxed as they were
speaking from home rather than if the interview had been arranged
in an office context pre-Covid. The interviews lasted, on average
an hour and ranged between 35 and 90 minutes. The interviewees (
9 male, 5 female) were aged between their early 30’s and early 50’s.

The interviews had a mix of open and closed questions. The open
questions preceded the closed questions. The agenda for the open
questions was very straightforward, namely asking executives what
were the advantages and disadvantages of GDPR, based on their
experience of it, within their companies. The agenda for the closed
questions was developed by drawing on the literature review and
capturing the predicted benefits and challenges. These were used as
a checklist to ensure all the talking points were covered if they did
not come up unprompted in response to the initial open questions.
The interviewer’s aide memoire can be found in Appendix A.

After conducting the first few interviews, we decided to add
extra open questions at the end because we found participants had
warmed to the subject by then and naturally opened up about how
they would improve GDPR or how life would be different if GDPR
had never happened.

One author conducted all the interviews to maintain consistency.
The interviews were recorded and a report was written immedi-
ately after each meeting to summarise the main points. The research
team reflected on the findings after each interview to identify com-
mon themes and resolve differences in interpretation. This initially
caused the interview framework to be revised marginally.
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The interviews were transcribed using automated transcription
software and manually edited for correctness. This was followed
by inductive thematic coding by the primary researcher based on
the transcripts. This approach for analysing qualitative evaluation
data [52] condenses raw data text into brief themes, which can be
used to develop a model or theory about the underlying structure
of experiences evident in the data. The codes in this research were
initially generated from the literature review and expanded as the
interviews unfolded. Each code was manually transformed into a
post-it note and clustered on a whiteboard to generate themes. This
manual approach allowed us to easily iterate the analysis, and it fa-
cilitated cross-checking with the other researchers. We experienced
a dramatic reduction in new themes after only a few interviews, in
line with previous research [30]. We felt that saturation had been
achieved after 14 interviews.

4.2 Sample Characteristics

It is difficult to recruit business people to dedicate time to an inter-
view at the best of times. It is doubly difficult if the target is senior
management and if the topic is a commercially sensitive matter.
The interviewees were selected using convenience sampling. By
networking through friends of friends and warm referrals, 14 senior
executives agreed to be interviewed across six companies based in
the UK and Ireland (which is in the EU). No attempt was made to re-
flect a representative group of practitioners based on EU geographic
coverage. There was a conscious attempt, however, to diversify the
sample away from solely IT or GDPR practitioners. The company
classification is based on the number of employees [42] and shown
in Table 1.

P1 was the owner-manager and sole employee of a technology
solutions integrator with a turnover <£750K. It operated in the
UK only. P2 to P5 were the senior management team of a small
publisher with circa 30 staff that published specialist magazines for
the UK and overseas markets. P5 and P6 worked at the HQ of a
light engineering manufacturer with circa 100 staff. It exported to
mainland Europe. P7 and P8 belonged to a global drinks company
and were based in the Irish subsidiary. P9 and P10 worked at the UK
HQ of an international legal practice with offices in Europe, Asia
and the USA. The country practices are all independent practices
under a common brand. P11 to P14 worked at the London-based
global HQ for a banking and asset management company. The CISO
and CMO held global responsibility.

4.3 Ethical Considerations

The authors’ departmental Research Ethics Committee approved
this study. It is designed to include pseudonymity, confidential-
ity and informed consent. The study does not identify individual
participants. All identifiable information was stripped from the
transcripts and the recordings were subsequently deleted. Some
quotes were altered or redacted to mask details. The participants
were aware of the research’s purpose, the researchers involved, and
their role in it. Participants were not offered any compensation for
participating.
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Table 1: The organisations and interviewees labelled P1-P14

Size Sector Job Title  Labels

Micro Technology =~ MD P1
CEO P2
Small Publishing MD P3
FD P4
. CEO P5
Medium Manufacture IT MD P6
. Legal P7
Large Drinks Marketing P8
Legal P9

Large Law 10 P10

Legal P11

CISO P12

Large Bank CcMO P13

PR P14

5 FINDINGS & ANALYSIS

This study investigates if there are any beneficial impacts to busi-
ness from GDPR and how they are distributed across the organisa-
tion.

In this section, an expansive definition of ‘benefit’ is taken be-
cause benefits in business come in many guises. Typically, compa-
nies will classify benefits as either direct or indirect. Direct benefits
have a clear cause and effect relationship, whilst indirect benefits
are less clear cut. A direct benefit will generate new revenue or re-
duce costs and is quantifiable. An indirect benefit, sometimes called
a soft benefit, may be less tangible and defy direct measurement.
Benefits may be planned or unanticipated. Benefits can also be in
the eye of the beholder: what advantages one part of an organisa-
tion can disadvantage another. And finally, as discussed earlier in
the section on regulation, what benefits a company may or may
not benefit the consumer and society.

Our framework for discussion is based on themes that were
generated by analysing and abstracting the interviews. The small
sample size should be considered when judging the findings’ gen-
eralisability. We will show that many of the impacts attributable to
GDPR are a win-win for both business and the consumer/society.

Four positive direct impacts and two indirect impacts are identi-
fied; and while the primary focus of the research was benefits, we
identify five challenges with implementing GDPR.

The participants were invited to suggest how GDPR could be
made better. We review their feedback in the final section.

5.1 Direct Impacts

5.1.1  Privacy-Aware Mindset. All interviewees stressed the impor-
tance of protecting data and privacy. On closer questioning, the
motivation became clear. It is driven by fear. GDPR fines focus
the mind. For severe violations listed in Art. (5) GDPR, the fine
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framework can be up to €20 million or up to 4% of global turnover,
whichever is the higher. A compliance officer put it succinctly:
“Data breaches [. . .] gives everyone an incentive to listen [. . .] the 4%
[...] is hanging over the heads of the board” (P11).

The threat is felt by small and large players alike. The FD of an
SME put the effect of a fine in a stark manner, “we’re running on
fumes most of the time anyway, so any little thing could push us over
the edge financially” (P4). The CMO in one of the larger companies
said,

“Data breaches and liability fines [...] We do
simulated exercises around crises [...] and they
always come down to a cyber hack and data leak-
age, and data is what we run our business by. So
generically, it is the thing that keeps me awake at
night the most, and it is the one thing that could
blow our company up.” (P13)

GDPR has made executives more aware of data privacy both at
a corporate and at a very personal level.

“We were very aware of its arrival [...] it ap-
proached us as something of a tidal wave of regu-
lation because we knew that the sanctions against
companies that failed to adhere were going to be
quite stiff. And we also understood that it was
important. We all have personal lives and know
what it’s like when we have interference and in-
tervention and unnecessary and unsolicited ap-
proaches by organisations.” (P3)

GDPR has changed companies’ data use behaviour. A marketer
put GDPR’s impact on spam as follows:

“As painful as it might be, fundamentally what
it allows us to do is to understand our customers
desired level of engagement with our company.
[.. .JIn the wild west before GDPR came along
[-..] you didn’t have to bother about things like
marketing permissions and things like that.[. . .]
[You used to] have a mass of customers; you used
to contact them through whatever means when-
ever you wanted to, and some were more receptive
to that than others.” (P13)

GDPR has changed corporate attitudes. As one executive ob-
served “It does put the whole of the organisation into a different
mindset” (P12). It has raised “awareness within the business around
personal data, the importance of protecting it and treating it in specific
ways”. (P7) It “has led to a better understanding of why we hold data”
(P7). It stops people from hoarding data and gets rid of the “just in
case mentality” (P9).

It has also “raised awareness within the business from a cyber
perspective [. . .] which has resulted in us procuring cyber insurance”
(P9). “Security is tighter now [. . .] in terms of encryption [...] we’ve
tightened down access” (P7).

In sum, the threat of GDPR fines has made companies become
more responsible. As one CEO put it, “I suppose we just are a little
bit more careful what we use the information for’ (P2). That is clearly
a benefit to consumers and society and arguably helped business
become a better corporate citizen.
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5.1.2  Spur to Change. New regulation like GDPR may require com-
panies to change their people, processes or technology. It depends
on how close their model of operation was already in alignment
with the new regulation. Suppose a company is forced to buy a
new data system to satisfy GDPR and the new system delivers new
efficiencies and cost-savings. In that case, it is difficult to argue that
they are direct business benefits of GDPR. After all, the company
could have used that same money for something more value gen-
erative such as new product development or expansion into new
markets. However, if a company is forced to face up to longstand-
ing issues that it knew had to be fixed or it would decline, and if
GDPR is the spur to make that investment finally happen, then it
is arguable that the spin-off benefits can be regarded as a direct
benefit to business from GDPR.

Out of the six companies in the study, two made minimal changes
to their IT infrastructure. One tweaked their data classification “It
was just about reconfiguring it” (P10). One was created after 2018
and was designed from the outset with GDPR in mind, and the
remaining two were spurred to make fundamental changes. In both
cases, GDPR “got us to shift change at a quicker rate than usual’ (P7).

One of the SMEs said the most significant benefit of GDPR was
“getting things in order” (P4). “We had enough spreadsheets to fit in
a football field” (P4). They moved everything onto the cloud, went
paperless, slashed costs and reduced headcount by 2/3rd. In effect,
GDPR meant “driving the digitalisation and automation of a lot of
systems [...] and the restructure of the organisation” (P6).

In contrast, one of the larger companies had already concluded
that data-driven marketing “is the way of the future” (P8). It used
GDPR as an opportunity to centralise all country customer databases
in global headquarters (GHQ), standardise the data input and output
processes, tighten access control and upgrade information security.
It required all customers to re-opt in as part of a campaign to be
GDPR-ready. It programmed standards into the workflow to en-
force GDPR principles such as data minimisation and data retention
periods and made it apply worldwide. As an example, the company
now has an automated rule that flags and deletes prospect data if
they have not been “touched” (P8) after a year. It also serves as a
feedback loop between country management and GHQ. Why have
you neglected to contact these prospects? Did a mass campaign
target the wrong market?

Did GDPR spur innovation? All six companies initially said no
when asked directly and then gave examples that sounded curiously
like a new service or marketplace. The technology SME had added
a self-service facility so that clients could interrogate and edit their
own details, i.e. a do-it-yourself SAR. The IT outsourcer’s business
had boomed as it raced to develop new services to respond to
clients’ GDPR-related demands. Likewise, the law firm had had
to recruit extra staff to handle the GDPR workstreams, opened a
new branch office in the US to advise local firms with interests in
Europe and expanded a GDPR-compliant legal technology platform
service to its clients who needed to pool and overview legal matters
internationally. The bank noted it had seen the RegTech sector
expand which meant it had a wider selection of GDPR compliance
systems to choose from.

To sum up, GDPR made companies upgrade their IT, some super-
ficially and some more fundamentally and, it has spurred growth
of the GDPR support services industry.
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5.1.3  Reputational Signal. Reputation management is about send-
ing the right signal to the right stakeholder. Does GDPR compliance
by a company, communicated via their public privacy policies and
online cookie consent notices, enhance a company’s brand and
reputation? Do consumers trust it more? Interviewees tied them-
selves in knots considering this. Many started with a flat “No” or,
slightly less dismissively, “I don’t think it is high up in people’s minds
[. . .] since the legislation is no longer a choice and we all have to be
compliant” (P2) or “it’s a minimum standard” (P3). The recognition
“it’s a necessary element of doing business” (P1) morphed into “I think
failure to do it can impact negatively” (P7) and “It is a hygiene factor.
If you are not GDPR compliant, you’ve got a problem” (P10).

The concept of hygiene factors dates to psychologist Frederick
Herzberg’s two-factor theory of worker motivation [32], which mar-
keters later adopted to mean the basic set of values that customers
expect to be in place for any business or service they consider pur-
chasing. In mathematics, it would be described as a necessary but
not sufficient condition. “Everyone wants to see that you are obeying
looking after your data” (P4). When asked about trust, a lawyer said,
“The customer expectation is higher. I'd say expectation more so than
trust is higher” (P7). In contrast, a marketer said, “People are looking
for brand purpose. They’re looking for brands with meaning. They’re
looking for a brand with authenticity. They’re looking for brands that
do the right thing” (P8). Referring to marketing communication,
another said, “From a client point of view, they know that you are
only sending them stuff that they want to receive” (P14).

So, some companies regard GDPR merely as a box to be ticked
and some regards it as a signal and trust builder. Some use it to
send a signal of “reassurance” (P14) that the consumer will not be
spammed. Some use it to say we care about your data, and you can
trust us. In fact, one CISO believed that their ISO27001B certification
was an indirect benefit to the customer because it tells the customer
“we actually take security seriously” (P12). In an online world where
service experience is relatively undifferentiated, reputation is a key
differentiator and GDPR compliance may now be part of it. Half of
the sample chose to regard it as a lever and half thought it was a
hygiene factor at best.

5.1.4  Standardisation. Standardisation is often seen as a positive
output from regulation. The theory is that technical standards facil-
itate faster economies of scale on the supply side and provide the
comfort of mind to encourage more rapid take-up on the demand
side. GDPR might seem an unlikely exemplar, but three cases came
to light that delivered direct business benefits.

In the first case, a small and medium-sized enterprise (SME) that
did a lot of business with the public sector described how time-
consuming it used to be to bid for a new project because each
“organisation would write their own requirements around privacy”
(P1). Now GDPR has made responding to formal tenders for new
business a quick box-ticking exercise instead.

In the second case, the drinks company standardised its customer
database “so for an international company we have a lot more consis-
tency and assurance across the group” (P7). It used to have to consult
individual countries on the online and offline product packaging
before every new product launch. Now GDPR means they can save
time and say “here is a policy and here is a language” (P7).
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In the third case, the banker liked the way GDPR neutralised
a perceived weakness relative to more aggressive banks “From a
marketing perspective, the fact is that we all had different interpre-
tations of what you can and can’t do” and approval sat with “how
strong our risk function was and [...] how militant it was. That is
where oversight was”. He felt “ you are at a competitive disadvantage
with a stronger risk function.”(P12) but now “it’s good to know that
all companies are legally bound by these GDPR rules’.

The last example may also qualify as a demonstration of the
benefit of a level playing field which the EU regularly messages
as a benefit of EU-wide regulation in general. Not all respondents
accepted this rationale behind GDPR and felt that the EU was “trying
to make it sound more for the companies but we all know it was for
the consumer. They did it for people rather than the companies” (P11).

5.2 Indirect Impacts

5.2.1 Powerful GDPR Advocates. Andrew Jackson, seventh pres-
ident of the United States, is credited with the saying “money is
power”. Within companies, this translates into budget is power, and
nowhere is this more apparent than the power that GDPR has con-
ferred on specific roles within companies to invest in compliance.
One lawyer was quite frank: “I am a boring lawyer, but I think the
fact there’s robust legal obligations has made business ensure com-
pliance at a speedier rate than usual. [...] The level of fines makes
for a great headline when you’re running training and trying to get
everyone’s appreciation” (P7).

GDPR has transformed the authority of the department respon-
sible for it—usually Legal, Risk or Compliance—and made it an
essential player in corporate data-related decision making: “It has
raised awareness of the compliance team. [. . .] People take compliance
a lot more seriously” (P9).

It may seem the main benefit of a beefed-up GDPR-legal resource
is fine limitation. The lawyers cited other benefits such as reduced
paper storage costs, greater awareness of the importance of cyber
insurance, tighter scrutiny of third-party supplier contracts and
more attention to where the data in the cloud resides to ensure the
EU GDPR regime covers it.

5.2.2  Improved Data Management and Security. The other bud-
getary beneficiary is the IT department. One CISO (P12) believed
GDPR “did raise the bar for visibility of information security [...] in
the past [. . .] it was regarded as a nice to have. [. . .] Not many compa-
nies actually had a security department”. This CISO also thought that
“GDPR focused people’s minds that if you let the data get out, then
it could conceivably bring down the company’. Another CISO (P10)
described how they work with risk and compliance to document
risk and list controls they had against those risks so that when they
suffer a breach, an inevitability in their view, they can demonstrate
to the regulator they had made a proportionate investment to meet
their obligations to the spirit and letter of the legislation.

Thus, the budget has been invested in information security in-
frastructure, resilience, and eliminating single points of failure.
Another focus is security awareness training for the workforce.
The investment has resulted in streamlined processes, efficiencies
and cost savings. It has motivated companies to take a holistic view
of security rather than “sticking the firewall in the way” (P12). It
has meant that the customer database is constantly cleansed and
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deduplicated to ensure client notification preferences are up to date,
which in turn means the advertising is targeted at customer and
prospective customers who are genuinely interested in the com-
pany’s product or service. As one marketer put it, prior to cleaning
up our data and duplicates, “we used to have multiple versions of the
truth” (P13).

5.3 Challenges

5.3.1 New Business Development is Harder. A key part of new
business development is identifying, qualifying and converting
suspects into prospects and prospects into customers. A pipeline of
leads is generated via a variety of means such as advertising, social
media and email marketing campaigns.

The biggest drawback of GDPR for one SME was “finding effective
ways to find new customers” (P1). He recounted how, before GDPR,
their resellers made it a precondition that users had to agree to
receive spam before their service was activated. Even though it
has been against EU law to send unsolicited commercial emails or
texts for almost 20 years, it seems to have taken the introduction
of GDPR to get the message finally through to business because
it changed the rules of consent and strengthened people’s privacy
rights.

Smaller companies felt GDPR had little effect on them since
they were never great spenders on advertising in the first place.
However, on exploring the application of the data minimisation
principle, there was a dawning realisation by all the SMEs that it
had affected them. In practice, they had stopped asking for more
information than strictly required so that it could be used again in
later campaigns. Previously, they used to periodically re-market to
historic enquirers, ex-customers, or lapsed subscribers as a matter
of routine.

Larger companies thought it had made their marketing more
targeted and effective because they only communicated with gen-
uinely engaged consumers who had already opted-in to receive
marketing communications: “GDPR forces us to categorise customers
according to their wishes and to segment the communication we send
them” (P13).

The flip side for marketers is that it made it harder to build the
brand if they were only allowed to talk to the “converted” (P8). It also
made it harder for IT in large companies if they had multiple streams
of leads (referrals from the parent company or associate compa-
nies, web enquires, responses to marketing campaigns, Facebook,
Linkedin, Twitter, Google ads) because they had to deduplicate
the customer to ensure their preferences were captured correctly
and thereby avoid complaints about receiving unwanted marketing
communications.

5.3.2 Direct & Indirect Costs. How companies experience the cost
of regulation varies widely. One SME remarked he expected the
costs to be more, but their only cost was the “minimal” ICO (UK
Regulator) fee (P1). Another SME believed their costs had gone
up because they had moved everything to GDPR-compliant cloud
providers and assumed their transaction fees included a GDPR com-
ponent. In general, apart from explicit GDPR-related costs such as
cookie notice plug-ins, SMEs found it difficult to pinpoint additional
costs.
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Larger companies found it easier because they had made more
extensive investments in systems, processes and manpower. One
company estimated “15% of our legal budget in the last year was
probably on data protection” (P7). Another put it at less than 5%
(P10). In addition to direct costs, there were indirect opportunity
costs. A Global IT Director described GDPR as “stifling” and “dis-
tracting” (P10). He complained that GDPR projects always trumped
other innovative projects such as process automation. Another com-
plained that they had lost business due to GDPR because it made
the company so reluctant to share referrals or client information
with associate companies in other EU countries.

Attitudes to the added expense vary depending on the depart-
ment. Marketing sees it “as an additional burden” (P11). They com-
plain “they have no time and no budget for it” (P11) and it makes
their campaigns uncompetitive against players willing to sail closer
to the wind. In contrast, IT see the bureaucracy as “a cost worth
bearing” (P12) if it brings “sensibility” (P12) to an organisation.

5.3.3 Grey Areas of Law. Unsurprisingly, non-legal and legal in-
terviewees had different perspectives on the state of the law. Most
SME management did not have an opinion apart from a shared
consciousness that they lacked in-house compliance knowledge.
Some expressed worries about loose data hygiene by staff working
from home. Some worried about SARs and how much disclosure
was required. All thought they had outsourced responsibility for
security under GDPR compliance to their GDPR outsourcers.

Participants who did have contact with GDPR complained simul-
taneously that GDPR was over-prescriptive and under-prescriptive.
For example, some believed they should be trusted to use their
professional judgement and take a risk-based approach to issues.
Otherwise, “GDPR is often like using a sledgehammer to crack nuts
over things [...] put barriers where they otherwise wouldn’t need to
be” (P9). Others wanted more precision about technical solutions
and data retention periods. Despite their best efforts to be GDPR
compliant, one marketer bemoaned, “how transparent is transpar-
ent? [...] how much do you really have to spell it out [. ..] to be really
clear enough” (P8) after the Legal department had blocked their
re-use of data collected during a campaign that had been designed
to gather new leads.

A lawyer described the ambiguity that they experience when-
ever they suffer a data breach: “I regularly go to external counsel to
get their view and they never have a definitive answer. It is always
from experience, or we’ll have to wait and see” (P7). Another lawyer
described how they pore over ICO investigations to understand the
decision-making and the findings that triggered the fines.

Some worried about GDPR in the UK after Brexit if there is a neg-
ative EU adequacy decision. One IT executive in a large company
described it as “utterly bonkers” (P10) because “the damage it would
do to both the UK and European economy would be just politically
unacceptable.” The executive also thought they’d have to have two
platforms—-UK and non-UK-—if the EU failed to find the UK was
offering an adequate level of data protection.

5.3.4 The Data Audit Dividing Line. Data audits distinguish the
big from the small. When asked about the impact of data audits on
their business, one SME responded, “What’s a data audit” (P1). Two
other SMEs were uncertain and assumed their GDPR IT outsourcer
had taken care of it. On follow-up, one of the IT Services companies
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confirmed they stored the data and advised their clients, but “this
is where it gets a little bit complicated [. . .] they need to know where
the PII is themselves” (P3).

Large companies approach it differently. They all do data audits.
They find them time-consuming, but they appreciate they are “a
good thing” (P7). One IT executive remarked, “It may be a pain in
the backside, but once you’ve done it once, then at least you know
where everything is. [. . .] And you will be able to follow data around
your organisation” (P12). Another lawyer described how they had
undergone two audits—-in-house and external-—and opined: “I
found the audits helpful [. . .] you can leverage off [. . .] and show the
reports to the directors and say either look how well I am doing in this
area [...] or we scored low here” (P7). Data audits are powerful tools
in big business for building business cases for investment.

5.3.5 The Weaponisation of Subject Access Requests (SARs). One
SME has never received a SAR. In another SME, the CEO had
dealt with a handful personally. As companies scale up in size and
customer base, satisfying SARs can become more challenging.

The CEO of a medium-sized company described vividly the pain
of dealing with disgruntled customers who use SARs

“as a stick to beat us with. They’ll put in a SAR
[...] just to be awkward. They’re saying {...]
you have inconvenienced me, so now I'm going
to inconvenience you.” Are they entitled to every
internal email? They have rights to everything,
but I'm saying, ‘but why? Why should they?’
[Perhaps] we’ll do it offline [in future].” (P2)

Larger companies described similar issues with customers and,
even more problematic, ex-employees. Some companies found it
difficult to differentiate between emails that plainly referred to the
ex-employee and deserved to be released and those that mentioned
the ex-employee in a performance report alongside other employees.
“we’ve had an employee one that was horrendous [. . .]going through
emails at what you can redact [. ..] I've seen from an employer per-
spective and it’s very much weaponized’ (P7). Other companies adopt
a more proportionate response to SARs and require a precise aim.

Actioning the right to be erasure is also problematic “the systems
are not set up to make it easy to remove those people. It’s not built
into Microsoft systems. There is not a right to forget button that goes
right across all your Microsoft systems files and folders” (P12).

5.4 Suggested Improvements to GDPR

At the end of the interviews, people were asked for their ideas on
how could GDPR be made better. There was a certain amount of
special pleading and wishful thinking. Nevertheless, the feedback
points to ways in which GDPR could be made more accepted and
more effective in achieving its goals.

5.4.1 An SME-lite Version. All the SMEs felt GDPR was overkill
for companies like them that hold truly little data compared to
Big Data companies. One CEO queried why they should be held
to the same standard as a medical institution that holds sensitive
personal data. “The rules I have to follow should not be the same ones
as Goldman Sachs has to follow” (P5). The desire for simplification
is understandable. Unfortunately the rights-based nature of GDPR
hardly lends itself to differential watering down of protections for
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customers of SMEs but not of big business. Nevertheless, in practice,
the regulator could consider applying the same principles on SMEs
in a more proportionate manner.

5.4.2 Reframe It. A marketer suggested the regulator should de-
mystify and reframe the message. “Less a pain in the arse type thing
[...] bring to the fore the real benefits [. . .] in a more creative way’
(P8). This may seem an unusual demand, but marketing spin is not
alien to the EU Regulators. After all, most GDPR updates since 2019
usually include references to the benefits of the level playing field
(LPF) and the competitive advantage to business of compliance.
However, these messages do not resonate with this sample of com-
panies. The LPF is irrelevant to SMEs who are typically domestic
in focus and not material for larger companies if they already have
operations in other countries. NOne of the respondents believed
GDPR conferred a competitive advantage to them within the EU
(because everyone must abide by it) and some saw it as potentially a
disadvantage in non-EU countries if the competition is not saddled
with the same restraints.

5.4.3 Share It. The GDPR expert in the bank felt the UK Regulator
failed to support big business. “There is nothing to encourage people
or companies to share best practice. There is not a forum [...] or
platform [...] where the professionals can go and ask questions or
share what works for them” (P11). At the other end of the expertise
spectrum, the CEO of a SME felt let down for different reasons “I
looked for checklists [...] on government sites. Everyone is trying to
get me to take a course to get a certificate in GDPR compliance” (P5).
All they wanted to know was “what are the major things we should
concentrate on” (P5).

5.4.4 Clarify It. Most respondents thought GDPR had brought
legal clarity to the situation. Article 6 of GDPR is clear about the six
lawful bases for one to process (collect, store, use etc.) people’s data.
However, the legal practitioners still felt there was a need for clarity
on the wording in some instances, e.g., co-processor, international
data transfers. “I did a Certificate in Data Protection Law [. . .] and at
one stage I was about as qualified as you could be, which was a bit of
a joke, because I didn’t know more than anybody else. You go to talk
to a law firm [about a case]. They have more experience but it’s not
necessarily they know more [. . .] until there is more case law” (P7).
Like the previous point about sharing learning, there seems a clear
opportunity for the regulator to take a more proactive role in this
area.

5.4.5 Loosen it. Some of the legal practitioners chafed against
the rigidity of the rules. They argued that the regulator should
allow a more commercial or risk-based approach of the rules for an
informed professional such as happens with anti-money laundering.
Questions remain about how this would work in practice including
how such an approach is compatible with the fundamental rights
character of data protection and how a risk-based approach could
be made consistent. The other concern is the notion of risk itself
and the risk thresholds (to the consumer?) that would need to be
satisfied before GDPR could apply.
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5.5 Counterfactual: What if GDPR didn’t exist?

This counterfactual scenario was added to the agenda after it arose
organically mid-way into the research. When asked what they
would be doing differently with customer data if GDPR wasn’t here
today, the consensus was that they’d hold more data, hold it for
longer, use it for multiple purposes and not worry so much about
the security. “ I'd like to say it wouldn’t be that different because we
want to, [...] from an ethical perspective, [. . .] to put in these controls
anyway, but I think that would be being a bit disingenuous. I'm sure
that we just have a lot less control because we’re not being forced to, so
we just wouldn’t. And. We would store data for a lot longer and we give
a lot[. . .] more people access to the data” (P10). The lost freedom to
proactively market to ex-customers or cross-sell to other customers
in different subsidiaries of the bank was uppermost in the mind of
the CMO “Ultimately the scale of our marketing opportunity would
be that much larger” (P13) if GDPR didn’t apply today.

6 DISCUSSION
6.1 The benefits of GDPR to business

Whilst one should be cautious generalizing from a small sample, our
findings are drawn from broad-based conversations with senior and
junior executives across the functional spectrum of organisations
and they show that GDPR has had a common range of effects on
business at large.

The threat of fines has changed the mindset of companies. In a
world where data privacy is getting ever more important, GDPR
has forced companies to catch up with their clients’ desires and
wishes to serve them only what they want to be served and use
their data only in the way they want it to be used. It has forced
companies to clean-up their act. This is a win-win for companies
and society.

The threat of fines has changed the data infrastructure of compa-
nies. In a world where compliance projects trump non-compliance
projects, GDPR has forced companies to modernise and upgrade
their data management, data quality and information security. In
possibly a one-off hit, GDPR has gifted companies a reason to invest
in projects, such as rationalising legacy databases, that they knew
were important but kept putting on the long finger. It has delivered
many of the ‘usual’ benefits of an IT project directly to companies
whose technology was sub-optimal and it has indirectly benefited
companies whose technology was adequate but still required en-
hancements to meet the regulations.

Contrary to the common perception that regulation adds com-
plexity, GDPR has delivered standardisation benefits by streamling
processes in some situations cited in our research. It is also used by
some companies to signal their privacy credentials in the belief it
enhances their brand and reputation.

Our findings on benefits do not tally with many of the projected
benefits in earlier literature. The area of agreement is around im-
proved data management process [9, 24], use of analytics [26] and
increased security [36]. There is some equivocal overlap in the
area of reputational enhancement [8, 53]. We found some mar-
keting participants shared the same belief. However, many of the
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other assertions such as improved consumer confidence [13] and
trust [13, 17], legal clarification [17], competitive advantage [13]
and cost reduction [8, 41, 44, 45] were not supported by our find-
ings. The size of the GDPR fining system was well understood in
advance, but the transformational effect it was going to have on
corporate psychology was under appreciated.

6.2 The changing balance of power

Our findings show that the impacts of GDPR are felt differently
within a business. It has created new power bases within com-
panies. Depending on the industry, it will have a different name,
but typically GDPR expertise sits in the Risk, Compliance or Le-
gal department and the IT/IS or Information Security department.
Both have enjoyed boosts to budgets and headcount. Suffering a
high-profile data breach that could destroy a company’s reputation
and potentially suffering a big-ticket fine that could ruin a com-
pany’s finances has meant that GDPR risk continues to be a board
agenda item. This means both departments continue to be more
involved with corporate-level data decision-making than before.
It also means that Marketing has a high quality, more up-to-date
database of customers and their communication preferences.

So, while Legal and IT may be winners, are there losers? Yes.
There are direct and indirect losers. The most obvious are the exec-
utives spread across an organisation who championed projects that
were delayed or killed in competition with higher priority GDPR
initiatives. Less obvious are senior management. Their discretion
was hemmed in pre-GDPR by the need to prioritise GDPR-readiness.
Their discretion is now policed by Legal or IT departments who
follow breach investigations zealously and remind them that GDPR
compliance is an ongoing commitment. The indirect losers are the
departments that have to handle the extra workload generated
by GDPR compliance, e.g., Human Resources having to negotiate
with disgruntled ex-employee SARs, Customer Service having to
deal with dissatisfied customer SARs and Marketing having to con-
stantly update customer notification preferences. A lawyer said “I
think if you were to ask a marketing person what are the benefits [. . .]
I think they might struggle to articulate some benefits” (P7). Another
lawyer characterised the perception of their role and GDPR, “From
a marketing perspective [...] they see it as a stopper” (P11).

A lasting legacy of GDPR is a shift of power. It has put non-
commercial functions, which were hitherto regarded as support
functions, at the heart of strategic decision-making. The long-term
implications of this remain to be seen, but one can make some
educated guesses. As GDPR beds down and regulators become
more comfortable issuing fines (based on precedents in other EU
countries), the influence of these groups will increase rather than
decrease. Senior management will become exasperated with box-
tickers and binary thinkers and may seek to recruit people with
different skill sets and risk appetites. Conversely, if enforcement by
regulators is timid and the threat landscape is perceived to be less
draconian than expected, senior management may decide to game
the system and put the box-tickers back in their box.

The introduction and operation of GDPR is not a rational appli-
cation of a new data protection regulation. It is a benefit, a tool or
a weapon of power whose promotion is contextualised by different
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groups within an organisation that have different aims and meth-
ods of leverage. Even actors, such as ex-salespeople who would
normally rail against GDPR constraints, weaponise SARs to their
own ends creating unintended consequences.

To the best of our knowledge, this disruptive change in power
dynamics has not been anticipated in earlier information security
literature.

6.3 Implementation issues remain

GDPR is not without its disadvantages. This was not the primary
focus of our research but we identify a number of challenges. New
business development and intra-company communication is more
constrained. Regulation has increased costs and internal bureau-
cracy. Grey areas remain due to a lack of case law. Disgruntled
customers and employees weaponise SARs as a tool of retaliation.

Our findings on challenges tally with many of the issues identi-
fied in earlier literature. The complexity of GDPR, its lack of speci-
ficity, its subjectivity, the cost overhead, the difficulty recruiting and
retaining expert staff and operationalising the right to erasure were
all well anticipated. The restrictions on marketing were known in
theory but the effect on new business development in practice was
underappreciated. The chilling effect on intra-company communi-
cation does not appear in earlier literature. On the other hand, some
hypothesised downsides, such as companies withdrawing services
in the EU to avoid GDPR, did not ever come up in conversation.

When we asked our participants for ideas as to how to improve
GDPR, we find that they believe that regulators should re-frame
GDPR messaging to be more positive, sponsor forums to facilitate
the sharing of learning and coping strategies, clarify policies and
apply lighter standards on small business.

Existing literature does not consider getting business buy-in to
GDPR. The emphasis is more on the punitive power of GDPR. In
contrast, the literature has long recognised the need to simplify
and clarify its requirements.

7 CONCLUSION

GDPR is a regulation that is designed to safeguard EU citizens’ data
privacy. The benefits to the consumer and the regulator and the
downsides to business are relatively predictable. What we were
interested in exploring however is whether there are any benefits
of GDPR to business and how they might affect the different parts
of an organisation. To our knowledge, nobody has looked at this
from the perspective of business since GDPR came into effect in
May 2018.

Using semi-structured interviews, we surveyed 14 senior execu-
tives responsible for business, finance, marketing, law or IT drawn
from 6 small, medium and large companies in the UK and Ireland.
We deliberately sampled beyond the IT department, which tends to
be the typical target of GDPR surveys, to obtain a fuller picture.

We find the threat of large fines has focussed the minds of busi-
ness and made it more privacy conscious. GDPR has gifted com-
panies a reason to justify investment in modernising their data
management processes and security. Companies have cleaner and
more up-to-date customer databases. In the absence of GDPR, com-
panies admit they would ask for more information than necessary,
use it more frequently, hold it for longer and keep it less securely.
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It has created new power bases within organisations that act as
guardians or champions of privacy. Such in-house regulators will
continue to enjoy influence on corporate decision making provided
the regulators maintain a steady news flow on enforcement actions
against offenders and data breaches.

We find that many implementation issues exist that would benefit
from better communication, guidance and simplification by the EU
and its regulatory arm.

In summary, GDPR may be a headache to business but it has
made it more careful with data. Judged by that standard, GDPR has
been a successful socio-technical regulation because it has made
companies put their house in order to their own benefit and to the
benefit of wider society.

7.1 Limitations

There was little empirical research to compare and contrast our
findings. The study is based on a small sample size and may affect
generalizability confidence. The participants do not have the same
job profile in each company. This is partly due to smaller compa-
nies having general managers who hold multiple briefs and larger
companies having executives who are responsible exclusively for a
department such as technology or compliance.

7.2 Future Work

Future work could pursue several avenues. One could repeat the
research with a larger sample population to support the generalis-
ability of any findings; or repeat the research in other EU countries
or industrial sectors and compare the differences; or analyse and
compare how the power dynamics evolve within companies as the
real risk of fines becomes clearer over time; or analyse the enforce-
ment records of national regulators and the perceived compliance
of industry in their jurisdiction. Alternatively one could review re-
cent initiatives to make GDPR more proportionate in its application
to SMEs whilst maintaining consistent protection of consumers’

rights.
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A INTERVIEW FRAMEWORK

Remind and reassure the interviewees that the conversation will
abide by the university’s ethics code and their contributions will
be anonymized. Check they are comfortable with being recorded.

Part 1 Open questions
— Tell me about your job
— Industry sector & Size of company?

— What is your role, your title, your department?
- What does your company / department use customer data
for? Describe

Part 2 Open questions
— Are you familiar with GDPR?

— How has it affected your day-to-day work / department /
division / company?

— Biggest benefits?

- Biggest challenges?

Part 3 Raise topic areas if they haven’t come up in answer to open
questions. The benefits checklist is drawn from the academic
literature review.

— Company’s brand / reputation? Rationale?

— Customer trust level? How do you know?

— Legal certainty? Grey areas?

- Level playing field across Europe; Access to a bigger mar-
ket for your company?

— GDPR compliance and competitive advantage in EU and
in non-EU markets?

34

Buckley, Caulfield & Becker

— Innovation? Have you seen new products / services?

— GDPR-led growth? Give examples. Investment incentive?

— Advertising? Changes post-GDPR? Targeting?

— GDPR-linked upgrades to internal systems and / or stream-
lined processes? Examples?

— Security now versus before?

Part 4 Raise topic areas if they haven’t come up in answer to open
questions. The challenges checklist is drawn from the aca-
demic literature review.

- Departmental impacts?

- Company-wide and / or market impacts?

— Compliance cost overheads?

— Data audit impacts?

— Data minimization impacts?

— Data security rigidities?

- Data breaches / Greater liabilities to fines?

— Accountability and governance - how does it work?

— Privacy rights - satisfying SAR’s, right to correction and
deletion?

— Impact of privacy-first processes on advertising / market-
ing / servicing customers?

Part 5 Open questions about the future of GDPR
— What makes good GDPR good?

— Any recommendation about how to improve it?
— What would the company be doing different today with
data if GDPR did not exist?



	Abstract
	1 Introduction
	2 Background
	2.1 Why Regulate?
	2.2 The Foundations of Good Regulations
	2.3 The Evolution of Data Regulation
	2.4 GDPR Objectives
	2.5 GDPR Scorecard
	2.6 Gap in GDPR Scorecard

	3 Literature Review
	3.1 GDPR Implementation Challenges
	3.2 Studies on GDPR Success
	3.3 Studies on GDPR Drawbacks
	3.4 Studies on GDPR Benefits to Business
	3.5 Motivation

	4 Methodology
	4.1 Data Collection and Analysis
	4.2 Sample Characteristics
	4.3 Ethical Considerations

	5 Findings & Analysis
	5.1 Direct Impacts
	5.2 Indirect Impacts
	5.3 Challenges
	5.4 Suggested Improvements to GDPR
	5.5 Counterfactual: What if GDPR didn't exist?

	6 Discussion
	6.1 The benefits of GDPR to business
	6.2 The changing balance of power
	6.3 Implementation issues remain

	7 Conclusion
	7.1 Limitations
	7.2 Future Work

	Acknowledgments
	References
	A Interview framework

